Memorandum @

Date: July 19, 2016 .
To: Honorable Chairman Jean Monestime Agenda Ttem No. 8(F)(3)
and Members, Board of CWommlssmners
From: Carlos A. Gimenez £ -
Mayor cﬁff e

Subject:  Recommendation for Approval to A ard a Legacy Contract: Automated Fare Collection
System Upgrade and Mobile Ticketing Application

Recommendation

It is recommended that the Board of County Commissioners (Board) approve this request for award of
Legacy Confract No. L8481-0/27, Autornated Fare Collection System Upgrade and Mobile Ticketing
Application for the Department of Transportation and Public Works. On May 6, 2008, the Board
awarded contract RFP8481-2/22, Automated Fare Coffection System to Cubic Transportation
Systems, Inc. (Cubic) for the then Miami-Dade Transit Department for the implementation of regional
fare vending capabilities with (EASY Card) solution across participating agencies. In an effort to
continue to leverage the existing investment in the current ticketing system, the Department of
Transportation and Public Works in conjunction with the Information Technology Department explored
the option of utilizing Cubic’s cloud services environment to facilitate mobile ticketing payments and
self-service options. The cloud services offered by Cubic through this contract allow for an upgrade of
back office functions so the application will remain current throughout the term of the contract. This
project will facilitate open interfaces and data sharing for interoperability among external applications
and vendor technology, providing services such as parking, ride share, bike share, or other means of
transportation such as taxis, thus moving foward seamless travel options throughout the County.

Cubic's cloud services environment also provides access to the County to overhaul existing ticket
vending machine software, fare gates, point-of-sale terminals, and ticket office machines at customer
service centers. This provides a comprehensive solution, and offers riders a mobile ticketing solution
while modernizing existing fare boxes and fare gates to mitigate replacement costs. Over $35 million
in annual revenues are received from bus fare box cash collections. Utilizing the exiting devices
allows riders to continue to use EASY Cards or cash, while offering an option to use mobile ticketing
features that are seamlessly integrated with existing devices. The cloud based mohile enhanced fare
system also provides real-time data and trip planning tools which offer improved customer service,
reduce traffic, and reduce lines at ticket vending machines when purchasing fares. Additionally, the
service assists in reducing the need to carry cash or may serve to eliminate fare cards because users
can tap their phones or credit cards at fare gates and fare boxes. This will be a convenient option to
plan and pay for an entire trip using a single application. By utilizing the existing infrastructure and
technology already installed, Miami-Dade County can achieve the most cost effective and expedited
results for offering the new mobile ticketing application. '

While replacing the fare collection system is cost prohibitive at this time, the availability and
practicality of competition for these services will be evaluated once the current fare collection system
has reached the end of its useful life in order to reduce or eliminate the need for future legacy
purchases for these services. Accordingly, it is recommended that this legacy contract be awarded fo

Cubic Transportation Systems, Inc., pursuant to Section 2-8.1(b)(2} of the County Code, for continuity
of automated fare collection services.

Scope
- The scope of this item is countywide in nature.



Honorable Chairman Jean Monestime
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Fiscal Impact/Funding Source
The fiscal impact for the 11 year and six (6) month term is $33,078,000. The original contract, 8481-
2/22, which is in its first option to renew, is valued at $55,126,949 for 10 years and expires in May 31,

2018. The allocation under the new legacy contract is based on the implementation costs,
maintenance and support fees for all new system capabilities.

Department Allocation Funding Source Centract Manager
Jvrﬁﬂfsp"rta“o“ and Public $33,078,000 | DTPW Operating Jose Rodriguez
Total $33,078,000

Track Record/Monitor
Brian Webster of the Internal Services Department is the Procurement Contracting Officer.

Deledated Authority

[f this item is approved, the County Mayor or County Mayor's designee will have the authority to
exercise all provisions of the contract pursuant to Section 2-8.1 of the County Code and Implementing
Order 3-38, including any cancellation, renewal and extension provisions.

Vendor Recommended for Award

Address of Employee
Branch Offices Residents
I or . s
Awardee Principal Address Headquarters 1)Miami-Dade Principal

in Miami-Dade | 2)Broward )
ot Broward" 3)Percentage

Cubic Transportation 6650 Kearny Mesa Road 0

Systems, Inc, San Diego, CA None g"/
(<]

Stephen O.
Shewmaker

*Provided pursuant to Resolution No. R-1011-15. Percentage of employee residents is the percentage of
vendors' employees who reside in Miami-Dade or Broward as compared to the vendor’s total workforce.

Due Diligence

Pursuant to Resolution No. R-187-12, due diligence was conducted in accordance with the Internal
Services Department's Procurement Guidelines to determine contractor responsibility, including
verifying corporate status and that there are no performance or compliance issues. The lists that
- were referenced include convicted bidders, debarred bidders, delinquent confractors, suspended

bidders, and federal excluded parties, There are no adverse findings relating to confractor
responsibility.

Applicable Ordinances and Contract Measures

* The two (2) percent User Access Program provision applies and will be collected on all
purchases where permitted by the funding source.

» The Small Business Enterprise Bid Preference and Local Preference Ordinances do not apply.
* The Living Wage Ordinance does not apply.

I

Alirfa T. Hudak
Deputy Mayor




MEMORANDUM

(Revised)

TO: Honorable Chairman Jean Monestime DATE: July 19, 2016
and Members, Board of County Commissioners

FROM: bigalfPrice- Wi QM&M SUBJECT: Agendaltem No. 8(F)(3)

County'lAttomney

Please note any items checked.

“3-Day Rule” for committees applicable if raised
6 weeks required between first reading and public hearing

4 weeks notification to municipal officials required prior to public
hearing

Decreases revenues or increases expenditures without balanciﬁg budget
Budget required

Statement of fiscal ilnpact required

Statement of social equity required

Ordinance creating a new hoard requires detailed County Mayor’s
report for public hearing :

. No committee review

Applicable legislation requires more than a majority vote (i.e., 2/3’s ;
3/8s , nanimous ) to approve

Current information regarding funding source, index code and available
balance, and available capacity (if debt is contemplated) required



" Approved Mayor Agenda Item No. 8(F)(3)
Veto 7-19-16
Override

RESOLUTION NO.

RESOLUTION AUTHORIZING APPROVAL OF A LEGACY
CONTRACT TFOR AUTOMATED FARE COLLECTION
SYSTEM  UPGRADE AND  MOBILE  TICKETING
APPLICATION FOR THE DEPARTMENT OF
TRANSPORTATION AND PUBLIC WORKS, CONTRACT NO.
L8481-0/27, TO CUBIC TRANSPORTATION SYSTEMS, INC,,
FOR AN ELEVEN YEAR AND SIX MONTH TERM IN A
TOTAL AMOUNT NOT TO EXCEED $33,078,000.00 AND
APPROVING TERMS OF AND AUTHORIZING THE COUNTY
MAYOR OR COUNTY MAYOR’S DESIGNEE TO EXECUTE
CONTRACT AND TO EXERCISE ALL PROVISIONS OF THE
CONTRACT PURSUANT TO SECTION 2-81 OF THE
COUNTY CODE AND IMPLEMENTING ORDER 3-38

WHEREAS, this Board desires to accomplish the purposes outlined in the accompanying
memorandum, a copy of which is incorporated herein by reference,

NOW, THEREFORE, BE IT RESOLYED BY THE BOARD OF COUNTY
COMMISSIONERS OF MIAMI-DADE COUNTY, FLORIDA, that this Board authorizes
award of a legacy contract pursuant to Section 2-8.1(b)(2) of the County Code for a term of
eleven years and six months and an amount not to exceed $33,078,000.00 for Contract No.
L.8481-0/27, in substantially the form attached hereto and made a part hercof, for automated fare
collection system upgrade and mobile ticketing application for the Department of Transportation
and Public Works to Cubic Transportation Systems, Inc. This Board further authorizes the
County Mayor or County Mayor’s designee to execute the contract and to exercise all provisions

of the contract pursuant to Section 2-8.1 of the County Code and Implementing Order 3-38.
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The foregoing resolution was offered by Commissioner
who moved its adoption. The motion was seconded by Commissioner
and upon being put to a vote, the vote was as follows:

Jean Monestime, Chairman
Esteban L. Bovo, Jr., Vice Chairman

Bruno A. Barreiro Daniella Levine Cava
Jose "Pepe" Diaz Audrey M. Edmonson
Sally A. Heyman Barbara J. Jordan
Dennis C. Moss Rebeca Sosa

Sen. Javier D. Souto Xavier L. Suarez

Juan C. Zapata
The Chairperson thereupon declared the resolution duly passed and adopted this 19" day

of July, 2016. This resolution shall become effective upon the earlier of (1) 10 days after the
date of its adoption unless vetoed by the County Mayor, and if vetoed, shall become effective
only upon an override by this Board, or (2) approval by the County Mayor of this Resolution and
the filing of this approval with the Clerk of the Board.

MIAMI-DADE COUNTY, FLORIDA

BY ITS BOARD OF

COUNTY COMMISSIONERS

HARVEY RUVIN, CLERK

By:
Deputy Clerk

Approved by County Attorney as
to form and legal sufficiency. [yl

Bruce Libhaber



Miami-Dade County, FL

AUTOMATED FARE COLLECTION SYSTEM UPGRADE AND MOBILE TICKETING
APPLICATION

CONTRACT NO. L8481-0/27

THIS AGREEMENT made and entered into as of this day of
- by and between Cubic Transpotation Systems, Inc., a
corporation organized and existing under the laws of the State of California, having its principal
office at 5650 Keamy Mesa Road, San Diego, California 92111 (hereinafter referred to as the
"Contractor"), and Miami-Dade County, a political subdivision of the State of Florida, having its
principal office at 111 N.W. 1st Street, Miami, Florida 33128 (hereinafter réfarred to as the

"CDUnty“),

WITNESSETH:

WHEREAS, the Contractor has offered to provide Automated Fare Collection
Modernization, on a non-exclusive basis, that shall conform to the Scope of Services (Appendix
A) and all associated addenda and attachments, incorgcraied herein by reference, and the
requirements of this Agreement; and,

WHEREAS, the Contractor has submitted two written proposals dated June 30, 2016,
Exhiblis A-1 and A-2, hereinafter referred to as the "Contractor's Proposal” which is
incarporated herein by reference; and,

WHEREAS, the County desires fo procure from the Contractor such Automated Fare
Collection Modernization services for the County, in accordance with the terms and conditions

of this Agresment;

NOW. THEREFORE, in consideration of the mutual covenants and agreements herein
contalned, the parties hereto agree as follows:
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Miami-Dade County, FL

ARTICLE 1. ABBREVIATIONS

_ Contract No. 1.8481-0/27

The following words and expressions used in this Agreement shall be construed as follows,

except when it is clear from the context that another meaning is intended:

AFC
AFCM
AFCS
ATM
AVL
CAD
CDR
CCS
CDRL
COoTs
CsC
CSCR
DTPW
EMV
FOR
GCS
GPS
GuUl
IS0
MDC
NTP
OEM
OSHA
PAT
PC
PCB
PDR
PIN
POP
QAQC
STS
SCR
SbD
COUNTY
SIT
TCP/IP
UPS
WAN

Automated Fare Collection

Automated Fare Collection Modernization

Automated Fare Coltection System

Asynchronous Transfer Mode or Automatic Teller Machine
Automatic Automated Fare Coallection Syslems Locator
Computer Aided Drafting

Concapiual Deslgn Review

Cantral Computer System

Contract Dala Requirements List

Commoercial off the Shelf

Contactless Smart Card

Contactless Sman Card Reader

Pepartment of Transportation and Public Works
Europay, MasterCard and Visa

Final Design Review

Garage Computer System

Global Positioning System

Graphical User Interface

International Standards Organization

Miaml-Dade County

Notice to Procesd

Original Equipment Manufacturer

Occupalional Safety and Health Administration
Production Acceptance Test

Personal Computer (IBM — compatible PC)

Printed Circuit Boards
Preliminary Design Review
Personal Identification Number
Proof of Payment

Qualily Assurance/ Quality Control

Special Transportation Services

Smart Card Reader

Fare Collection System Design Description
Mlami-Dade County

Systems Integration Test

Transmission Control Protoco! / Intemet Protoco!
Uninterrupiible Power Supply

Wide Area Network
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Miami-Dade Couniy, FL , Contract No. LB481-0/27

ARTICLE 2. DEFINITIONS

a)

)

)

k)

The words "Contract” or "Agreement” to mean coliectlvely these terms and conditions,
the Scope of Services (Appendix A), Pricing Schedule (Appendix B), all other
appendices and attachments hereto, all amendmenis issued hereto, and ihe
Contractor's Proposal.

The words "Contract Date" to mean the date on which this Agreement is effective.

The words "Contract Manager" to mean Miam-Dade County's Director, Internal
Services Depariment, or the duly authorlzed representative designated to manage the
Contract,

The word "Deliverables® to mean all documentation and any ltems of any nature
submitted by the Centractor to the County’s Project Manager for review and approval
pursuant to the terms of this Agreement.

The words "directed”, “required’, “"permitted”, "ordered”, "designated", "selacted”,
"orescribed” or words of ke import to mean respectively, the direction, requirement,
permission, order, designation, selection or prescription of the County's Project
Manager; and similarly the words "approved”, acceptable”, "satlsfactory”, "equal’,
"nacessary", or words of like import to mean respactively, approved by, or acceptable or
salisfactory to, equal or necessary in the opinion of the County's Project Manager.

The words "Extra Work™ or *Additional Work™ to mean additions or deletions or
modifications to the amount, type or value of the Work and Services as required in this
Contract, as directed and/or approved by the County.

The words "Scope of Services" to mean fhe document appended hereto as Appendix A,
which detalls the work to be performed by the Contractor.

The word “"subcontractor” ot “subconsultant” to mean any person, entity, firm or

corporation, other than the employees of the Conlractor, who furnishes labor and/or

materials, in connection with the Work, whether directly or indirectly, on behalif andfor

gnder the direction of the Coniractor and whether or not in privity of Contract with the
ontractor,

The words "Work”, "Services" "Program", or "Project” to mean all matters and things
required to be done by the Contractor in accordance with the provisions of this Contract.

Wherever in the Contract Documents the words "directed,” "required,” "ordered,”
“Jesignated,” "prescribed," or similar words are used, it shall be understood that the
“direction,” “requirement,” "order," “designation,” or "prescription” of the Counly is
intended unless otherwise expressly stated. Similarly, the word "approved" or similar
words, shall mean "approved by" the County, unless otherwise expressly stated.

Where "as shown," "as indicaied,” "as detailed,”" or similar words are used, it shall be
understood that the reference is made io the Contract Documents unless stated
otherwise.

Whenever the Contract Dogumenits reference a stahdard, said standard shall be, unless
otherwise indicated, the latest version or edition in effect on the date of the Proposal.

Page 4 of 40
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Miami-Dada Cotnty, FL . Contract No, LB481-0/27

) In the case of a conflict between referanced standards and the Contract Documents, the
Contract Doguments shall govern.

Additional Definitions

Acceptance: Reviewed for conformity to Specification and accepted, in writing, by Miami-Dade
County {MDC) through issuance of a formal letter,

Accepted Equal: The proposed allernative shall be functionally compatible with, and of equal or
better quality than the iterm it is proposad to reptace. MBC's decision as to whether any material
or equipment proposed is equal to that specified shall be binding on both MDC and fhe

Conlractor.
AFC Central Computer System: Refer to Central Computer System.

Allowance: The establishment of a budget aliowance in the award amounti to the Contractor is a
method of allocating funds to portions of the work that cannot bs specified with sufficient
parficularity at the time of contract award. Refer to Paragraph GP3.3.

Alteration: A change or substitution in the form, character, or detail of the work done or to be
done within the original scope of the Contract.

Approval: MDC's written acknowledgement of Acceptance.

Assignee: The third party t0 which rights andfor obligations of a contract Is transferred from a
contracting party (*Assignor’).

Asslgnment: The transfer to a third party (“Assignee”) by a contracting party (“Assigrnor’) of its
obligations and or rights under a contract.

Assignor: A party under contract which assigns rights and/or obligations of thaf contract to a
third party ("Assignee”).

Automated Fare Collection System ("AFCS™): The name glven o three interoperable automated
tare media systems for government-run buses, trains and ferries in and around Miami-Dade
County.

Authorized Provider: A firm or individual certified by the Contractor to provide services relating
io the Contractor's products.

Authorized Signee: The parson who is axecuting the Contract on behalf on the Contractor and
who Is authorized to bind the Contractor. '

Bad Numbers: Credit or debit numbers that are not valid for transaction processing.

Base Line Design: The design of each component, apparatus, systems, subsystems, of
materials which have recelved drawing acceptance.

Basic or Manufacturer's Standard: Shall mean the component or part standard to be acceptable
as part of the Automated Fare Collection System of the Contractor.

Card: A credit card, debit (ATM) card or stored value card.

Central Computer System: The hosted suites of applications that processes the data transferred

Page 5 of 49
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Miami-Dadg v, i‘ Contract No. [B8481-0/27
from Garage Computer Systems and/for Station Controllers. It also stores fare tables and other
AFC system and equipment paramsters for data exchange and provides Interfaces to other
systems.,

Change Order: A Contract Document executed by MDC and issued to the Contractor amending
the Coniract Terms and Conditions and/or Specifications. The change order establishes the
basis for payment and time adjustments, if any, of the work affected by the changes. The
Document becomes a part of the Contract when executed by the Contractor and MDC. Al terms
and conditions of the Contract Documents including the Specification remain as previously
stated unless so noted in the text of the change order.

Clearinghouse: A financial services company that provides clearing and settlement services for
financial transactions, and often acts as central counterparty.

Cloud Services: The Contractor provided and managed computing resources and applications. -

Contactless Smart Card: A credit card-sized, iSO 14443 compliant card containing an integrated
circuit chip that stores data electronically. The data is read and re-ancoded when the
contactless smart card Is used at a reader/encoder device. The contactless smart card can
accornmodate any fare instrument availabie within the system.

Contract Sum: All monies paid to the Contractor by Miami-Dade County for the wark to be
completed pursuant to the contract documents.

Contract Term; The number of days allowed for completion of the Contract.

Contractor: The Prime Contractor solely responsible for the quality and proper funclioning of the
System and all components/ Automated Fare Collection Modernization; the person or persons,
Proposer, partnership, corporation, or combination thereof which has entered into this Cantract
with MDC to supply the System.

Contractor's Drawings: ltems such as general drawings, detail drawings, graphs, diagrams,
sketches, calculations, and catalog cuts which are prepared by the Contractor to detail its work.

Contractor Representative: The person designated by the Contractor with responsibility for the
Fare Collection System project, who must be empowered to act on behalf of the Contractor.

Credit Card: A bank-ssued card that provides credit to the user and is used for the
purchase/revaluation of fare media.

Days: Unless otherwise designated, days as used in the Contract Documents will be understood
{o mean calendar days.

Debit (ATM) Card: A bank-issued card that draws funds from the user's account and Is used for
{he purchase/revaluation of fare media.

Defect: The inabllity of a system, subsystem, assembly, or component to perform ils required
function. This shall not cover expendabie [terms that are subject to normal wear and aging
unless they do not perform adequately within thelr expected life span, or are a contributing
cause 1o failures in other components.

Delivary: Receipt at MDC of the system in a sound, whole, ready to run, ready to Acceptance
Testing condltion. The Contractor shall complete and deliver all equipment and materiale
defined In the Gontract Documents, to designated delivery points.
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Miaml-Dade County, FL ! Contract No, L84B1-0/27

Design Review: Applies to the stages of system developmeni where equipment and procedures
are demonstrated prior to receiving approval to advance the effort to the next level. Stages
include 2 Preliminary Design Review and a Final Design Review.

Downloading: The process of transferring data from AFC Central Computer System lo the
Garage/Depot Computer Systems and Station LANSs,

DTPW; Depariment of Transportation and Public Works

EMV: A technical standard for smarl payment cards and for payment terminals and automated
teller machines that can accept them. EMV (Europay, MasterCard and Visa) cards are smart
cards (also called chip cards or IC cards) which store their data on integrated circuils rather than
magnetic stripes, although many EMV cards also have stripes for backward compatibility.

End Product;

a. The Contract item(s) to be purchased by MDG in accordance with the Contract Documents.

b. End Product(s) includes, but is not limited to, drawings, specifications, instructions, books,
aducation programs, spare parts and/or services.

Equal: The make or quality of material or equipment in this Confract, the Agency's decision as
to whether any material or equipment proposed s equal to that specified shall be binding on
both the Contractor and MDC.,

Failure: The Inability of a system, subsystem, assembly, or component to perform its required
function. An improper condition requiring the equipment/Fare Collection System to be withheld
from or removed from service for corractive action. Refer to Specification for further details.

Fail Safe:

a. A characteristic of a system which insures that any malfunction affecting safety shall cause
the system to revert o a state that is known to be safe.

b. To be considered “fail safe”, the systems shall also automatically furnish an acceptable
indication in accordance with the Specification that a failure has occurred,

Fare Media: The cards, tickets, ransfers, Proof-of-Payment recelpts and passes used fo pay
the fare or show proof of payrment,

Firmware: Computer programs and data loaded in a class of memory that cannot be modified by
the computer during normat operation and is not erased by loss of power.

Final Acceptance of AFC System: Wheni all corrective actlons and retrofit (if any) have baen
fully completed, and the System is considered by MDC to be fully compliant with the Contract.
Final Acceptarice will take place upon completion of existing migration to Cloud Services Upon
achiavement of Final Acceptance, the Letter of Acceptance shall be deemed to be issued.

Garage/Depot Compuler Systeim: A computer located at a bus garage/depol that controls and
monitors all relevant bus data collection functions. It monitors the status of probes and receivers
to which it is connected and transfers data to the Central Computer System.

Inspector: The person designated by MDC as its quality control representative. The Inspecior's
authority is derived through the Project Manager.

Intellectual Property: Information, systams, Fare Collection Syslem, programs, pracesses,
technology, services, methodologies, products and any other materials or rights, tangible or
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intangible all relating to the AFC project.
Licensee: One to whom a license is granted.
Licensor: One who owns the Fare Collection System and all porfions thereof.

Local Area Network: A data communication network used to gonriect mulitiple computer
workstations in closa proximity to one another, i.e., in one office or building.

Maintenance, Corrective: The action performed, as a result of a faflure, o restore an item to a
specified condition,

Malntenance, Preventive: Tha action performed in an attempt to maintain an equipment or
operating function in a specified condition by providing syslematic inspection and maintenance,

Manufacturer: Shall mean the original manufacturer supplying materials, equipment/Fare
Collection System, or apparatus for installation or usage by MDC.

Material (Supplies): Any substances specified for use in the construction and/or manufacture of
the Procurement End Product(s), or to be furnished to MDC as loose items as part of the
Procurement.

MDC: To mean Miami-Dade County, a political subdivision of the Slate of Florida.
Notlce: Shall mean a written notlce.

Option: A unilateral right in a contract by which, for a specified time, a grantee may elect to
purchase additional equipment, supplies, of services called for by the contract, or may elect to
extend the term of the contract.

Party, Parties: Entity(ies) entering into the agreement.

Personal Ideniification Number: A unique security code number used in conjunction with a bank
card to access the cardholder's account.

Preexisting Work: Work completed and/er owned by the Contractor that may be provided lo
MDC for the AFC project within the Terms of the Contract.

Project: The project as described in the Contract documents.

Project Manager: Project Manager means the Contracling Officer's authorized representative
having the responsibility to oversee and manage the day lo day activities of a contract,

Proof Of Payment. A method of fare collection whereby the patron purchases a ticket from a
Ticket vending machine, which is retained by the patron for presentaticn to a fare inspector who
roams the system and inspects tickels on a random basls,

Proposal: The Offer in response {o MDC's Request, including the Contract Documents with
Specifications, to be submitted in the prescribed manner, properly signed and certified using the
forms provided by MDC as required and all data to be supplied by the to be in conformance with
eaid Documents. The Proposal includes the Price Proposal.

Proposer: Any individual, proposer, partnership, corporation or joint venture submitling a
Proposal for the work contemplaied, acting directly or through a duly auihorized representative.
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Miami-Dade County, FL Contract No. L8481-0/27

Redundancy: The existence in a system of more than one means to accomplish a given
function. for the purpose of increasing security or reliabilify.

Reference: Where reference is made In the Coniract Documents {o publications or standards
issued by associations or societies, the intent shall be to specify the cument edition of such
publications or standards in effect on the date of the Proposal, notwithstanding any reference to
a particular date.

Related Defect; Damage inflicted on any component or subsystem as a direci result of a defect.

Reliability: The probability of perferming a specified function, without failure and within design
parameters, for the period of time Intended under actual oparaling conditions.

Representative: Shall mean any duly authorized agent of MDC or the Confractor.
Retrofit: A System wide modification.

Revenue Service: Ulilization of fare collection equipment for the purpose of coliecting fares from
County's patrons, notwithstanding if a Letler of Acceptance has been issued.

Service: as in Service Use, Cperation of the System under normal conditions with passengers.

Srmart Card: A credit card size card containing an Integrated circuit chip on which electronic
value and deta can be stored and deducted or used or a type of pass with period of validity
encoded.

Smart Card Reader: A device used by a passenger to show that the fare has been paid when
stored value fate media is used, to initialize a rolling period pass purchased from an outiet and
to display fare media validity information 1o a passenger.

Standard: Something set up and established by authority as a rule for the measure of gquantity,
weight, extent, value, or quality.

State: The Stale of Florida.

Stockpile: A gradual accumulation of a reserve. For purposes of this Contract, ne stockpiling of
unaccepted equipment on MDC's property will be allowed.

Stored Value Card: A magnetically encoded document or smart card with a specified dollar
value thal provides access fo designated pertions of MDC's systems. The value and data on
the card is reduced with each use. See also Pass and Ticket.

Supplier (Vendor): The persons, Proposer, or corporations who furnish materials/services to the
Contractor, Supplier furnished materials/services shall comply with all the contract
requirements.

System: The Automated Fare Colleclion Modernization.

Transaclion: The data stored by any device in the AFC System due to processing a passenger,
the advent an event and/or an alarm, the initiation of a function within the devices or the change
in the status of a device, module, item of equipment or system. Sizing of memory for any device
shall be based on the largest record size for any fransaction generaled by the AFC Syslem,
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Miami-Dade Gounty, FL . Contract No. L8481-0/27

Transit Day: A 24-hour period defined by 2 MDG to determine the validity of time-based fares
and for report reproduction.

User Configurable/Settable: To mean Miami-Dade County will be able to make changes without
the need for source code modification or Contractor support.

ARTICLE 3. ORDER OF PRECEDENCE

If there is a confiict between or among the provisions of {his Agreement, the order of
precedence [s as follows: 1) thase terms and conditions, 2) the Scope of Services (Appendix A),
and 3) the Contractor's Proposal.

ARTICLE 4, RULES OF INTERPRETATION

a) References to a specified Article, section or schedule shall be construed as reference to
that specified Article, or section of, or schedule to this Agresment unjess otherwise
indicated.

b) Reference lo any agresmeni or other instrument shall be deemed to include such
agreement or other instrument as such agreement or other instrument may, from time to
time, be modifiad, amended, supplemented, or restated in accordance with its terms.

c) The terms “hereof’, "herein®, “hereinafter”, "heraby”, "herewith”, “herefo”, and
"hereunder” shall be deemed to refer to this Agreement.

d} The tities, headings, captions and arrangements used in these Terms and Conditions
are for conventence only and shali not be deemed to limit, amplify or modify the terms of
this Contract, nor affect the meaning thereof.

ARTICLE 5. NATURE OF THE AGREEMENT

a) This Agreement incorporates and includes all prior negotiations, correspandance,
conversations, agreements, and understandings applicable lo the matters contained in
this Agreement, The parties agree thal ihere are no commitments, agreements, or
understandings concerning the subjeot matter of this Agreement that are not contained
in this Agreement, and that this Agresment contalns the entire agreement between the
parties as to afl matters contained herein. Accordingly, it is agreed that no deviation
from the terms hereof shall be predicated upon any prior representations or agreements,
whether oral or written, Itis further agreed that any oral representations or modifications
concerning this Agreement shall be of no force or effect, and that this Agreement may be
modiflad, altered or amended only by a written amendment duly executed by bath
parties hereto or their aulhorized representatives.

b) The Contractor shall provide the services set forth in the Scope of Services, and render
full and prompt cooperation with the County In all aspects of the Services performed
hereunder.

c) The Contractor acknowledges that thls Agreement requires the performance of all things
necessary for or incidental to the effective and complete performance of all Work and

Services under this Contract in accordance with the Scope of Services.

d) The Contractor shali furnish all labor, materials, tools, supplies, and other items required
to perform the Wark and Services that are necessary for the completion of this Contract.
ANl Work and Services shail be accomplished at the direction of the County's Project
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Miami-Dade County, FL 'Contract No, L8481-0727

Manager in accordance with the Scope of Services.

a) The Contractor acknowledges that the County shall be responsible for making all policy
decisions regarding the Scope of Services. The Contractor agrees to provide input on
policy issues in the form of recommendations. The Contractor agress to implement any
and all changes in providing Services hereundsr as a result of a policy change
implemented by the County, in accordance with Article 41. The Contractor agrees to act
in an expeditious and fiscally sound manner in providing the County with input regarding
{he time and cost to implement said changes and in executing the activities required to
implement said changes.

ARTICLE 6. CONTRACT TERM

The Confract shall become effectiva on the date of the Agreement, for a term of eleven (11}
years six (6) months. This Contract may be extended by mutual agreement between the
County and the Contractor, upon approval by the Board of County Comimissioners.

ARTICLE 7. NOTICE REQUIREMENTS

All notices requirad or permitted under this Agreement shall be in wriling and shall be deemed
sufficiently served if delivered by Registered or Cerlified Mall, with return recelpt requested; or
delivered personally; or delivered via fax or e-mall (if provided below} and followed with delivery
of hard copy; and in any case addressed as follows:

(1) tothe County

a) to the Project Manager:
Miami-Dade County
Attention: Hector Garnica
Phone: 786-469-5126

E-mail: hectora@miamidade.qav

and,
b) to the Contract Manager:

Miaml-Dade County _

Internal Services Department, Procurement Managament Division
191 N.W. 1sl Strest, Suite 1375

Miami, FL 33128-1974

Attentlon;  Sr. Assistant Director

Phone; (305) 3756-2363

Fax: (305) 375-2316

E-mail: msinger@miamidade.gov

{2) to the Conlractar

Attention: Michael Andranovich
Phone: 858-344-0482
E-mail: Michael.Andranovich@Cubic.com

Either party may at any time designate a different address andlor coniact person by glving

notice as provided above to the other party. Such notices shall be deemed given upon receipt
by the addressee.
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Miam}-Dade County, FL . Gontract No. L8481-0/27

ARTICLE 8. PAYMENT FOR SERVICES/AMOUNT OBLIGATED

The compensation for all Work and Services perormed under this Contract, including ail costs
associated with such Work and Serviges, shall be in the total amount of THIRTY-THREE
MILLION SEVENTY-SEVEN THOUSAND EIGHTY-THREE DOLLARS ($33,077,083.00). The
County shail have no obligation to pay the Conltragtor any additional sum In excess of this
amount, except for a change andfor modification to the Contract, which is approved and
executed in writing by the County and the Gantractor.

All Services undertaken by the Contractor before County's approval of this Contract shall be at
ihe Contractor's risk and expensa.

ARTICLE 8. PRICING

Prices shall remaln firm and fixed for the term of the Contracl, including any unexpired option or
extension periods; however, the Contractor may offer Incentive discounts {o the County at any
time during the Contract term, including any renewal or extension thereof, The validily period
for the EMV Compliance Option is one year from Contract Date.

ARTICLE 10. METHOD AND TIMES OF PAYMENT

The Contractor agrees that under the provisions of this Agreement, the Contractor may blil the
County perlodically, but not more than once per month, upen Invoices cartified by the Contractor
pursuant fo Appendix B — Price Schedule. All invoices shall show the County's contract
number, and shall have a unique invoice number assigned by the Contraclor. Itis the poficy ol
Miami-Dade County that payment for all purchases by County agencies and the Public Health
Trust shall bs made In a timely manner and that interest payments be made on late payments.
All firms, including Small Business Enterprises, providing goods and services to the County,
shall receive payment to maintain sufficient cash flow. In accordance with Florida Statutes,
Saction 218.74 and Section 2-8.1.4 of the Miami-Dade County Code, the time at which payment
shall be due from the County or the Public Health Trust shall be forty-five (45) days from receipt
of a proper invoice, All payments due from the County ar the Public Health Trust, and not made
within the time specified by this section shall bear interest from thirty (30) days after the due
date at the rate of one percent (1%} per month on the unpaid baiance. Furlher, proceedings to
resolve disputes for payment of obligations shall be concluded by final written declsion of the
County Mayor, or his or her designee(s), not later than sixty (60) days after the daie on which
the proper invoice was received by the County or the Public Health Trust.

In atcordance with Miami-Dade County Implementing Order 3-9, Accounts Receivable
Adjustments, if money is owed by the Contractor to the County, whether under this Contract or
for any other purpose, the County reserves the right to retaln such amount from payment due by
County to the Contractor under this Contract. Such relained amount shall be applied to the
amount owed by the Contractor fo the County. The Contractor shall have no further claim to
such retained amounts which shall be deemed full accord and satisfaction of the amount due by
the County to the Contractor for the applicable payment due herein.

Invoices and associated back-up documentation shall be submitted In duplicate by the
Contractor to the County, to a designated location. The County may at any time designale a
different address and/or contact person by giving written notice to the other party.

ARTICLE 11, PROGRESS PAYMENTS

a) The Agreement is subject to the availability of funds and the County's obligation under
the Agreement is contingent upon the availabllity of such funds from which payment for
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Miami-Dade County, FL ~ Contract No, L8481-0/27

b)

the Agresment can be made. No obfigation on the part of the County for any payment
shall arise until such funds are made available to the Counly for the Agreement and until
the Conlractor receives writlen notice of such availability from the County.

The County will make progress payments to the Contractor in accordance with the tofal
Price of the Automated Fare Coliection Modernization, including any Options exercised
by DTPW, found in the Contractor's Proposal, as specified In Exhibits A-1 and A-2
herelo, and applied to each of the milestones set forth below. Payments will be made
during the course of Contractor's satisfactory performance of the Work, on approved
Invoices submilted by the Contractor.

Mutually agreeable adjustments to the payment schedule to permit a neutral cash flow
will be made as required. Progress payment invoices shall not he submitted by the
Caontractor until after satisfactory completion of each of the milestones sel forth below
and shall not exceed the following stated corresponding percentages of the lolal Price of
the Automated Fare Collection Modernization, including any Options exercised by
DTPW, for each milestone:
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Miami-Dade County, FL

Confract No. L84871-0/27

Progress Payment Milestones
I[ncremental | Date (days | Cumulative
Payment % TP% | Pa t %
Payment | Payment Milestone ayment % after NTP) yment 7
A NTP 20% NTP 20%
B Completion of PDR 5% 62 25%
__C Completion of CDR 5% 166 30%
D Cloud Core DSAT 7% 217 37%
E Cloud Core SIT 7% 217 44%
Cloud Core Comp
F Testing Environment 10% 217 54%
Cloud Core Camp
G Prod Environmeni 23% 248 7%
Sys Enhancements
H DSAT 3% 465 80%
Sys Enhancements
N SIT 3% 496 83%
Sys Enhancements
Comp Testing
J Environment 5% 527 88%
Sys Enhancements
Comp Production
K Environment 12% 558 100%

“NTP: Notice To Proceed

d) Invoices for progre
by the County. Eac
with evidence that

completed. Contractor's invoices shall be submitted to the County.

e) Each invoice shall include:

{(A) Agreement number;

g5 payments shall be submiited by the Contractor on forms suppiied
h invoice shall be supported, as required by the Contract Documents,
the activities assoclated with the Milestone Payments have been

(B) Serial number(s) of Fare Collection System invoiced (if appficable) and all
documents required by Contract Documents, _

(C) Total invoice amount,

The Contractor shall certify, in ea
apptoved by the County and pe
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Miam/-Dads County, FL Contract No. LB481-0/27

g)

h)

)

k)

Contract Documents.

In the event expenditures relmbursed to the Contractor under the Confract Documents
are subsequently disallowed by the County, due to accounting érrors or changes not in
conformily with the Contract Documents, the Contractor shall immediately rafund such
amounts to the County.

After receipl, the County will review and evaluate each invoice for progress paymenis
and the supporting data, and forward same to the County for approval with County's
recommendation on paymeant. No progress payment wilt be approved by the County until
an Invoice therefore is received from the Contractor and accepted, and the County has
verlfied that all Work covered thereby has been performed in accordance with the
requirements of the Contract Documents.

The County will notify the Centractor within fifteen (16) days of receipt of an invoice if
there are any issues regarding the invoice. Fach County-approved invoice will be pald
by the County within forly-five (45) days of the County's receipt of a proper invoice in
accordance with Florida Status 218.74 and section 2-8.1.4 of the Miami-Dade County
Code. Milestone payments shall not be consfrued as relieving the Contraclor from sole
responsibility for all enginsering, material, equipment and work upon which payments
have been made and the restoration of all defective work, or as waiving the right of the
County to require the fulfilment of all of the requirements of the Contract Documents.

Payments made under the Conltract Documents by the County shall not be construed as
an acceptance of defective work or acceplance of improper material, nor as condoning
any omission of requirad work. No payment or ceriificate, final or otherwise, shall be
construed as relleving the Contractor from its contractual obligations to make acceptable
any defects and consequences thereof, discovered in the Work, even when discovered
after completion or acceptance of same. No payment or certificats, final or otherwise,
shall be construed as a waiver of any of the Contractor's obligations sei forth in the
Contract Documents.

No progress payments will be owed or made for any portion of the Work not in
acoordance with the reguirements of the Conlract Documents.

The County may withhold payment of any progress payment due the Contractor until the
Contractor has performed all applicable administrative tasks to be completed as required

* by the Coniract Documents, Also, If documents, data, samples, drawings, and submiitals

or any part thereof required to be supplied by the Contractor pursuant to the Contract
Documents are not delivered within the time specified by the Coniract Documents, or are
deflclent upon delivery, the Gounty may, until such documents, data, samples, drawings
or submittals are dellversd or the deficlencies are corrected, withhoid any monies due or
that may become due {o the Contracior. The withholding of any paymenis to the
Contractor shall not be construed as a waiver of any rights aceruing to the County under

the Contract Documents or according to law. :

ARTICLE 12. AGREEMENT ADMINISTRATION CLOSE-OUT

The following list of items collectively constitutes the administration close-out work for the
Agreement:

(1) The Contractor supplying a general releass to the County in a form to be supplied by

the County;

Page 15 of 49
Rev. 7/8/2016

2/




Miami-Dade County, FL Contract No. L8481-0/27

{No bonds)

(3} For non-Florida corperations, the necessary cerlificales from the Florida Department
of Revenue and Department of Labor and Indusiry, Bureau of Unemployment
Compensalion;

(4) Release of all claims and liens against the County, arlsing by virtue of the Agreement,
(5) Finalized Operation and Maintenance Manuals;
(6) Finalized spare parts, catalogs and/or lists; and

All of the above fisted ltems shall be completed and submitted to the Counly at the
latest, within thirty (30} days after the completion by the Contractor and the acceptance
by the County of all other portions of the Work. Agreement Administration Close—Out
shall not be considered complete untll all five (5) lems (abovemantioned) which
comprise the Agreement Administration Close—-0Out work are completed in a manner
acceptable to the County.

ARTICLE 13, FINAL PAYMENT

a)

b)

d)

Within thirty (30) days after the completion by the Contractor and acceptance by the County
of all portions of the Work, the Contractor shall prepare and submit an invoice for the final
payment. Prior pay estimates and payments shall be subject to correction on the proposed
final payment.

The County will review the Contractor's invoice for the final payment. Any changes of
corrections found necessary by the County will be submitted to the Contractor for revision.
Within ten (10) days thereafter, the Contractor shall submit to the County an invaice for the
final payment incorporating any changes or corrections made by the County. Sald invoice
will then be reviewed by the County and if approved by the County, {his eslimate will
become the approved final payment. If, however, an invoice for the final payment s not
submitted by the Contractor within sixly (60) days after the completion by the Conltractor
and acceptance by the County of all portions of the Waork, the County may elect to make
payment of such sums which are not in dispute, without prejudice to the rights of either the
County or the Contractor in connsetion with such sums which are in dispute.

Upon approval of the invoice for the final payment by the County, and after completion of
the Agreement Administration Close-Out ilems as provided in Aricle 12, the County will
issue a Letter of Acceptance, The Letter of Acceptance shall certify that all the Work has
heen completed and accepted as of the date of the Letter of Accaptance subject to any
guarantee or warranty, expressed or implied, provided by the Contractor or pursuant to the
Coniract Documents. The issuance by the County of the Letter of Acceptance shall not be
construed o be acceptance by the County of any defective or infarior work, improper
materials, or work not adhering to the requirements of the Gontract Documents, The County
will transmit copies of the Letter of Acceptance to the Contractor and other appropriate
interested agencies.

The County will make final payment to the Contractor within thirty (30) days after issuance
of the Letter of Acceptance, Such final payment shall constitute full and complete payment
to the Cortractor for the Work.
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Miami-Dade Gounty, FL " Contract No. L8481-0727

ARTICLE 14. ALLOWANCE ITEM(S)

a) The establishment of a budget allowance in the award amount lo the Contractor is a method
of allocating funds to portions of the work that cannot be specified with sufficient particularity
at the time of contract award, The County exclusively reserves the right to identify work {o
be performed hy the Contractor that will be charge under the allowance item(s). The amount
of additional work applied to an allowance will be accepled by the parties, In accordance
with change order provisions of the Agreement; however the payment of this work will be
deducted fram the allowance.

b) Upon the completion of work, if the net amount of additional work ordered and appfied to the
allowance exceeds the contract allowance amount, the excess will be applied to an additive
change order or, when it Is less, applled to a deductive change order.

ARTICLE 15. INDEMNIFICATION AND INSURANCE

Contractor shall indemnlify and hold harmless the County and ifs offlcers, employees, agents
and Instrumentalities from any and all liability, losses or damages, including attorneys' fees and
costs of defense, which the County or its officers, employees, agents or instrumentalities may
incur as a result of claims, demands, suits, causes of acllons or proceedings of any kind or
nature arising out of, relating to or resulting from the performance of this Agreementl by the
Contractor or its employees, agénts, servants, pariners principals or subcontractors. Contractor
shall pay all claims and losses in connection therewith and shall investigate and defend all
claims, suils or-actions of any kind or nature in the name of the County, where applicable,
including appellate proceedings, and shall pay all costs, judgments, and attomey’s fees which
may issue thereon. Contractor expressly understands and agrees that any insurance protection
required by this Agreement or otherwise provided by Contractor shall in no way limit the
responsibility to indemnify, keep and save harmless and defend the County or its officers,
employees, agents and instrumentalities as herein provided.

The Contractor shall fumish to the Internal Services Depariment / Procurement Management
Services, 111 NW 1st Street, Suite 1300, Miari, Florida 33128-1989, Certificate(s) of Insurance
which indicate that insurance coverage has been obtalned which meets the requirements as
outlined below:

A. Worker's Compensation Insurance for all employees of the Contractor as required by
Florida Statute 440.

B, Commercial General Liability Insurance on a comprehensive basis, in an amount not less
than $300,000 combined single limit per occurrence for bodily injury and property damage.
Miami-Dade County must be shown as an additional insured with respect to this coverage.

C. Automobile Liability Insurance covering afl owned, non-owned and hired vehicles used in
connaction with the work, in an amount not less than $300,000 combined single imit per
occurrence for bodily injury and property damage.

D. Professional Liability Insurance in the amount of $1,000,000 per claim.
E. Cyber Liability Insurance to include Privacy and Media Liability in an amount not less than

$1,000,000 per occurrence. Miami Dade County must be shown as an additional insured
with respect to this coverage.
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Miami-Dade Counly, FL " Contract No, LB481-0/27

All Insurance policies required above shall be issued by companies authorized to do business
under the laws of the State of Florida, with the following qualifications:

The company must be rated no less than “A-" as to management, and no less than “Class
VII* as to financial strength by Best's Insurance Guide, published by A.M. Best Company,
Oldwick, New Jersey, of ils equivalent, subject to the approval of the County Risk
Managerment Division.

ar

The company must hold a valid Florida Certificate of Authority as shown in the latest “List of
All Insurance Companies Authorized or Approved to Do Business in Florida” issued by the
State of Florida Deparlment of Financlal Services.

NOTE:

CERTIFICATE HOLDER MUST READ: MIAMI-DADE COUNTY
111 NW 1st STREET
SUITE 2340
MIAMI, FL 33128

ARTICLE 16. MANNER OF PERFORMANCE

a)

c)

d)

e)

The Contractor shall provide the Services described herein n a competent and
professional manner safisfaclory to the County in accordance with the terms and
conditions of this Agreement. The County shali be entitled to a satisfactory performance
of all Services described herein and to full and prompt coopetation by the Contractor in
all aspects of the Services.

The Contractor agrees thal at ail times it wifl employ, maintain and assign to the
perfomance of the Services a sufficlent’ number of competent and gualified
professionals and other personnel to meet the requirements to which reference is
hereinafter made.

The Caontractor warrants and represents that its personnel have the proper skill, training,
background, knowledge, experience, rights, authorizations, integrity, character and
licenses as necessary to perform the Services described herein, in a competent and
professional manner.

The Contractor shall at all limes cooperale with the County and coordinate its respective
work efforls lo most effectively and efficlently maintain the progress in performing the
Services.

The Contractor shall comply with all provisions of all federal, state and local laws,
statutes, ordinances, and regulations thal are applicable to the performance of this
Agreement.

ARTICLE 17. NOT USED IN CONTRACT

ARTICLE 18. INDEPENDENT CONTRACTOR RELATIONSHiP

The Contractor is, and shall be, in the performance of all work services and activities under this
Agresment, an independent contractor, and not an employee, agent cr servant of the County.
All persons engaged in any of the work or services performed pursuant to this Agreement shall

Page 18 of 49
Rav. 7/8/2016

24

0




at all times, and in all places, be subject io the Contractor's sole direction, supervision and
control. The Contractor shali exercise control aver the means and manner in which it and its
employees perform the work, and in all respects the Confractor's relationship and the
relatlonship of lts employees to the County shall be that of an independent contractor and not as
employees and agents of the Counly. Each employee shall have and wear proper identification,

The Contractor does not have the power or authority to bind the County in any promiss,
agreement or representation other than specificalty provided for in this Agreement.

ARTICLE 19. AUTHORITY OF THE COUNTY'S PROJECT MANAGER

The Contractor hereby acknowledges that the County's Project Manager will, acting reasonably,
determine In the first instance alt questions of any nature whatsoever arising out of, under, orin
connection with, or in any way retated to or on account of, this Agreement including without
limitations: questlons as to the value, acceptability and fitness of the Services; questions as ta
either party's fuffilment of its obligations under the Contract; negligence, fraud or
misrepresentation before or subsequent to acceptance of the Contractor's Proposal; questions
as to the interpretation of the Scope of Services; and claims for damages, compensalion and
losses. Should the parties not reach an agreement, the terms of Article 42 shall then apply.

ARTICLE 20. MUTUAL OBLIGATIONS

a) This Agreement, including attachments and appendices to the Agreement, shall
constitute the entire Agreement between the parties with respect hereto and supersedes
all previous communicaticns and representations or agreements, whather written or oral,
with respect to the subject matter hereto unless acknowledged in writing by the duly
authorized representatives of both parties.

b) Nothing in this Agreement shall be construed for the benefit, intended or otherwise, of
any third party that is not a parent or subsidiary of a party or otherwise related (by virtue
of ownership control or statutory control) to a party.

c) in those situations where this Agreement imposes an indemnity obligation on the
Contractor, the County may, at its expenss, elect to participate in the defense if the
County should so choose. Furiliermore, the County may at its own expense defend or
seftle any such claims if the Contractor fails to difigently defend such claims, and
thereafter seak indemnity for costs from the Contractor.

ARTICLE 21. QUALITY ASSURANCE/QUALITY ASSURANCE RECORD KEEPING

The Contractor shall maintain, and shall require that its subcontractors and suppliers maintain,
complete and accurate records to substantiate compliance with the requirements set forth in the
Scope of Services. The Contractor and its subcontractors and suppliers, shall relain such
records, and all other documants relevant to the Services furnished under this Agreement for a
period of three (3) years from the axplration date of this Agreement and any extension thereof,

ARTICLE 22. AUDITS

The County, or its duly authorized representatives or governmental agencles, shall until the
explration of three (3) years after the expiration of this Agreement and any extension thereof,
have access to and the right to examine and reproduce any of the Contractor's books,
documents, papers and records and of its subcontractors and suppliers which apply to all
matters of the County. Such records shall subsaquently conform to Generally Accepted
Accounting Principles requirements, as applicable, and shall only address those transactions
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related to this Agreement.
(Covered above)
(Covered in Arlicle 54)

ARTICLE 24. CONSENT OF THE COUNTY REQUIRED FOR ASSIGNMENT

The Contractor shall not assign, transfer, convey or otherwise dispose of this Agreement,
including its rights, title or interest in or to the same or any part thereof without the prior written
consent of the County.

ARTICLE 25. SUBCONTRACTUAL RELATIONS

I the Contractor will cause any part of this Agreement to be performed by a Subconfractior, the
ralevant provisions of this Contract will apply to such Subconiractor and its officers, agents and
employses in all respects as if it and they were employees of the Conltractor, and the
Confractor will not be in any manner thereby discharged from its obligations and liabilities
hereunder, but will be liable hereunder for all acts and negiigence of the Subcontractor, Its
officers, agents, and employees, as if they were employees of the Cantractor. The services
performed by the Subcontractor will be subject to the provisions hereof as if performed directly
by the Confraclor.

ARTICLE 26. NOT USED [N CONTRACT
ARTICLE 27. SEVERABILITY

If this Agreement contains any proviston found fo be unlawful, the same shall be deemed to be
of 1o effect and shall be deemed stricken from this Agreement without affecling the binding
force of this Agresment as it shall remain after omitting such provision.

ARTICLE 28. TERMINATION AND SUSPENSION OF WORK

a) The County may terminate this Agresment if an individual or corporation or other entity
attempts to meet its cantractual obligation with the County through fraud,
misrepresentation or materlal misstatement.

b) The County may, as a further sanction, terminate or cancel any other contract(s) that
such individual or corporation or other entity has with the County and that such
individual, corporation or other entity shall be responsible for all direct costs assoclated
with such termination or cancellation, including aflorney’s fees. .

c) The foregaing notwithstanding, any individual, corporation or other entity which attempts
to meet its contractual obligations with the County through fraud, misrepresentation or
material misstatement may be debarred from County contracting for up to five (5) years
in accordance with the County debarment procedures. The Ceontraclor may be subject
to debarment for fallure to perform and all other reasons set forth in Section 10-38 of the
County Code.

d) In addition to cancellation or termination as olherwise provided in this Agreament, the
County may at any time, in its sole discretion, with or without cause, terminate this
Agreement by written notice to the Contractor.
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e)

f)

g)

In the event that the County exercises its right 10 terminaie this Agreemeni, the
Contraclor shall, upon receipt of such notice, unless otherwise direcled by the County:

i

ii.

ifl.

stop work on the date specified in the notice ("the Effective Termination Date™),

take such action as may be necessary for the protection and preservation of the
County's materials and property;

cancel orders;

assign to the County and deliver to any location designated by the County any non-
cancelable orders for Deliverables that are not capable of use except in the
performance of this Agreement and has been speclifically developed for the sole
purpose of this Agreement and not incorporated In the Services;

take no action which will increase the amounts payable by the County under this
Agreement; and .

In the event that the County exercises its right fo terminate this Agreement, the
Contractor will be compensated as stated In the payment Articles harein for the:

l.

portion of the Services completed in accordance with the Agreement up to the
Effective Termination Date, and

non-cancelable Deliverables that are not capable of use except in the
performance of this Agreement and has been specifically developed for the sole
purpose of this Agreement, but not incorporated in the Services.

All compensation pursuant to this Article are subject to audit.

ARTICLE 29, EVENT OF DEFAULT

a)

An Event of Default shall mean a breach of this Agreement by the Contractor. Without
limiting the generality of the foregoing, and in addition to those instances referred 1o
herain as a breach, an Event of Default shall include the following:

fi.

iil.

iv.

the Contractor has not delivered Deliverables on a timely basis;

the Contractor has refused or failed to supply enough properly skilled staff
personnel;

the Contractor has failed to make prompt payment to subcontractors or suppliers for
any Services;

the Contractor has become insolvent (other than as interdicted by the bankruptcy
laws), or has assigned the proceeds received for the benefit of the Contractor's
credltors, or the Contractor has taken advantage of any insolvency stafute or
debtor/creditor law or if the Contractor's affalrs have been put in the hands of a
receiver,

the Contractor has failed to obtaln the approval of the County where reguired by this
Agresment;
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vi. the Contractor has failed to provide "adequate assurances” as required under
subsection b below;

vil. the Contractor has failed In the representation of any warranties stated herein.

b) When(Same as original) reasonable grounds for uncertainty exist with respect to the
Contractor's ability 1o perform the Services or any portion fhereof, the County may
request that the Contractor, within the timeframe set forth In the County's request, but no
sooner than thirty (30) days, (Diltojprovide adequale assurances to the Counly, in
writing, of the Contractor's ability to perform in accordance with the terms of this
Agreement. Until the County receives such assurances, the County may request an
adjustment to the compensation recelved by the Contraclor for portions of the Services
which the Contracior has not performed. In the event that the Contractor falls to provide
{o the County the requested assurances within the prescribed timeframe, the County
may:

i, treat such failure as a repudiation of this Agreement; and

if. resort to any remedy for breach provided herein or at faw, including but not limited
to, taking over the perfarmance of the Services or any part thereof either by itself or
through others.

¢) In the event the County shall terminate this Agreement for default, the County or its
designated representatives rmay immediately take possession of all applicable equipment,
materials, products, documentation, reports and data.

ARTICLE 30. NOTICE OF DEFAULT - OPPORTUNITY TO CURE

If an Event of Default occurs in the determination of the County, the County may so notify the
Contractor {"Default Notice"), specifying the basis for such default, and advising the Contractor
that such defauit snust be cured (Impossible)or this Agreement with the County may be
tarminated. Notwithstanding, the County shall aliow the Contractor to rectify the default to the
County's reasonable satisfaction within a thirty (30) day period. The County may grant an
additional peried of such duration as the County shall desm appropriate without waiver of any of
tha County's rights hereunder, so long as the Contractor has commenced curing such default
and Is effectuating a cure with diligence and continuity during such thirty {30) day peticd or any
other period which the County prescribes. The default notice shalf specify the date the
Contractor shall discontinue the Services upon the Termination Date.

ARTICLE 31. REMEDIES IN THE EVENT OF DEFAULT

It an Event of Default ocours, the Contractor shall be liable for all damages resulting from the
defaull, but not to lost revenues. In no event shall this liability exceed the value of all amounts
pald to the Contractor under the Contract, plus the ditlerence between the cost assoclated with
procuring Services hereunder and the -amount actually expended by the County for re-
procurement of Services, including procurement and administrative costs; subject to the
County's duty to mitigate damages and, ihe County may also bring any suit or proceeding for
specific performance or for an injunction.

ARTICLE 32. ASSIGNMENT

The Agreement or the performance thereof may not be assigned, sold, transferred or disposed
of in any manner by the Contractor, except upon the written consent of the County.
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ARTICLE 33. SUBCONTRACTS

a) Priorto the County's review of a proposed agreemant, subcontract or purchase order, ot
proposed Subcontractor or Supplier, the Coniraclor shall provide the County with the
name of the proposed Subconlraclor or Supplier, the task o be performed by the
proposed Subconiractor or Supplier, and the quallfications of the proposed
Subcontractor or Supplier to perform said portion of the Work.

h) The Contractor shall not knowingly enter into any lower tier transactions with a person
who is debarred, suspended, declared Ineligible, or yoluntarily excluded from
participation in the Agreement, unless authorized in writing by the County. Furthermore,
the Contractor shall include the provisions of this paragraph, without modification, in all
lower tier contracts and in all solicitations for lower tler contracts.

¢) The Contractor shall be responsible to the County for acts and omissions of actions in
relation to its own employees, and for the acts and omissions of any Subcontractor or
any Supplier in refation to its employees. The Conlfractor shall also be responsible for the
coordination of the work of all Subcontractors and Suppliers. When a portion of the Work
which has been subconiracted by the Contractor is not prosecuted in accordance with
the Contract Documents, the Subcontractor or Supplier shalt be immediately replaced
upon request of the County and shall not again be employed on the Work.

d) The County shall not be responsible for settling any differences between the Contractor
and i{s Subcontractors or Suppliers.

ARTICLE 34. NOTICE TO PROCEED

A written Nofice to Proceed will be delivered to the Conlractor as soon as possible after,
execution of the Agreement and approval of insurance cerlificates or policles by the County.
Any Insurance certlficates must be delivered to the County within five (5) days after execution of
the Agreemen!. The Contractor shall commence work within ten (10) days after recelving the
Notice to Proceed and shall thereafter diligently prosecute the Work to completion,

ARTICLE 35, TIME OF COMPLETION

a) The Contractor shall complete all and any designated portion of the Work, within the
schedule requirements of the issuance of the Notice to Proceed, unless revised by
Change Order, and shall completa certain specified portions of the Work pursuant to the
interim milestones set forth in the County approved Project Schedule. Time shall be
computed starfing with the first day after recelpt of the Notice to Proceed and ending
with the last day of the Work, '

b) Adjustments in Time of Completion shall only be aliowed If the work being delayed, or
additional work included in a Change Order, falls on the critical path of the Project
Schedule or alters such critical path so as to extend the time required for completion of
the Work. The critical path shall be determined from the latest approved version of the
Contractor's Project Schedule.

o) The Contractor may enly be granted or entitled to an adjustment in Time of Completion
and not assessed liquidated damages for a delay In the completion of the Work:

(1) Due to a Change Order; or

(2) Due to unforeseen causes beyond the control and without the fault or negligence of
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the. Contractor such as those caused by acl of God or of a public enemy, war, acts
of terrorism, sabotage, explosions, fire, floods, unusually savere weather,
husricanes, epidemics, pandemics, quarantine restrictions, strikes and other work
stoppage caused by a labor dispute, shortage of materials and freight embargoes,
provided that the Contractor has taken reasonable precautions fo prevent delays
due to such causes (“Force Majsure”).

Unusually severe wealher is defined as adverse occurrences beyond the weather
norms substantiated by the U.S. Department of Commerce in their Local Climate
Data as published by the National Oceanic and Atmospheric Administration—
Environmental Data Service, in its periodic reports and annual summary.
Oceurrehce of unusually severe weather shail be recorded on the Project Schedule
only after a finding of merit by the County.

{(3) Due lo other causes beyond the Contractor's reasonable contral, such as acts of
omissions of the County or DTPW, or the County’s failure to perform its obligations
under ihis Coniract.

The Contractor shall not be entitied, nor shall an adjustment in Time of Completion

be granied, for & delay caused by a shortage of materials, except the County-
furnished materials, unless the Contractor furnishes to the County documentary
proof that the Confractor has diligently made every effort to obtain such materlals
from all known and reasonable sources. The Contractor shall also submit proof, in
the form of crilical path analysis data, showing that the inahility to obtain such
materials when originaily planned did in fact cause a delay in the Time of
Completion which delay could not be eliminated or reduced by revising the
sequence of the Contractor's operations. Only the physical shortage of material
shall be considered under this provision as a cause for an adjustment in Time of
Completion, No consideration shall be given to any claim that material could not be
obtained at a reasonable, practical or economic cost.

Within thirty (30) days after the end of a delay, the Contractor shall furnish the County
with detailed information concerning the circumstances of the delay, the number of days
actually defayed, the appropriate Contract Document references and the measures
taken to prevent or minimize the delay. Failure by the Contractor to submit such
information shall be sufficient and valid cause for the County to deny the Gantraclor's
request for an adjustment in the Time of Complefion. Afler receipt of such information
from the Confractor, the County will decide the length of the adjustment in Fime of
Completion, if any, to be granted to the Contractor, whlch decision shall be final and
binding upon the Contractor.

[f the prosecution of a portion of the Work is delayed, other portions of the Work
unaffected by the delay shall be diligently prosecuted sither to completion or until the
prosecution of the delayed portion of the Work can be resumed. A Force Majeure event
shail not excuse tha County from ils obligation to pay monies owed Lhe Contractor,

Time is of the essence in the performance of the Work, refer to the project schedule.

ARTICLE 36, LIQUIDATED DAMAGES

a) In the event an Automated Fare Collection Syslem or related eguipment Is not

completed andfor delivered o the County, and/or the Work or a portion thereof is not
completed within the number of days or weeks set forth herein, and/or within the Counly
approved Project Schedule, damage will be sustained by the County. In such event, the
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b)

c)

Contractor shall pay io the County, as liquidated damages and not as a penalty, the
sums set forlh below for every day or fraction thereof of delay in completing the
referenced portion of the Work and failing to meet the corresponding interim milestone or
the Time of Completion. The Contractor shall pay the referenced sums as fixed, and
agreed to, liquidated damages, and not by way of a penalty, to the County. The County
may deduct the sum of liquidated damages from any monies due or that become due the
Contractor under the Agreement or under any other confract with the County, or if such
monies are insufficient, the Cantractor shall pay to the County any deficiencies in such
monies within thirty (30) days of written notice by the Gounty.

The remedies provided herein are not intended to preclude the Counly from terminating
this Agreement as ptovided in the termination provisions herein.
Liguidated Damages Scheduled Schedule | Actual LD | Max
Days After | Extension |Dates Afier Amount
NTP Days NTP Per Day
After NTP
Cloud Core Comptletion 248 60 ane $1.175
Production Environment
System Enhancements 558 60 618 $1,175
Completion Production
Environment

In no event will the total liquidated damages paid by the Contractor to the County exceed
five percent (5% of the Contract Sum, as it may have been changed from time to tima In
accordance with the Contract Documents, Liquidated Damages pursuant fo the table
above are the County’s exclusive financtal remedy for delays caused by the Contractor,

ARTICLE 37. PROJECT SCHEDULE

The Contractor shall finalize and submit for written approvat by the County, and in
accordance with Proposal, a Project Schedule which shall: specifically and expressly
incorporate each and all of the applicable inlerim milestones set forth in, and the
requirements of the Period of Performance schedule as oullined below; show major
milestones and associated tasks; and highlight significant events for the Project:

(1) Approval of the Project Schedule, or any updates thereto, by the County, shall, inne
way, walve any requirements of lhe Contract Documents nor excuse the Contractor
from any obligations under the Contract Dacuments. Upon approval by the County
in writing, the approved Project Schedule shall then be the schedule to be used by
the Contraclor for planning, organizing, and directing the Work and reporting
progress.

(2) The Contractor shall prosecute the Work In accordance with the latest approved
Project Schedute. Deviations shall be submitted to the County for raview and written
approval. In the svent that the progress of items along the critical path is delayed,
the Contractor shall revise its planning as necessary to meset the Time of
Completion.

(3) For thanges to the Contract Documents which could influence the order of all of or
portions of the Work, restraints between varlous activities, or duratlon time
estimated for activilies on the Project Schedule, a determInation of the impact of
such changes on any interim milestone dates or the Time of Completion shall be
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made in accordance with the Contract Dacuments.

(4) If a Change Order is issued, the Project Scheduie shall be changed, if necessary, fo
reflect the requirements of the Change Order. Changes to the Project Schedule
shall be made no fater than the next updaling after the lssuance of the Change
Order.

(5) If the Contractar fails or refuses to submit or include the foregoing revisions within
thirty (30) days after the date of change, the County will furnish to the Contractor, at
the Contractor's expense, the logie, duration time changes, or both, to be enlered
into the Project Scheduls and used in subsequent updating of reports until such
time that the change has been setiled or until actual dates supersede the estimated
dates. Inclusion of a revislon in the Project Schedule and use of revised logic o
duration time, or both, whether furnished by the Contractor or by the County, will not
be construed as an extension of ime to the Time of Completion or as a deviation
fram any other requirements of the Contract Documents.

ARTICLE 38. PROGRESS REPORTS

8)

b}

c)

Progress Report shall be submitted in accordance with the requirements of the Proposal.

The Contractor shall submit Progress Reports every calendar menth during the
performance of the Work in accordance with a format approved by the County which
shall provida defailed Information for the preceding calendar month on the following
items, as applicable:

(1) The activities started during the report period and to be slarted in the next report
period;

(2) The activitles completed during the report perlod and those to be completed in the
next report period;

(3) Project Schedule deviations and slippage with explanations, @ description of their

effects on the Work, and plans for correction;
{4) Major problems;
(5) Pending action items requested by the Contractor or the County.

Progress Reports shall be submitted electronically by the tenth {10th) day of the month
following the reporting period.

ARTICLE 39. SUSPENSION OF WORK

a) The County may, without cause, order the Contractor in writing to suspend or interrupt

all or any part of the Work. In no single instance will any period of suspension exceed
thirty (30) days. Total time for all periods of suspension will not excead one hundred fifty
(150) days during the initial term of the contract.

b) If the performance of all or any part of the Work is suspended or interrupted per the

written request of the County, the Contraclor's sole and exclusive remedies in such an
event shall be an extension of time and an adjustment to the Contract Sum as
determined in accordance with the provisions of the Contract Documents.
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No adjustment in the Time of Completion or the Contract Sum, however, shall be
allowed for any such suspension or interruption if.

(1) The performance would have been suspended or inlerrupted under any other
Contract clause, including the fautt or negligence of the Contractor; or

(2) Any other provision of the Contract Documents provide for an adjustment In the
Time of Completion or the Contract Sum.

No request for an adjustment in the Time of Compietion or the Contract Sum shall be
allowed under this provision unless the request is asserted in writing to the County within
sixty (60) days after the termination of such suspension or interruption and not later than
the date of the Issuance of the Letter of Acceptance.

ARTICLE 40. CONTROL OF WORK

a)

b)

)

d)

e}

The Project Manager will be the County's representative for the Work until the issuance
of the Letter of Acceplance.

The Project Manager will act on behalf of the County to the extent provided in the
Contract Documents, unless modified in writing by the County.

Al instructions issued by the Project Manager shall have the same force and effect as if
issued by the County.

The County shall have access to the Work at all times and the Contractor shall provide
facliities required for safe access to enable the County to perform the County's functions
and responsibllities under the Contract Documents.

Whenaver under the Confract Documents a decision, agreement, approval, or
interpretation or the like is made subject o the County's sole discretion, sole judgment or
to be taken in the County's sole opinion or determination, the County, in making any
such decisions, agreement, approval or interpretation, will act reasonably. The County
has the authority to issue a Stop Work Order 1o stop a specific work activity if the Work is
not being executed by the Contractor in ageordance with the Contract Documents. Any
casts Incumed by the Contractor as a result of the issuance of a Stop Work Order arising
out of the work not being executed by the Contractor In accordance with the Contract
Documants shall be paid by the Confractor. Should the Contractor disagree with the
issuance of the Stop Work Order, it shall follow the procedures sat forth in Article 42.

ARTICLE 41, CHANGES

a)

k)

The County may, at any time, without invalidating the Agreement and without notice to
the Sureties, by a written Change Order, order modifications in the Work andfor the
Coniract Documents, including changes, modificattons, additions or deletions.

The Contracior may, at any time, submit in writing to the County proposed madifications
to the Work. The County will review such proposals and recommend the approval or
dental of such proposed modifications to the County, and the County, at Its sole
discretion, may either approve or deny such proposed modifications.

Upon accepting modifications proposed by the Contractor, the County will execute and
issue a Change Order. The denial by the County of the Contractor's proposed
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a)

h)

modification shall neither provide the Confractor with any basis for a claim for damages
nor an adjustment of the Time of Completion, nor shall the denial release the Contractor
from its contractual responsibililes under the Contract Documents.

o) Except as herein provided, no order, stalement or conduct of the Counly shall be treated
as a Change Order or entitie the Contractor to addltional compensation or an equitable
adjustment hereunder.

d) If any Change Order causes an increase or decrease in the Conlraclors cost of, or the
time required for, the performance of any part of the Work, an equitable adjustment will
be made and the Agreement will ba accordingly medified in writing.

e) Adjustments in the Contract Sum resulting from a change, modification, addition or
deletion in the Work shall be determined by mutual agreement between the Partles.

f} No allowance shall be made or recovery be allowed to the Contractor for loss of

anticipated profil or overhead recovery as a result of a portion of the Work not being
performed by reason of a change, modification, additlon or delstion in the Work.

Adjustments in the Time of Completion of the Contract shal only be allowed i the Work
included in the change, modification, addition or deletion falls on the critical path of the
Project Schedule or alters such critical path so as 10 extend the time required for completion
of the Work. The critical path will be determined from lhe latest approved version of the
Contractor's Project Schedule.

MDC shall have the right at any time during the progress of the Work to increase or
decrease the Work. Promptly after being notifled of a change, the Contractor shall submit
an itemized estimate of any cost or time increases or savings it foresees as a result of the
change. Except in an emergency endangering fife or property, or for minor changes
ordered by the Contracting officer, no addition or changas to the Work shall be made except
upon written order of MDC, and MDC shall not be liable to Contractor for any increased
compensation or adjustment to the Contract Time without such written order. No officer,
employse or agent of MDC is authorized to orally direct any increase or decrease in the
Work.

The Contractor's writlen accsptance of a Change Order, absent a written reservation of
rights, shall constitute the Contractor's finaf and binding agreement to the provisions thereof
and a waivar by the Contractor of any direct claims, resulting therefrom. Disagreement with
a Change Order shall in no way excuse the Contractar from complying with, and
prosecuting, the work set forth in the Change Order. Should the Contractor disagree with
any Change Order, it shall, within thirty (30) days after receipt of the Change Order, submit
to the County a written statement specifically setting forth the nature and monetary extent of
such disagresment. No such claim by the Contractor shall be considered if it is asserted
after the earlier of thirly (30} days of Contractor’s receipt of the Change Order or after final
payment under the Agreement has been made.

ARTICLE 42. CLAIMS AND DISPUTES

a) Al actions, claims and disputes arising out of, under, or relaled to, the Agreement, the
Contract Documents or for @ breach thereof, except as provided in or fimited by written
acceptance of a Change Order, condilion precedent; fimitation on commeancement,
County's decision final and binding, sixty day period and waiver by final payment, shall
only be commenced In a court of competent jurisdiction in Miami, Miami-Dade County,
Florida and the Contractor hereby consents and submits to the jurisdiction of such court.
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b) As an express condition precedent 10 the Contractors right to commence a court
proceeding, the Contractor shall provide fo the County:

N

(2)

)

(4)

A wiiften claim which shall set forth, in defail, the amount of additional
compensation or time claimed and tha basls for the clalim and the amount claimed;

All materials utilized by the Conlractor in preparation of its Proposal, inc:luding.‘ but
not limited to, ail worksheets, quotations, calculations, pricing data, eslimates and
cotrespondence relating thereto;

Written evidence of, and support for, any claim, including evidence regarding
fiability, causation and damages, sufficient lo enable the County Mayor or his
designee to render a decision with respect fo such claim; and

Such other Information as the County may reasonably request. Such claim and
supporting information and evidence must be presented to the County within thirty
(30) days of the Contractor's first knowledge of the beginning of the evenl glving
fise to such claim. Failure to provide all such Information and evidence will be Just
cause for the County denying the claim. Within ninety (90) days of receiving all
such information and evidence, the County Mayor or his designee(s), will render a
written declsion with respect to the clalm.

In the avent the Conlractor and County ate unable to resolve their differences
concerning any determination made by the County or any dispute or claim arising
under or relating to the Coniract, elther the Conlractor or County may initiate a
dispute in accordance with the procedure set forth in this Section. Exhaustion of
these procedures shall be a preconditlon to any lawsuit permitted hereunder.

The parties herato further agree that, in any such procseding, evidence and live
testimony may be presented, in accordance with the Florida Rules of Evidence,
and the right (o cross-examine each other's witnesses. The parties to this confract
hereby authorize the County Mayor or his deslgnee(s), to decide all questions,
disputes or claims of any nature whatsoever arising out of, under, or in connection
wilh, or in any way related to or on account of, this Contract and his decision shall
be conclusive, final and binding on the parties except to the extent egither party
initiates a legal action in a court of compstent jurisdiction,

Any such court action must be filed within one (1) year of Final Payment under this
Contract or within sixty {(80) days of the County Mayor or designee's decision,
whichever is later.

Pending final decision of a dispute hereunder, the CONTRACTOR shall proceed
diligently with the performance of the Contract and in accordance with the County's
interpretation.

¢) No court proceeding arising from any such ciaim, dispute, or other matter shall or may
be commenced by the Contractor until the earlier of:

(1) The date on which the County Mayor or his designee(s) has rendered a writlen

(2) The ninetieth (30th) day after the Contractor has presented its claim to the County

decision; or

Mayor with all the materlals and evidence required by the Contract, if the County
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has not rendered iis written declsion by that date.

d) Unless otherwise agreed in writing by the County, the Contractor shall camy on and
maintain the progress of the Work during pendency of any claim or court proceeding.

e} Any court proceeding or action arising owt of, under, or in connection with, the
Agreement, the Contract Documents, a breach thereof, shail be conducted In
accordance with, and governed by, the laws of the State of Florida.

f) Should the Contractor sustain any damage or costs in the form of damages 1o or loss of
its equipment or property or persenal Injury solely through any act or omission of any
other contractor having a contract with the County, a subcontractor of such a contractor
or any other person or entity, ihe Contractor shall have no claim against the County or
the County for such damage or costs, but instead, shall only have the right to recover
such damage or cosls from such other contractor, subcontractor, entity or person.

g) The Contractor agrees to include the above clause In each subconfract to the
Agreement,

h) Nothing herein shall be construed to waive or diminish the procedures and limitations of
liability found ss. 768.286, Florida statutes.

i) Except for, andfar to the extent covered by, liquidated damages incurted, neither party ta
{he Agreement shall be liable to the other party for any special, incidental, indiract,
consaquential, exemplary or punitive damages which mey be suffered by either of them,
including the loss of profits or revenue. This timitation shall not apply to or affect, in any
way: any obligaflon of the Contractor to indemnify andfor hold harmless the Counly for
claims of third parties (Including empioyees of the Contractor or the County); claims for
personal injury and/or third-party property damage; fecovery under any insurance
provided or acquired by tne Contractor; or the Contractor's tiabllity resulting or arlsing
from its gross nagligence or wiliful or intentional misconduct. Except as noted above, the
total llability of either party under this Agreement shail be limited fo the amount paid
under the Agreement.

ARTICLE 43. QUALITY ASSURANCE

The Contraciors Quality Assurance Plan and associated activities shall be subject to MDC's
verification at any time. Contents of QAP:

i) Quallty Assurance System: The QA system shall include those processes
necessary to address key activitles affecting quality; provide control over activities
affecting quality consistent with their importance; provide for the planning and
accomplishment of activities affecting quality under suitably controlled conditions.
Controlled conditions shall include the use of appropriate squipmenl, suitable
environmental conditions for accomplishing the activily, and assurance that the
prarequisites for any given aclivites have been satisfied; provide for any special
conlrols, processes, fest equipment, tools and skills to atfain required quality and for
necessary verification of guality such as inspection or test; provide orientation and
training, as necessary, of personnel parforming activities affecting quality to assure that
sultable proficiency is achieved and maintained; and require management to regularly
assess the adequacy of the QA system and assure its effective implementation.

) Deslgn Control: The QA system shail include design control measuras to assure
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that design specifications, regulatory and code requirements, and engineering standards
are correctly applied to drawings, specifications, procedures, and instructions; that
appropriate quality standards are specified in the design documents; that selection and
review of matetials and processes essential to installation are suitabls for their
application; that design review/checking, and certification by ficensed professional
engineers are performed; and distribution of all design documents.

i} Procurement Control: The QA system shall include a procurement control process
to assure that design, engineering and services, along with materials, machinery and
equipment are procured In accordance with the contract requirements, Procurement
documents are to be prepared in detail to include and be reviewed for technical, quality
and commercial requirements for all materials, products and services.

iv) Instructions, Procedures and Drawings: Instructions, procedures and drawings shall
also prescribe quantitative and qualifative acceptance criter(a.

v) Document and Data Control: The QA system shall describe the procedures for
igsuance, approval, distribution, retention, and maintenance detail of drawings,
specifications, reporis, procedures, and other quality related documents applicable to
the design and construction of the projects. -All documents that specify quality
requirements or prescribed activities affecting quality shall be controlled to assure that
the correct decuments are being employed.

vi) Identification and Control of Materials, Parls and Components: The QA systern shall
include this element to assure that all materials, parts, and components are properly
identified and contrelled: idantiflcation is maintained by part number, serial number or
other appropriate means sither an the item or an the racords thatl are traceabls to the
item as required throughout fabrication or construction of the ltem; and nonconforming
work, materials, parts or companents ere prevented from being incorporated into the
final product.

vil) Control of Special Processes: The QA system shall include this element to assure
that special processes, including but not limited 1o welding, heat treating, non-
desiructive testing, are properly controlled and performed by qualified personnel using
approved procedures in accordance with the applicable codes and engineering
standards under suitable conditions.

viii) Inspection; The QA systern shall include inspection during all phases to assure that
requirements of contract documents (e.g. drawings, specifications,  instructions,
regulatory requirements, applicable codes and standards, elc.) are being complied with
by the consultants, contractors, and suppliers.

ix) Test Control: The QA System shal include the element of test controf to assure that

.all testing required to demonstrate that the equipment and systems will perform
satisfactorily and are done in accordance with approved procedures; test procedures
ghall include all prerequisite reguirements and acceptance criterla specified in the
contract documents; and test results are evaluated by responsible and compatent
persons.

x) Control of Measuring and Test Equipment: The QA System shall include control of
measuring and testing equipment to assure that tools, gauges, instruments, and other
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measuring and testing devices used In the activities affecting quality and safsly are
properly confrolled, callbrated, and adjusted at specified pre-determined periods o
malntain accuracy within necessary (imits; records of issuance and calibration are
properly maintained; and measuring and test equipment are identified and marked to
indicate calibration status.

xi) Handling, Storage, Shipping, and Preservation: The QA System shall include
control of handling, storage, shipping, cleaning and praservation of materials and
equipment fo prevent damage.

xi) Inspection, Test, and Operating Status: The QA System shall Include Inspection,
test and operating status information to demonstrate (provide evidence) that all
manufactured or fabricated equipment, components, or systems have satlisfactorily
passed all required inspaction, examination and testing.

xiii) Nonconforming Parts, Materlals, and Companents: The QA System shall assure
that- nonconforming parls, materials and components are prevented from being
incorporated/introduced in all manufacturing tasks andfor into the final product; are
properly identified and segregated from conforming items while awaiting disposition; and
are reported for immediate disposition of nonconformance.

xiv) Corrective Action: The QA System shall include corrective action processses to
assure that conditions which are adverse to quality are promptly identifled and
corrected; to determine the cause of nonconformance and take corrective measures to
prevent recurrence; to document and report to apprapriate management all records and
procedures used in correcting the condition of nonconformance; and to assure ihat
corrective actions resulting from the audits are properly cofrecled and immediately
responded to,

xv)} Quaftty Assurance Records: The QA System shail inciude procedures lo assure
that all QA related documents and supporting evidence are properly accumulated,
maintained, organized and protected; and that all documents are properly identlfied,
controlled, and stored in a well-defined location. These records shall be available for
review. Records are considered one of the principle forms of objective evidence that
applicable quality system elements have been implemented.

xvi) Audits: The QA System shall include audits to verify Implementation and
compliance with all aspects of the QA System and to determine the effectiveness of the
system; assure thal audits are performed in accordance with a written checklist by
qualified personnel; assure that all audit results are documented and reviewed by
management responsible for the area being audited; and assure that follow-up actions
and actual verification, including re-audit of deficient areas are performed. The
Contractor's Audit program shall include auditing of the subcontractors, sub-consuitants
and supplier organizations to verify that the quality systems are compliant with contract
quality requirements and the organizations’ quality plan.

xvil) Servicing: The QA System shall include documented procedures for performing,
verifying, and reporting that the servicing meets the speclfied requirements.

xviii) Software Quality Assurance and Documentation: The Contractor shall submit for
approval, a Software Quality Assurance Plan (in accordance with ANSI/IEEE Standard
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730-2002 or SO 9001 requirements). For reference, this Standard has the following
minimum software documentation requirements:

Software Requirements Specification
Software Design Description

Sofiware Verification and Validation Plan
Software Verification and Vaiidation Report
User Documentation

xix) The Software Design Description (SDD}) shall be in accordance with ANSVIEEE
Standard 1016-1998 or (SO 9001 requirements. The final Software Design Description
shall include details required by ATA Specification No. 102, through all levels {o Level 6
or 1SO 9001 requitements. The levels defined in ATA No, 102 are summarized below
only for infonmation:

Level 1. Computer description and operation

Level 2, Software architecture, basic program and functions.
Level 3. Detailed flow information.

Level 4, Annotated compiler/assembly listing

Laval 5. Detailed memory map and listing

{.evel 6. Input/output port map

xx) At its option, MDC wili parlicipate In both the Software Requirements and the
Prefiminary Design Review, as defined by the ANSVIEEE Standard 730-2002 or in
accordance with Cubic's SO 8001 procedures. Following these reviews, the Conlractor
shall submit, for approvai, the Software Requirements Specification and the Software
Design Description. All subsequent changes to these documents shall also be submitted
and approved prior to implementation.

ARTICLE 44. ASSIGNMENT OF MONIES OWED

Monies owed, or which become owed, to the Contractor under the Agreement may only be
assigned to a bank, trust company, or other financing institution, including any federal iending
agency, and may thereafter be further assigned and reassigned to any such institution. Written
notice of such an assignment or reassignment must be provided, however, to the County by
certified maii within ten (10} days of the assignment or reassignment. Any such assignment or
reassignment shall cover all amounts payable under the Contract Documents but not already
paid, and shall not be made to more than one party, except that any such assignment or
reassignment may be made to one party as agent or trustee for two or more parties participating
in such financing.

ARTICLE 45, FACILITIES FOR CONTRACTOR

DTPW shall provide office space suitable fo, and for use by, the Contractor and their
representatives (not to exceed two persons working out of the office space at any time) for
overseeing the Agreement, performing inspections, wilnessing tests, malntaining records,
maintaining quality assurance and reviewing design and configuration changes. Such office
space shall be adequate for the intended purposes and shall be fumished, maintained, cleaned
ang security prolected as necessary by Miami-Dade County. Access tfo the Work and office
space shall be available on a regular work schedule basis, if required for the Work.
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ARTICLE 46, OPERATIONS AND STORAGE AREAS

To the extent that any portion of the Work is performed on the County's property, all operaticns
of the Contractor, including storage of materials and equipment, shall be confined to areas
authorized and approved by the County.

Limited parking faciities for the Contractor's and its Subcontractor's and Supplier's personnel
will be provided by the County, on ifs property, In an area(s) to be determined by the County.
Additional parking facllities for the Contractor's and any Subcontractor's or Supplier's personnel
shall ba the Confractor's responsibility.

ARTICLE 47. PATENT AND COPYRIGHT INDEMNIFICATION

a) The Contractor shall not infringe on any copyrights, trademarks, service marks, trade
secrets, patent rights, other intellectual praperty rights or any other third party proprietary
rights in the performance of the Work.

b) The Confraclor warrants that all Deliverables furnished hereunder, including bul not
limiled to: equipment, programs, documentation, software, analyses, applications,
methods, ways, processes, and the like, do not infringe upon or violate any copyrights,
trademarks, service marks, trade secrets, patent rights, other intellectual property rights
or any other third party proprietary rights. ,

¢} The Contractor shall be liable and responsible for any and all claims made against the
County for Infringement of patents, copyrights, sarvice marks, trade secrets or any other
third party proprietary rights, by the use or supplying of any programs, documentation,
software, analyses, appiications, methods, ways, processes, and the like, in the course
of performance or completion of, or in any way connected with, the Work, or the
County's conlinued use of the Deliverables furnished hereunder.  Accordingly, the
Contractor at its own expense, including the payment of attorney's faes, shall indemnify,
and hold harmless the County and defend any action brought against the County with
respect to any claim, demand, cause of action, debt, or liablity; provided that the County
gives the Contractor timely written notice of any claim of infringement, grants the
Contractor sole control of the defense and any settlement thereof, and reasonably
cooperates with the Contractor, at the Contractor's experise. Notwithstanding the
foregoing, the Contractor shall have no liability to the County if the claim of infringament
is based upon or arises out of (1) alterations of the Work, patented materials, equipment,
devices or processes by the County; (2) the failure of the County to use modifications
provided by the Contractor for avolding Infringement; or, (3) use of the Work, patented
materials, equipment, devices or processes in combination with hardware or software
not approved by the Contractor if the infringement claim could have been avoided if such
unapproved combination had not been used.(Same language as original confract)

d) In the event any Deliverable or anything provided to the County hereunder, or portion
thereof s held to constitute an infringement and its use is or may be enjoined, the
Contractor shall have the obligation to, at the County's option to (i) modify, or require that
the applicable subcontraclor or supplier modify, the alleged infringing item(s) at its own
expense, without impairing in any respect the functionality or performance of the itemn(s),
or (i} procure for the County, at the Contracfor's expense, the rights provided under this
Agreement to use the item(s).

e) The Contractor shall be solely responsible for determining and informing the County
whather a prospective supplier or subconiractor is a party to any iitigation involving
patent or copyright infringement, service mark, trademark, violation, or proprietary rights
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claims or is subject to any Injunction which may prohibit it from providing any Deliverable
nersunder. The Contractor shall enter into agreements with all suppliers and
subcontraclors at the Contractor's own risk. The County may reject any Deliverable that
it believes to be the subject of any such litigation or injunction, or if, in the County's
judgment, use thereof would delay the Work or be unlawiful.

ARTICLE 48. CONFIDENTIALITY

)

b)

¢)

All Developed Works and other materials, data, iransactions of all forms, financial
information, documentation, inventions, designs and methods obtalned from the County
in connection with the Services performed under this Agraement, made or developed by
the Contractar or Its subcontractors in the course of the performance of such Services,
or the resulis of such Services, or which the County holds the proprietary rights,
constitute Confidential Information and may not, without the prior written consent of the
County, be used by the Cortractor or its employees, agents, subcontractors or suppliers
for any purpose other than for the benefit of the County, unless required by faw. In

‘addition to the foregoing, all Counly employee information and County financial

information shall be considered Confidential Information and shall be subject fo all the
requirements stated herein.  Neither the Contraclor nor its employees, agents,
subcontractors or suppliers may sell, fransfer, publish, disclose, display, licenss or
olherwise make available to others any part of such Confidential information without the
prior written consent of the County. Additionally, the Contractor expressly agress to be
bound by and lo defend, indemnify and hold harmless the County, and their officers and
employees from the breach of any federal, state or local law in regard to the privacy of
individuals.

The Contraclor shall advise each of Its employees, agents, subcontractors and suppliers
who may be exposed fo such Confidential Information of thelr obligation to keep such
information confidential and shell promptly advise the County in writing if it learns of any
unautharized use or disclosure of the Confidential Informatfon by any of its employees or
agents, or subcontractor's or supplier's employees, present or former. In addition, the
Contractor agrees to cooperate fully and provide any assistance necessary to ensure the
confidentlality of the Confidential Information.

It is understood and agreed that in the event of a breach of this Arlicle damages may not
be an adequate remady and the Gounty shall be entitled to injunctive relief to restrain
any such breach or threatened breach. Unless otherwise requasted by the County,
upon the completion of the Services performed hereunder, the Conltractor shall
immediately turn over to the County all such Confidential Informatlon existing in tangible
form, and no copies thereof shall be retained by the Contractor or its employees, agenls,
subcontractors or suppliers without the prior written consent of the County. A certificale
evidencing compllance with this provision and signed by an officer of the Contractor shall
accompany such materials,

ARTICLE 49. PROPRIETARY INFORMATION

As a political suhdivision of the State of Florida, Miami-Dade County is subject to the
stipulations of Florida's Public Records Law.

The Contractor acknowledges that all computer software in the Counly's possession may
constitite or contain information or materials which the County has agreed to protect as
proprietary information from disclosure or unauthorized use and may also constitute or contain
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information or materials which the County has developed at ifs own expense, the disclosure of
which could harm the County's proprietary intersst therein.

During the term of the contract, the Contractor will not use directly or indirectly for itself or for
others, or publish or disclose to any third party, or remove from the County's propery, any
computer programs, data compliations, or other software which the County has developed, has
used or is using, is holding for uss, or which are otherwise in the possession of the Counly
(hereinafier “Computer Software”). All third-party license agreements must also be honored by
the contractors and their employees, excent as authorized by the County and, if the Computer
Software has been leased or purchased by the County, all hired party license agreements must
also be honored by the contractors’ employees with the approval of the lessor or Contractors
thereof, This includes mainframe, minis, lelecommunications, personal computers and any and
all informatlon technology software.

The Contractor will report {o the Counly any information discovered or which is disclosed to the
Contractor which may relate to the improper use, publication, disclosure or removal from the
County's property of any information technology software and hardware and will take such steps
as are within the Contractor's authority to prevent improper use, disclosure or removal.

ARTICLE 50. PROPRIETARY RIGHTS

a) The Contractor hereby acknowiedges and agrees that the County retains all fghts, title
and interests In and to all materials, data, documentation and copies thereof furnished by
the County to the Contractor hereunder, even if unfinished or in process, as a result of
the Services the Contractor performs in connection with this Agreement, including all
copyright and other proprietary rights therein, which the Coniractor as well as it
employees, agents, subcontractors and suppliers may use only in connection with the
performance of Services under this Agreement. The Contractor shall not, without the
prior written consent of the County, use such documentation on any other project in
which the Conlractor or its employees, agents, subcontractors or suppliers are or may
become engaged. Submission or distribution by the Contractor to meet official
regulatory requirements or for other purposes in connection with the performance of
Services under this Agresment shall not be construed as publication in derogation of the
County's copyrighls or other proprietary rights.

a) b) Except as otherwise provided elsewhere herein, the Contractor and lts
subcontractors and suppliers hereunder shail retain all proprietary rights in and to all
Licensed Software provided hereunder. Notwithstanding the foregeing, the Contractor
hereby grants, and shall require that its subcontractors and suppliers grant, if the County
so desires, a perpetual, irrevocable and unrestricted right and ficense to use, duplicate,
disclose andfor permit any other person(s) or entity(tes) to use all such Licensed
Software and the associated specifications, technical date and other Documentation for
the operations of the County or entities controlling, controlled by, under comman contro
with, or affillated with the County, or organizations which may hereafter be formed by or
become affiliated with the County. Such license specifically includes, but is not limited
to, the right of the County to use and/or disclose, in whole or in parl, the technical
documentation and Licensed Softwara, including source code provided hereunder, (o
any person or entity outside the County for such person's or entily's use In furnishing
any .andfor all of the Deliverables provided hereunder exclusively for the County or
entities controfling, controlled by, under common confrol with, or affiliated with the
County, or organizations which may hareafter be formed by or become affiliated with the
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County. No such License Software, specifications, dala, documentation or relaled
information shall be deemed to have been given In confidence and any stalement or
legend to the contrary shall be void and of no effect.

ARTICLE 51, WARRANTIES, REPRESENTATIONS AND COVENANTS

a) The Contraclor warrants, represents and covanants as follows:

b)

d)

(1) Centractor shall ufilize its best efforis in performing the Work;

(2) The Automated Fare Collection Modarnization, the Work and att Cloud Services
fumished pursuant to the Contract Documents are, shall be, and shall perform, in
accordance and conformance with ihe requirements of the Contract Dacuments;

All Automated Fare Collection Modernization licenses and any Fare Collection System
functions, including any required customization, do and shall meet the material
requirements of the Contract Documents, are and shall be consistent with any additional
written representations or warranties of the Contracior,

The Automated Fare Collection Modernization, all Cloud Services furnished pursuant to
the Contract Documents and all other portions of the Work are, and shall be, free of the
rightful ctaim of any person or entity for patent or trademark Infringement;

The Contractor shall ensure, consistent with applicable industry standards, that the
Automated Fare Collection Modernization including, without limitation, any and alt
customizations thereto, shall be documented In a manner consistent with Contract
Documents and the best standards of the industry,

Unless otherwlse expressly stated In the Contract Documents, "defective or inferior”
shall mean any cenditlon, malfunction, or fallure, whether patent or latent, whereby an
Automated Fare Collection Modernization item, inclusive of system, subsystem, software

. of the Wark shall, require repair, replacement, or other than routine maintenance; cause

f)

tha Automated Fare Collection Modernization or ather portion of the Work to cease
operating or operate in a degraded mode; inflict damage or harm on any portion of the
Automnated Fare Coliection Modernization or other portion of the Work; or otherwise fail
o conform lo the requirements of the Contract Documents, excluding any such
condition, malfunction or failure caused by County's abuse or neglect, including but not
limited to Improper or insufficient maintenance or use In other than specified conditions,
or caused by damage resuiting from accident, vandalism, improper storage, improper
handling, improper repair, improper testing, reconfiguration of DTPW, or Acts of God,

Within fifteen (15) days after recelpl of written notification from the County, the
Contractor shell either agree that the defective or inferior Work, Automated Fare
Collection Modernization, its system, subsystem, software is covered by guaranty, or
reserve judgment, until the Work, the Automated Fare Collection Modernization, its
system, subsystem, software is inspected and tested by the Contractor.

[f the Contractor reserves judgment, the Contractor shall perform any inspeclions and
tests necessary to verify the exisiance of the defective or inferior Work, Automated Fare
Collection Maodernizatlon , Ifs system, subsysiem, software, or other non—compliance

with the applicable guaranty, within seven (7) days of receipt of the County's wriften "
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notice,

h) Except as otherwise set forth in the Contract Documents, the guarantees, warrantees
and representations set forth in, referencad In, included in, or required by, the Contract
Documents are in lieu of all other warranties, express or implied, whether statutory or
commion law, including, without fimitation, any warranty or merchantabilily.

As to warranties, the rights and remedies of the County are exclusive. The anly

- warranties made by the Contractor are those expressly provided herein. THIS
WARRANTY IS IN LIEU OF ALL OTHER WARRANTIES AND NO OTHER
WARRANTIES OF ANY KIND SHALL APPLY, WHETHER EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE REMEDIES SET FORTH IN THIS WARRANTY ARE THE SOLE AND
EXCLUSIVE REMEDIES OF THE COUNTY.

ARTICLE 52. CONTRACTOR DOCUMENT CONTROL REQUIREMENTS

a) The Contractor shall establish the necessary procedures o assure effective compiiance
with the document control requirements of the Contract Documents or otherwise
specified by the County for the preparation, submisslon and retention of data, transmittal
letters, meeting minutes, change orders, reporis, schedules and other documents
(hereinafter the "Contractors Docurmnent Control Program”).

b) The Contraclor's Document Control Program shall be sufficient to allow for County's
review and oversight in the following areas:

(1) Technical Documents — Infrastructure and data flow documentation.

(2) Design Reviews — to assure design concurrence between the County aid the
Coniractor, regularly scheduled design revisws shall be conducted, at a location to
be determined by the County, for the purpose of monitoring progress on a real—
time basis. Such concurrence shall not relieve the Contractor from responsibility to
comply with all the requirements of the Contract Documents. The Contracior shall
submit a design review schedule in accordance with the Contract Documents. The
design review schedule shall include the decision~issue subjects of each design
review. ‘

ARTICLE 53. CONTRACT DOCUMENTS, DATA AND DRAWINGS

a) The County will furnish the Contractor, for its use, one original copy of the executed
Confracl.

b) The Contractor shall furnish contract drawings in accordance with the following:
(1) The term "drawings" shall mean data flow diagrams.
(2) The drawings, data or other 5ubmlﬁa1s shall be complete and detalled. The

drawings, data or other submittals shall be submitted using standard transmittal
forms in accordance with instructions furnished by the Gounty.
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(3) Al drawings, data and other submittals, including letters and manuals, shall be
provided in English

(4) The drawings, data and other submiitals shall be coordinated so that any
information required by others Is included on the drawings, data and other
submittals.

(5) Changes on the drawings, data and other submittals made by the Contractor at the
direction of the County shall be clearly identified by appropriate revision marks at
the location on the drawings, data and other submitlals where changes were made
and by appropriate notation on the drawings, data and other submittals.

(6} Data shall be on 8% inch by 11 inch sheets and suilable for xerographic
repraduction. Fold—out sheets 11 inches by 17 inches, with reinforced binder tabs,
may be used for figures and sketches, The pages shall be bound in a fashion
which is readily disassembled and reassembled. In addition to the printed copies
required, printed material shall also be furnished in digital format using native
format.

ARTICLE 54. PERSONNEL FOR THE WORK

a)
b)

c)

d}

Contractor shall secure, at its own expense, all personnel required to perform the Work.
Such personnel shall not be employess of DTPW, County of Miami-Dade.

All personnel engaged in performing the Work shall be fully qualffied to perform such
Work.

in the event the Contractor wishas o substitute key personnel, the Contraclor must
notify the Counly in writing and request written approval for the substitution at least ten
(10) business days prlor to effecting such subsfitution.

The Contractor shall remove from the performance of the Work any of its or its
Subcontractor's or Supplier's personnel assigned to the performance of the Work if the
County reasonably considers such removal necessary in its best interests and requesis
such removal in writing.

ARTICLE 55. INSPECTION

a)

b)

'The County shall at all times, have the right to inspect, and shall have access to, the

Work and any portion thereof and the Contractor shall furnish every reascnable faciliy
for ascertaining that the Work is performed in accordance with the requirements of the
Contract Documents. The Work and any portion thereof shall be subject to the County's
or the County's on—site and off-site inspection,

The Government shall also have access to, and shall have the right to inspect, the Work,
State and local officials shall have the right to inspect those portions of the Work that are
subject to thelr jurisdiction. The Contractor shall cooperate with these federal, state and
local representatives in the same manner as any County representative.

Inspection or lack of inspection, approval or acceptance of any portion of the Work shall
not relieve or release the Contractor from its obligations to adhere to, and fulfill the
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d)

9)

h)

requirements of, the Contract Documents, including, but not limited to, the Contractor's
warranty, reliabllity and guaranty obligations. Work not meseting the requirements of the
Contract Documents shall be made acceptable to the County. Any non-conforming
portlon of the Work ray be rejected by the County, notwithstanding that such portion of
the Work may have been previously inspected, approved, or accepled or that payment
therefore may have been included in a prior pay estimate.

Re-inspection of any portion of the Work that is reasonably necessary may he ordered
by the County at any time before issuance of the Letter of Acceptance. If such portion of
the Work is found to be in accordance with the Contracl Documents, the County will pay
all costs Incurred to perform this inspection. If such portion of the Work is not in
accordance with the Contract Documents, Contractor shall pay alt costs Incurred to
perform this inspection.

The Contractar shall provide for the inspection of all Incoming systems, subsystems,
components, pars, equipment and other materlals to insure their correctness and
condlfion. The County shall be given notice of, and ghall have the right to observe, such
inspections. llems being inspected shall be dentified with corresponding drawing,
specification, or other pertinent technical documents. All material certifications and lest
reports used as the basis for acceptance shall be retained by the Contraclor.

The Contractor shall assure that all manufacturing processes, fabrication, rehabilitation
and other production operations are accomplished under an effective production control
system. In-process inspection shall be used to monitor the production control system.
The County shall be given nofice of, and shall have the right to observe, 5uch
inspections. The Contracter shall maintain a system for identifying the progiassive
inspection status of materials, components, subassemblies and assemblies, so that such
status s known throughout the manufacturing, installation, rehabllitation and testing
phases. The Contractor's inspection program shall also provide for survelllance to
ensure proper handling, storage, preserving, packaging and marking of itams during the
production process.

The Contractor's inspection program shall provide for proper inspection prior to shipment
of Fare Systern Modemization Program elements and other items deliverable to the
County in aceordance with the Contract Documents. The County shall be given notice of,
and shall have the right to observe, the inspection of each Fare System Modernization
Program and other items.

The Contractor shall monitor Subcontractor's inspection programs to ensure that
services and materlals being supplied conform to Contract Documents.

The Contractor shall provide and maintain an inspection program acceptable to tha
County as specified In the Scope of Work/Technical Specifications herein. Records of all
Inspaction work by the Contractor shall be kept complete and available to the County
and the County during the performance of the Agresment, and for a periad of four {(4)
years after the issuance of the Letter of Acceptance. Upan lhe issuance of the Letter of
Acceptance for the Fare System Modernization Program, all sign—off, inspection and test
records, changes, reports, orders, modifications and quality assurance data for the Fare
System Modarnization Program shall be provided to the County.
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ARTICLE 56. IDENTIFICATION OF EMPLOYEES

, Confract No. L8481-0/27

a) Photo identification badges, which shall be issued by the Contractor and which shall be
subject fo the County's approval, shall be worn at all times by all Conlractor,
Subcontractor, and Supplier personnel when on the County's property. The badges shall
show the employer's name and employse's name and ldentification number. Also, all
other visitors, when on the County's property, must wear identification badges issued by
the Contractor and approved by the County. Such identification must be displayed in a
prominent manner on each person while on the County's property. Access to the
County's property will be granted only to properly identified representatives of the
Contractor, Subcontractors, and Suppliers.

b) Al a location and in a manner to be determined by the County, all employees and agenls
of the Contraclor and its Subcontractors and Suppliers shali sign—in when arriving on,
and shall sign—out upon departing, the County’s property.

ARTICLE 57, VENDOR REGISTRATION/CONFLICT OF INTEREST

a) Vendor Registration

The Contractor shall be a registered vendor with the County — Internal Services Department,
Procurement Management Division, for the duration of this Agresment. In becoming a
Registered Vendor with Miami-Dade County, the Contractor confimns its knowledge of and

commitment to comply with the following:

1. Miami-Dade County Ownershlp Disclosure Affidavit
{Section 2-8.1 of the County Cote)

2. Miami-Dade County Employment Dlsciosure Affidavit
(Sectlon 2.8-1(c)}(2) of the Courtly Code}

3. Miami-Dade Employment Drug-free Warkplace
Carlification
{Section 2-8.1.2(b} of the County Coda)

4, Mlami-Dade Disabillfy and Nondiscrimination Affidavii
(Secilon 2-§.1,5 of the County Cade)

5. Miami-Dade Gounty Debarment Disciosure Affidavit
{Secfion 10,38 of the County Code)

6. Miami-Dade County Vendor Oblfgation to Gounty
Affidavit
(Section 2-8.1 of the County Coda)

7. Miami-Datle Couniy Code of Business Ethics ARldavit
(Section 2-8.1{]) and 2-11{b){1) of the County Cods through
{6) and {9) of the County Cods and Section 2-11.1(c} of the
County Cods)

8. Miaml-Rade County Famlily Leave Affidavit
{Articla V of Chaplsr 11 of the Counly Cads)

9. Miaml-Dade County Living Wage Affldavit
{Section 2-8.9 of the Counly Code)

10, Mipm/-Dade County Domestic Leave and Reporiing
Affidavit
(Arllcle 8, Seclion 11A-60 11A-67 of the Counly Cods)

11. Subcontracting Practices
{Ordirrance 97-35)

12, Mismi-Dade County E-Varlfy Affidavit
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13.
14.
15,

16,

17.

18.

¥7

{Execuilve Crder 11-118)

Subcontractor /Supplier Lising
{Section 2-8.8 of the County Cotde)

Environmentally Acceptable Packaging
(Resolulion R-738-92)

W-9 ang 8108 Forms
(as raquired by the Internal Revenua Service)

FEIN Number or Social Sacurity Number
In order to esiablish a file, the Contraclor's Federal
Employer Identification Number (FEIN) musl be
provided, tf no FEIN exists, the Soclal Security Numbsr
of the owner or Individual musl be provided. This
number becomes Contractors  "Counfy Vendor
Number”. To comply with Section 118.071(5) of the
Florida Statutes relating to the collaclion of an
IndIvidual's Soclal Securily Number, be awara thet the
County requests the Soclal Security Number for the
following purposes:
+ Identification of Individual account records
+ To make payments to individuai/Contractor for
goods and services pravided fo Mlami-Dade
Counly
» Tax reporting purposes
= To provide a unigue identifier Int the vendor
database that may be used for searching and
sorting departmental records

Oftice of the Inspector General
(Section 2-1076 of the County Code)

Small Business Enterprises :

The County endeavors to obtain the participation of all
small business enterprises pursuant to Sections 2-8.2,
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2-8.2.2 and 2-8.2.4 of the Counfy Code and Tifle 49 of By acceplance of any contract, the Contraclor agraes
the Code of Federal Regulations. to comply with all anfitrust faws of the Unlled Stales and
tha Stala of Flgrida.

19, Antftrust Laws

b) Conflict of Interest/Code of Ethics

Section 2-11.1(d) of Miami-Dade County Code requires that any County employse or any
member of the employee’s immediate family who has a controlfing financial interest, direct or
indirect, with Miami-Dade County or any person or agency acting for Miami-Dade County,
competing or applying for a contract, must first request a conflict of interest opinion fram the
Caunty’s Ethics Commission priar to their or their immediate family member's entering into any
contract or fransacting any business through a firm, corporation, parinership or business antity
in which the employee or any member of the employee's immediate family has a controlling
financial interest, direct or Indirect, with Miami-Dade County or any person or agency acting for
Miaml-Dade County. Any such contract or business engagement entered in violation of this
subsection, as amended, shall he rendered voidable. All auionomous personnei, quasi-judicial
personnel, advisory personnel, and employees wishing lo do business with the County are
hereby advised they must comply with the applicable provisions of Section 2-1 1.1 of the Miami-
Dade County Gode refating to Conflict of Interest and Code of Ethios. In accordance with 2-11 A
(y), the Miami Dade County Commission on Ethics and Public Trust (Ethics Commission) shall
be smpowered to review, interpret, render advisory opinions and leflers of instruction and
enforce the Conflict of Interest and Cede of Ethics Ordinance.

ARTICLE 58. INSPECTOR GENERAL REVIEWS

Independent Private Sector Inspector General Raviews

Pursuant to Miami-Dade County Administrative Order 3-20, the County has the right to retain
the services of an Independenl Private Sector Inspector General (hereinafter “IPSIGY),
whenever the County deems it appropriate to do so. Upon written notice from the County, the
Contractor shail make available o the IPSIG retained by the County, all requested records and
documantation pertaining to this Agreement for inspection and reproduction. The County shalt
be responsible for the payment of these IPSIG services, and under no circumstance shall the
Contractor's prices and any changes thereto approved by the County, be inclusive of any
charges relating to these IPSIG services. The terms of this provision apply to the Confractor, its
officers, agents, employses, subcontractors and assignees. Nothing contained In this provision
shall impair any Independent right of the County fo conduct an audit or investigate the
operations, activities and performance of the Contractor in connaction with this Agreement.
The terms of this Articte shall not impose any liability on the County by the Contractor or any

‘third party.

Miami-Dade County Inspector General Review
According to Section 2-1076 cf the Code of Miami-Dade County, Miami-Dade Gounty has

established the Office of the Inspector General which may, on a random basis, perform audits
on all County contracts, throughout the duration of said contracts, except as otherwise noted
below. The cosi of the audit for this Contract shall be one quarter (1/4) of one (1) percent of the
total contract amount which cost shall be included In the total contract amount. The audit cost
wili be deducted by the County from progress payments to the Contraclor. The audit cost shall
also be inciuded in all change orders and all contract renewals and extensions.
Exception: The above application of one quarter (1/4) of one pércent fee assessment shall not
apply to the following contracts: (a) {PSIG contracts; (b) cEntracts for legal services; (c)
contracts for financial advisory services; (d) audiling contracts, (8) facility rentals and lease
I : /
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agreements: {f) concessions and olher rental agreements; (g) insurance contracts; (h) revenue-
generating contracts; (1} contracts where an IPSIG js assigned at the time the contract is
approved by the Commission; (j) professional service agreements under $1,000; (k)
management agreemants; (1) small purchase orders as defined in Miamij-Dade County
Adrminisirative Order 3-38; {m) federal, slate and local govemment-funded grants; and (n)
interlocal agreements. Notwithstanding the foregoing, the Miami-Dade County Board of
County Commissioners may authorize the Inciusion of the fee assessment of one quarter
(1/4) of one percent in any exempted contract at the time of award,

Nothing contained above shall in any way limit the powers of the Inspactor General to perform
audits on all County contracts including, but not limited to, those contracts spacifically exempted
above. The Miami-Dade County Inspector General is authorized and empowered 10 review
past, present and proposed County and Public Health Trust confracts, transactions, accounts,
records and programs. In addition, the Inspector General has the power to subpoena
witnesses, administer oaths, require the production of racords and monitor existing projects and
programs.  Moniforing of an existing project or program may include a report conhcerning
whether the project Is on time, within budget and in conformance with plans, speclfications and
applicable law. The Inspector General is empowared to analyze the necessity of and
reasonableness of proposed change orders to the Contract. The Inspector General is
.empowered to retain the services of IPSIG to audit, investigate, monitor, oversee, inspect and
review operalions, activities, performance and procurement procass, including but not fimited fo
project design, specifications, proposal submitials, activities of the Contractor, its officers,
agents and employees, lobbyists, County staff and elected officials to ensure compliance with
contract spacifications and {o detect fraud and corruption.

Upon written notice to the Contractor from the Inspector General or IPSIG retalned by the
Inspecior General, the Cantractor shall make all requested records and documents available to
the Inspector General or IPSIG for inspection and copying. The Inspector General and IPSIG
shall have the right to Inspect and copy all documents and records in the Contractor's
possession, custody or control which, in the Inspector General's or IPSIG's sole judgment,
periain to performance of the contract, Including, but not limited to original estimate files, change
order estimate files, worksheets, proposals and agreements form and which successful and
unsuccessful subcontractors and suppliers, all project-related correspondence, memoranda,
instructions, financial documents, construction documents, proposal and contract documents,
back-charge documents, all documents and records which involve cash, trade or volume
discounls, insurance proceeds, rebates, or dividends received, payroll and personnel records,
and supporting documentation for the aforesaid documents and records.

ARTICLE 59. LOCAL, STATE, AND FEDERAL COMPLIANCE REQUIREMENTS
Contractor agrees to comply, subject to applicable professional standards, with the provisions

of any and all applicable Federal, State and the County orders, statutes, ardinances, rules and
regulations which may pertain to the Services required under this Agresment, including, but not

limited to:

a) Equal Employment Oppartunity {(EEQ), in compliance with Execufive Order 11246 as
amended and applicable to this Contract.

b) Miami-Dade County Florida, Department of Small Business Development Participation
Provisions, as applicable to this Contract.

c) Environmental Protection Agency {EPA), as applicable to this Contract.
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Miami-Dade County, FL. Confract No. L8481-0/27

d) "Gonflicts of Interest” Section 2-11 of the County Code, and Crdinarice 01-199,
e) Miami-Dade County Code Section 10-38 “Debament”, .

f) Miami-Dade County Ordinance §8-5, codified at 11A-60 el, seq. of Miami-Dade Code
partaining to complying with the County's Domestic Leave Ordinance,

g) Mlami-Dade County Ordinance 99-152, prohibiting the presentation, maintenance, or
prosecution of false or fraudulent claims against Miaml-Dade County,

The Contractor shall hold all licenses andfor certificalions, obtain and pay for ali permits and/for
inspections, and comply with all laws, ordinances, regulations and building code requirements
applicable to the work required herein. Damages, penalties, and/or fines imposed on the
County or Contractor for failure to obtaln and maintain required licenses, certifications, permits
andfor inspections shall be bome by the Contractor. The Project Manager shall verify the
certification(s), license(s), permit(s), etc. for the Contractor prior to authorizing work and as
naeded.

Notwithstanding any other provision of this Agreement, Conlractor shall not be required
pursuant to this Agreement to take any action or abstain from taking any action if such action or
abstention would, in the good faith determination of the Contractor, carstitute a vicletion of any
law or regulation to which Contractor is subject, including but not limited to laws and regulations
requiring that Contractor conduct its operations in a safe and sound manner.

ARTICLE 60. NONDISCRIMINATION

During the performance of this Contract, Contractor agrees to not discriminate against any
employee or applicant for employment because of race, color, rellglon, ancestry, national origin,
sex, pregnancy, age, disability, marital status, familial status, sexual orientation, gender identity
or gender expression, stalus as victim of domestic violence, dating violence or stalking, or
veteran status, and on housing related contracts the source of income, and wil take affirmative -
action to ensure that employees and applicants are afforded equal employment opportunities
without discrimination. Such action shall be taken with reference to, but not limited to:
racruitmant, employment, termination, vates of pay or other forms of compansation, and
selection for training or retraining, including apprenticeship and on the job training.

By entering info this Cantract, the Contractor atlests that it is nof in violation of the Americans
with Disabilities Act of 1990 (and related Acts) or Miami-Dade County Resolufion No. R-385-
95. If the Contractor or any owner, subsidlary or other fir affiliated with or related to the
Contractor is found by the rasponsible enforcement agency or the County to be In violation of
the Act or the Resolution, such violation shall render this Contract vold. This Contract shall be
void if the Contractor submits a false affidavit pursuant o this Resolution or the Coniractor
violates the Act or the Resolution during the term of this Contract, even if the Contractor was
not in violation at ihe time It submitled its affidavit.

ARTICLE 61, CONFLICT OF INTEREST

The Contractor represents that:

a) No officer, director, employee, agent, or other consuitant of the County or a member of
the immediate family or household of the aforesald has directly or indirectly recelved or

been promised any form of bensfit, payment or compensatlon, whether tanglble or
Intangibte, In conneciicn with the award of this Agresment.
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b)

d)

There are no undisclosed persons or entities inlerested with the Contractor in this
Agreement. This Agreement is entered into by the Contractor withoul any connection
with any other entity or person making a proposal for the same purpose, and without
collusion, fraud or conflict of Interest. No elected or appointed officer or official, director,
employae, agent or other consultant of the County, or of the State of Florida (including
elected and appointed members of the legislative and executive branches of
govemment), or a member of the immediate famlly or household of any of the aforesaid:

i) is interested on behalf of or through the Contractor directly or Indirectly in any
manner whalscever in the execulion or the performance of this Agreement, or in the
sarvices, supplies or work, to which this Agreement relates or in any portion of the
revenues; or

i) is an employee, agent, advisor, or consultant to the Contractor or lo the best of the
Contraclor's knowledge any subcontractor or supplier to the Contractor.

Neither the Centractor nor any officer, director, employee, agency, parent, subsidiary, or
affillate of the Contractar shall have an interest which Is in conflict with the Contraclor's
faithful performance of its obligation under this Agreement; provided that the County, in
its sole discrotion, may consent In writing to such a refationship, provided the Contractor
provides the County with a written notice, in advance, which identlfies all the individuals
and entities involved and sets forth in detail the nature of the relationshlp and why it is In
the County's best interest to consent to such relationship.

The provisions of this Articte are supplemental to, not in fieu of, all applicable laws with
respect to conflict of interest. In the event there is a difference belwean the standards
applicable under this Agreement and those provided by statute, the stricter standard
shall apply.

In the event Coniractor has no prior knowledge of a conflict of interest as set forth above
and acquires informatlon which may indicate that there may be an actual or apparent
violation of any of the above, Contractor shall promptly bring such information to ihe
attention of the County's Project Manager. Contractor shall thereafter cooperate with the
County's review and investigation of such information, and comply with the instructions
Gontractor receives from the Project Manager In regard to remedying the situation.

ARTICLE 62. PRESS RELEASE OR OTHER PUBLIC COMMUNICATION

Under no circumstances shalf the Contractor without the express written consent of the County:

a)

b)

¢}

lssue or permit to be issuad any press release, advertisement of fiterature of any kind
which refers to the County, or the Work belng performed hereunder, unless the
Contractor first obtains the writlen approval of the County, Such approval may be
withheld if for any reason the County believes that the publication of such information
would be harmiul to the public interest or is in any way undesirable; and

Communicate in any way with any contractor, depariment, board, agency, commission
or other organization ar any person whether governmental or private in connection with
the Services to be performed hereunder except -upon prior written approval and
instruction of the County; and

 Except as may be required by law, the Contractor and ts employees, agenls,

subcontractors and suppilers wlll not represent, directly or indirectly, that any product or
service pravided by the Contractor or such parties has been approved or endorsed by
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the County.
ARTICLE 63. BANKRUPTCY

The County reserves the right io terminate this contract, if, during the term of any contracl the
Contractor has with the County, the Contractor becomes Involved as a debtor in a bankruptcy
proceeding, or becomes involved in a reorganization, dissolution, or liquidation proceeding, or if
a trustes or receiver is appointed aver all or a subsiantial portion of the properly of the
Contractor under federal bankruptcy law or any state insclvency {aw.

ARTICLE 64. GOVERNING LAW

This Contract, including appendices, and all matters relating 1o this Contract (whether in
contract, statute, tort (such as negligence), or otherwise) shall be governed by, and censtrued in
accordance with, the laws of the State of Florida. Venue shall be Mlami-Dade County.

ARTICLE 65. COUNTY USER ACCESS PROGRAM (“UAP”)
a) User Access Fee

Pursuant to Section 2-8.10 of the Miami-Dade County Code, this Contract is subject to a user
access fee under the County User Access Program ("UAP”) in the amount of two percent (2%).
All sales resulting from this Cantract, or any contract resulting from the solicitation referenced on
the first page of this Contract, and the utilization of the County Contract price and the terms and
conditions identifled herein, are subject to the two percent (2%) UAP. This fee applies to all
Contract usage whether by County Departments or by any other governmental, gquasi-
governmental or not-for-profit entity. _

The Contractor providing goods or services under this Contract shall involee the Cantract price
and shall accept as payment thereof the Contract price less the 2% UAP as full and complete
payment for the goods and/or services specified on the invoice, The County shall retain the 2%
UAP for use by the County to help defray the cost of the procurement program. Contractor
participation in this invoice reduction portion of the UAP is mandatory.

b} Joint Purchase

Only those entities that have been approved by the County for parlicipation In the County’s Joint
Purchase and Entity Revenue Sharing Agreement are eligible to utilize or receive County
Contract pricing and terms and conditions, The Gounty will provide to approved entities a UAP
Participant Validation Number. The Contractor must obtain the participation number from the
entity prior to filling any order ptaced pursuant to this Section. Contractor participation in this
jaint purchase portion of the UAP, however, is voluntary. The Contractor shall notify the ordering
antity, in writing, within three (3) business days of receipt of an order, of a decision to decline
the order.

For all ordering entities located outside the geographical beundaries of Miami-Dade County, the
Contractor shall be entitled to ship goods on an “FOB Destination, Prepald and Charged Back’
basis. This allowance shall only be made when expressly authorized by a representative of the
ordering entity prior to shipping the goods.

The County shall have no liability to the Contractor for the cost of any purchase made by an
ordering entity under the UAP and shall not be deemed to be a party thereto. All orders shall bs
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placed diractly by the ordering entity with the Contractor and shalt be paid by the ordering entity
less the 2% UAP.

¢) Contractor Compliance

If a Contractor fails to comply with this Article, that Contractor may be considered in default by
the County in accordance with Article 24 of this Contract.

ARTICLE 67. PUBLIC RECORDS AND CONTRACTS FOR SERVICES PERFORMED ON
BEHALF OF MIAMI-DADE COUNTY

The Contractor shall camply with the Public Records Laws of the State of Florida, including by
not limited to, (1) keeping and maintaining all public records that ordinarily and necessarily
would be required by the County in order lo perform the service; (2) providing the public with
access to public records on the same terms and conditions that the County would pravide the
records and at a cosl that does not exceed {he cost provided in Chapter 119, F.5,, or as
otherwise provided by law; (3) ensuring that public records that are exempt or confidential and
exempt from public records disclosure requirements are not disclosed except as authorized by
law; and (4) meeting all requirements for retaining public records and transferring, at no cosl, to
the County all public records in possession of the Contraclor upon termination of the contract
and destroying any duplicate public records that are exempt or confidential and exempt from
public records disclosure requirements upon such transfer. In additlon, all records stored
electronlcally must be provided to the County In a format that is compatible with the information
technology systems of the County. Failure to meet any of these provisions or to comply with
Florida's Public Records Laws as applicable shall be a material breach of this Agreement and
shall be enforced in accordance with the terms and conditions of the Agreement.

IF THE CONTRACTOR HAS QUESTIONS REGARDING THE APPLICATION OF CHAPTER
11, FLORIDA STATUTES, TO THE CONTRACTOR'S DUTY TO PROVIDE PUBLIC
RECORDS RELATING TO THIS CONTRACT, CONTACT THE CUSTODIAN OF PUBLIC
RECORDS AT (305) 375-5773, ISD-VSS@WAMIDADE.GOV, 111 NW 1™ STREET, SUITE
1300, MIAMI, FLORIDA 33128
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Eiuai-tids Guwoip, FL

ARTICLE 68. SURVIVAL

The parties acknowledgs thal any of the obligations in this Agreement will survive the term,
termination and cancellation hersof. Accordingly, the respective obligations of the Contractor
and the County under this Agreement, which by nature would continue beyond the termination,
cancsllation or expiration thereof, shall survive fermination, cancellation or expiration hereof.

IN WITNESS WHEREQF, the parties have executed this Agreement effective as of the contract
date herain above set forth.

Miami-Dade County

By: .. e
Name: Michael Andranovich Name: Carlos A. Gimenez
Title: Senior Contracts Manager Title: Mavor‘
Date: _
Attest:

Clerk of the Board

Approved as to form
and legal sufficiency

Commivsion # 2088537 Assistant County Attorney
uoigwmo - Gasifornia

&t Disga County
Comm. 1

Anciary publks of other officer oo H

Ihis certificale vanfiss anly Ihe Idm ur;g

the Individual who signed the document to

l?hu.:h :mz certificats is atiached, and ol
a truthfulness, acouracy, i

that document. rack or veldiy o

&
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Exhibit A-1: DTPW Cloud Services Agreement

30 June 2016

This document contalns proprielary infermation originatad or owned by Cubic Transporiation Syslams, Inc. Neither ihis documenl nor the information disclosed
hereln shall be reproduced or iransferred to olher dooumenls or used or disclosed to ofhers for manulacluring or any ofher purposes excepl as specifically
authorized in writing by Cubic Transporislion Systems, lac, ﬁ
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CUBIC

Executive Summary

This document detalls the complete scope of services included within the Cubic® Cloud Platform, a
hosted manthly subscription Software as a Service that includes the following:

s Credit Card Processing: All credit card processing wiil be accomplished through the Cubic
Payment Application (CPA) using a connector to the selected Merchant Processor, allowing the
Subscriber to perform setllement using native reports and functionality.

« Directed and Threshold Autoload of passes and value: The new customer web portal,
accessed through the new web portal, allows autoloads of passes and value,

« Hotlist and Unhotlist: All hotlisting and unhatlisting of fare cards will be managed through the
Cubic Cloud NextFare® 7 system using streamlined screens availabla through supported web
browsers.

s PCl Compliance: Cubic will provide PCl compliance for all elements of the cloud and will
maintain PGl compliance throughout the contract duration for the cloud, '

Please see Figure 1 below for an overview of the Cubic Cloud infrastructure and the Central System
modules proposed as part of this project.
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Figure 1. Proposed Cublic Cloud Infrastructure and Central System Modules Qverview

Use or disciostre of dala conlalned on this sheal Is subject 1o the reslicioris on the e pege ol vhis docamenl,

14

Page |




DTPW Cloud Services Agreement C iJ B i C

SECTION 1,
Definitions and interpretation

In this document, the following definitions apply:
Agreement Fees means lhe fees as set forlh in this Agreement.

Agreement to mean collectively these terms and conditions, the Schedule (Schedule A), the Pricing
{Schedule B), and all assoclated amendments issued hereto.

Automatic Fare Collection System or AFCS means the sysiem of front end terminals, communications,
and back office processing software systems that manage devices, control card issuance, perform
transaction processing, and generate/maintain operating data,

Availability means the continued access and up time of the Services and the ability for Subscriber and
patrons to make use of its functionality.

Cardhelder means the holder of a fare media device capable of halding a valid fare product or credential
and presenting it for processing to a fare terminal.

Contract Date to mean the date on which this Agreement is effective as staled above.

Contract Manager to mean the Customer's Internal Service Department (ISD) Procurement Contracting
Officer.

Current Version means the Services solution available to provide the services to Subscriber at the date
the Agreement Is signed.

Customer means Miami-Dade Transit, a department within Miami-Dade County.

Days means Calendar days.

Documentation means {a) the written, printed, electronic or other format materials published or
otherwise made avallable by Cubic that relate to the functional, capabilities of the Cloud Services; (b)
documentation pertaining to the content of any Cloud Services solution Updates.

Fare Product means a valid fare instrument that can be loaded to a contactless smart card, the secure
element, or the account based processing system. Fare products may include closed loop stored value,
single ride tickats, ride books, or period passes.

Patrons or Customers refers to the transit riders using Subscriber's fare instrument for public
transportation,

PCl is an acronym for Payment Card Industry.

Problem is the failure and/or defect of Software to perform its intended functions as specified in the
Contract and/or for the Software not to be available for normal services.

Project Manager means the Transit contact representative, or designee, for this Agreement.

Use or disclosura of dala conlatned on ihis sheel is subject 1o Ihe restricfions an Lhe éille page of Ihis dorumenl. Page 2
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Permanent Fix is a fully-tested, and accepted by the Transit Project Manager, error correction for a
Problem. All reasonable attempts shall be made to provide a permanent fix for a Problem for any severity
level within twenty (20) days. '

Relief means (i} an immediate solution or a fix for a Problem; or (i) a Work-around.
Resolution Time means the time to provide a Relief and/or a Permanent Fix to resolve the Problem.

Reload means the adding value to a card or account as a result of a purchase.

Software means the Cublc proprietary solution computer software components that are utilized to provide
the Services to Subscriber as part of this Statement of Work.

Software-as-a-Service or Service means the capability provided by Cubic to the Subscriber to use the
proprietary AFCS running in the cloud infrastructure on a subscription basis. The technical and
professional activities required for establishing, managing, and maintaining the cloud environments are
under the control of and are the responsibilities of Cubic.

Subscriber means the Customer.

Updates means changes to the Software utilized by Cubic to provide the Services to Subseriber, whether
for the purpose of correcting an issue in the Software or enhancing the existing functicnality of the
Software. '

Work-around is a procedural or process change, to be provided and implemented by the Contractor,
upon appraval by the Customer that temporarily circumvents a Problem, ar temporarily prevents the
reaccurrence of a Problem, or reduces the impact of a Problem until such time as a Permanent Fix is
implemented.

Use or disclosure of data conteinad on this sheet is subject Lo he reslieions on Ihe title page of fhis detumenl. Page 3
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SECTION 2.
Scope of Services

2.1 Cloud

Cubic shall provide hosting services for a comprehensive, redundant, secure, highly-available, and
geographically-distributed backend system with comprehensive malnienance services that previde the
Subscriber with the ability to control, support, and monitor the AFC and equipment. The customer interface with
the cloud is via Cubic's service desk, Figure 2 below shows how the service desk uses ServiceNow to conirol
and monitor the cloud-based AFC.,
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Figure 2. How Service Desk uses ServiceNow to Controf and Monitor Cloud-based AFC

2.2 Provision of Service

2.21 Services

Cublc will manage the AFC back office as a service. The managed service includes configuration, maintenance
and monitoring of the AFC back office. In addition to the infrastructure, Cubic will configure, maintain, and
monitor AFC Software.

Use or disclosire of dala conlalned on this sheel is subject to the restricilons on Lhe Ulle page of this document.
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2.2.2 Protection of Subscriber Data

Cubic wili maintain administrative, physical, and technical safeguards for protection of the security,
confidentiality, and integrity of Subscriber data, as described in the documentation. Those safeguards will
include, but will not be limited to, measures for preventing unauthorized access, use, modification or disclosure
of subscriber data.

2.3 System Performance

2.3.1 Key Performance Indicators (KPis)

This service level agreement sets the target levels of system availability to be at minimum 99.9%. !f the cloud
service offering fails to be available for ninety-nine and 9-tenths (99.9%) of the time in any calendar month
(“SLA"), then the Customer may request a service credit to apply to the next invoice of subscription fees in
accordance with the below chart.

Service Credits are calculated as a percentage of the tolal cloud services fees paid by the customer for the
billing cycle In which the outage occurred (measured monthly) in accordance with the schedule below. The
maximum amount of service credits Is 10% of the cloud service fees.

Tabhle 1. KPIs

“Monthly Availability Provided Service Credit per Minute of Downtime
99.8% - 99.9% availabitity T T0.004% of cloud service fees
89.5% - 98.79% availability 0.008% of cloud service fees
Less than 99.5% avariability 0.012% of cloud service fees

“Unavailable" means that the antire Cubic Cloud Service is down except for:

N Scheduled Maintenance Downtime

{ii} downtime caused by circumstances beyond Cubic's control, including without fimitation
modifications of the Cubic Cloud by any person other than Cubic, Custom Applications, a Force
Majeure Event, such as, for example, general Internet outages, failure of the Customer's
infrastructure or connectivity (including without limitation, direct connectivity and virlual private
neiwork (VPN) connectivity to the Subscription Service), computer and telecomnmunications failures
and delays not within Cubic's control, and network intrusions or. denial-of-service or other criminal
attacks. The Cuslomer must request all service crediis or service extensions in writing to Cubic
within thirty (30) days of the end of the month in which the SLA was not met.

{iii) Non-preduction environments

Note: “entire Cubic Cloud Service Is down” is defined as the Cloud service is unable to process debil and credit
transactions.

2.3.2 Database Performance

The hosted AFC system database will respond to the following user queries within 15 seconds:

« Transaction history for one card for the last 30 days
= Sales summary for a day
o Ridership summary for a day
« Stored value liability summary for the last month
Note the above query performance numbers exclude external network performance factors.

Use or disclosuie of dala contalned on ihis sheel s subjet la (he restriclions on the litle pago of 1his documenl. Pzape 5
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2.4  System Reliability

2.4.1 Disaster Recovery

Cubic will provide a high availability system that offers maximum protection against data loss and system failure.
The system is designed to guarantee recovery from the loss of system components during operation. Cubic will
submit a custom disaster recovery plan within thirty {30) days afier NTP. This plan will describe a dala backup
and recovery method that ensures minimal data loss in the event of a catastrophic event or system failure
impacting one (1) or both hosting sites.

242 Dafa Backup and Archive

Cubic will use Industry best practices for cloud-based database backups and archiving. This backup includes,
but is not limited 1o, system parameters and setlings files, data transferred (ransaction and event) from the fare
collection equipment, and all operational parameters for all fare collection equipment,

Cubic will provide a comprehensive set of toals and a GUI with full menu interaction and aiso provide command-
line-based administration capability. This application allows for complex policy-based backups to be scheduled
for both files and database backups which can be automated or user controlted. The GUI also aides in the
recovary process of data,

Backup and restore policies safeguard all data within the Cloud Infrastructure |s correctly backed-up to disk and
electronically to an offsite dala backup facility. In addition, backup processes will aiso include pericdic
restoration tests lo prove the existing infrastructure.

2.5 System Security

Cubic will certify the back office cloud service as a level-1 service provider. Cubic will maintain information
security policies and procedures covering operations and maintenance of the back office cloud environment in
accordance with applicable PCI standards, industry best practices, and state and local faws.

The Subscriber is responsible for configuration, operation, psrformance, and security of all equipment and
computing resources used for connection to the Cloud services, including any gateways or other devices you
use to connect which are not managed by Cubic. Cubic will not be held liable for a breach or compromise that is
initiated by insecure endpoints or infrastructure that is the Subscriber's respansibility.

2.6 Payment Processing

Cubic will deploy the Cubic Payment Application (CPA), interfacing with a bank acquirer which will be
responsible for the processing of payments, including credit cards and debil cards for sales through MPOS,
mobile application, and Cubic’s Ticket Vending Machine (TVM) devices as well as the website.

CPA will interface to the following devices and systems:
s«  AFC System Devices
Customer Service Terminals
« Cubic Customer Relafionship Management System
«  Customer and Institutional Websites
Cubic will provide a payment processing API, including all required security protocols, to allow third-party
devices to process payments through the payment application. If the EMV option is executed, all back end

Usa o disclosule of dala conlalned on this sheel Is subject la h:a reshictions an the lie page of (his document. Magud
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syslems accepting bank cards for payment will be certified as compliant with the Eurcpay MasterCard and Visa
standards In effect at the time of Cubic system delivery, and capabie of being cerlified to newer versions via
software updates. Devices and systems accepting payments will support configurable minimum and maximum
payment amounts. The minimum and maximum amounts will be able to be independently set by distribution
channel and payment type. The Subscriber is the Merchant of Record and is responsible for all assoclated
costs, including any and all payment processing charges regardless of whether they happen at TVM's, on-line,
or via the mobile app.

2.7 System Hosting

The back end system provided by Cubic will be hosted by two (2) existing geographically-separated public cloud
hosting sites physically located within the continental United States. Functionally identical back end instaliations
will be provided by Cubic at two (2) sites to provide system redundancy. Each back end installation provided by
Cubic will include all customer-facing and operation-critical Systems. Cubic will be responsible for all system
installations at the hosted siles, provisioning of the back office system within the applicable cloud-based
infrastructure, including all computer, networking, communications, and application installations. Cubic will
provide all necessary internal communications and hosting space to support the installations and will be
responsible for all back end operations and maintenance. The Subscriber will be responsible for fare policies,
user role definilion, and custom reporis generation. The customer will provide the internet WAN ccnnection and
origination VPN at the on premise sile, Cubic will provide the application as a service.

2.8 Data Repository

Data received from the various systems will be maintained In the database at the individuat event, record, or
transaction level. The data repository will store all transaction data generated by the system but will not store
customer Pli. The data repository provided by Cubic will provide online access to detailed transaction
information for no less than seven (7) years following the date of generation. Summary data, to be defined at the
time of NTP, will be available for at [sast ten (10) years. Data captured in the data repository provided by Cubic
will include at minimum: ‘

« Fare media and product sale transactlons

+ Fare use transactions

«  Fare inspection transactions from the ATP

» Customer service records from the customer service systems
« Device events and alarms from manftoring systems

»  Device audit register data

« Fare media inventory data

« Financial data and accounting entries

2.9  Access to AFC Reports and Status

Subscriber will have access to revenus, ridership, device data reports, and a monitoring system. The data sets
generated by these reports and monitoring tools can be viewed either by their source or by having an exiract
(typically a CSV file) created by either Subscriber staff or by Cubic operations staff.

Regarding Network repotiing, Cubic will expose pre-configured and Ad Hoc views of the neiwork status from the
network monitoring toolset. The system and network moniloring tools provided by Cubic will provide device
up/down status as well as resource reporting where applicable.

\Use o1 disclosur of dala confained on Ihts sheal is subjeel lo ths reskictions on the lifle page of this dotument Page 7
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The NextFare system provided by Cubic will include full access to the NextFare instance for control and
implementation of all Subscriber fare policy and business rules, device configurations, and other NextFare
functions. This will allow the Subscriber fo maintain operational and configuration control, fraud detection, and
management of transit benefils.

Systems administrator access to the NextFare system will be provided by Cublc for user (D and password
assignment as needed and determined by Subscriber staff. Operational procedures for access must be defined
by the Subscriber no later than ninety (80) calendar days prior to going live.

2.10 System Monitoring and Alerting

All equipment will be connected via the Subscriber Ethernet WAN and routed through tha firewall via secured
VPN to the Cubic Cloud Infrastructure. These devices may be monitored through Cubic's AFC monitoring
system for heartbeat, health, and status. All devices will be thoroughly tested for malntenance of all existing
features and functions preserved into the cloud environment. Additionally, all devices will be tested fo confirm
they continue to meet all performance requirements provided herein. The following agency-specific devices will
be manitored: ‘

« Light Rail and Metro Ticket Vending Machines (TVM)

»  Metro Gates

2.11 Supported Applications and Services

Applications supported as part of this service are shown in Table 2.
Taple 2. Supporled App.«catmns

S "'__Descnptlon of Application” -~

NextFare 7 The NextFare Central System (NCS) conS|sts of a ne(WOrk of

computing devices, which manage fare collection processes
CPA The Cubic Payment Application processes credit/debit card

payment requests from fare collection devices, requests from
. SOAP client applications, and securely stores sensitive credit card
data
AFCMS The Aulomated Fare Collection Monitoring System (AFCMS)
provides device monitoring independent of the NCS with the
purpose of providing problem notification for device faults and in
and out of revenue service status

Reporling Engine Creation and production of NCS reports
Event Collector Offloads event processing from NexiFare
Cubic Notification Gateway Application that sends email notifications
NextFare Integration Service integration application that ties and orchestrates applications
Payment Abstraction Layer Common front end layer for applications for payment processing
Data Warehouse Data received from the various systems will be maintained in the
data warehouse
AppMon Application allowing Subscriber queries and various diagnostics on
the Cubic system to monitor the health of the system and send
alerts
Usa or disclosuie ol dala conlained on this sheal is subject to Ihe resklctions on (he lille page of his document, Praga 4
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Updates will occur as needed to maintain alt the deliverables and requirements stated in this document, and
may include some or all applications fisted in Table 2 above, as well as supporting third-party applications. The
Update may also include a software release to the back office to include Subsctiber requested bug fixes,
enhancements, new features, and could contain other projects fixeslfenhancements.

Cubic reserves the right to update services and applications for security and enhanced performance while
maintaining the KP!s defined herein. :

2.12 Mobile App Sever Service Levels

2.12.1 Performance

Response Times - Response times for Program shall not exceed five (5) seconds per transaction for real time
request by Users.

2122 Service Levels

Cubic's subcontractor Passport shall provide hosting for the Passport App Server and shall comply with the
following service levels with respect to the production environment: (a) Passport shall provide Users with rolling
Passport App Server avallability (“Uptime”) of 99.9% calculated on a rolling 6 month basis. If the six (6) month
uptime percentage drops below 99.9% during any month, we will discount our fees as provided in section 2.12.4
below; (b) The Passport App Server is considered unavailable for any period of time {measured in minutes)
("Downtime”) during which the -Passport App Server is materiaily impaired such that Users cannot access the
Passport App Servers. Downtime does not include periods of time during which the Passport App Server is
unavailable as a result of (a) Maintenance Services, (h) any failure or defect of Customer's or a third party's
equipment, software, facilities, third party applications, or internet connectivity (or other causes outside of
Passport's firewall), or (c) a Force Majeure Event. "Maintenance Services” means any planned maintenance by
Passport.

2.42.3 Service Clredits

For any calendar month in which the system Uptime, calculated on rolling six month basls, is less than 99.9%,
Passport shall issue a credit to Customer within thirly (30) days after the end of the billing cycle or as agreed
between the partles as follows.

Lowest Uptime Curing Month Credit

. Atleast 89.5% but less than 99.9% 1% of the Monthly Fee for the applicable calendar month

. At least 97.0% but less than 99.5% 5% of the Monthly Fee for the applicable calendar month

- Afleast 95.0% but less than 97% 10% of the Monthly Fee for the applicable calendar month

- Less than 95% 25% of the Monthly Fee for the appficable calendar month

2.13 Warranty of Maintenance and Support Services

The Contractor shall provide Maintenance and Support Services in a good and workmanlike manner by property
qualified individuals.

2.14 Service Desk/Technical Support

Cubic will also provide telephone and email access to Subscriber personnel for Cubic's Technical Support
Service Desk. Tho Service Desk will provide 24x7 access to non-automated support for incident reporting,

Usn of disclasure of dala conlained on fhis sheel |s subjecl 10 the reslriclions on |he fitie page of Ihis document. Pagi i
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including requests for defect analysis, trouble-shooting, cdlarification of applicable Documentation,
feature/function explanation, systems monitoring, and various otfter technical support activities, as required, for
service issues.

2.15 Onsite Technical Support

Cubic will staff an Engineer onsite at Miami's offices and wil allocate 40% of his time directly to Customer's
requests. Should there be an urgent requirement or incident the onsite Engineer will be prioritized to asslst
Miami as necessary in addition {o remote support that will assist the onsite Engineer.

The main function is to configure the central computer system, apply system changes, support field technicians
using the fare collection system, manage projects related to the system, and interface with regicnal partners'
project managers to remedy their system problems, Issues and concemns. See chart below:

Task o . Location
Administer, maintain and Lroublestiool the following Automated Fare Collection highly specialized systern components

Nextfare — central computer system ‘ o ‘ Remote
Cuble Payment Apphication [CPA) —credit card processing system Remote
Fleld equipment monitering system [excluding aciua! device menitoring) Remole
Reporting - provides back-office reconellatlof reporting to Finante, €asy Card Center, SFRTA and flald technicians Remote
Responsible for the {ollowing system changes

Software upgrades for all field equipment Onslla
Software upgrades for Nextfare and CPA Included minor NCS and CPA updates Remota
Maintalning current fare tables . Onsile
System Testing

Design test documents and procedures o S Remote
Test all deployed systems software Rembte
Conduct syslem analysls Lest aftes changes Onshe
Review test dala Remaote
Revlew test resulls Onsfie
Submit Lest results to management Onslte
Ozploy all syslem updates Onsite
Maintain and support current Lest and produclion appllications Mixed
liaison with CUBIC englneers 1o fixissues Cnslte
User Support

Work with Customer support eenter Lo resolve custemerfpatran problems o ) ” - ‘ o Onslte
Work with Field Engineerlng department ta deploy upgrades for rail-gates and fare-boxes Onsita

A, Support personnel shall be thoroughly trained and familiar with the oparetion of all syslem reporling, system sofware and hardware.
Suppor personnel shall acl in a cooperalive manner 1o Increase the County personnel's abillty 1o perform faull focalion, correclion, and
preventive malnlenance and shall ba compelent 1o provide an on-going exension of the more formalized \rmlning specified elsewhere In 1hls
saclion. The Contractor shall penmil “shadowing™ of support persannel by Counky stalf for Iraining purposes at any given time.

8. The Conlraclor shall perform a review of the business praciices to identify the best use of the praposed Syslem and make
recommendallons lo improve efficiencles. The Contraclor shell have onsile subject malter experis 1o analyze Ihe existing ulilizalion of cument
{echnology and make recommendations on how 1o incorporale indusiry best practices {brough the praposed Syslem. The business and
lechnology analysis shall idenfify areas that can be improved. The analysls shall dafine {he variance hatween business requiremenis and
naw capabililies Lthrough the proposed Sysfem.

2.16 Onsite Training

The Customer may require training from the Centractor at Contractor's hourly rate for training. The date and
time of the training shall be mutually agreed upon between the County and the Gontractor.

2.17 Sofiware Operation and Maintenance

Cubic will be responsible for operation and availability of all back office applications. Cubic will provide updates
for the Service as required to ensure the services continue to meset Service-Level KPls, deliverables, and
requirements as defined herein. The Updates will apply to the entire hosted system environment.

Use or discloswe of dala canlained on this sheal is subject lo the reslricions on Iha fifle page of this document. Page 10
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2.18 Interfaces and APls

Cubic agrees to maintain the external data integration interfaces (including AP functicnality) with Subscriber's
systems, so as to provide access to the systems. The Customer may request from time to time enhancements
to the Software which would involve the development or use of application programming Interfaces (“*APis”)
between the MDC system software and other transit related systems and applications furnished by MDC or third
pariies. Cublc shali develop and provide MDC, upon request, and at the stated hourly rates herein (applicable
to all API development), external Cubic interface specifications and APls so as to enable such intercperabllity
with such other transit related systems and applications. MDC is granted a non-exclusive, royally-free, non-
transferable license to use such specifications and AP[s for the express purpose of supporting the fare collection
operation of the MDC system during the term of this Conract (and any extensions). This license includes a rlght
fo sublicense and provide such external Cublc interface specifications and APls to third parties who are not
competitors of Cubic for the same express purpose as described above, subject to the same license terms and
limits, and confidentiality provisions of this Gontract. Any other use outside of the fare collection operation of the
MDC system is prohibited. Notwithstanding the foregoing, the parties acknowledge an objective {o create
interoperabilily between the transit environment and other regional transportation nodes such as parking, bike
share, traffic management, and road tolling systems. Cubic agrees to work in gocd faith to support such efforts
on commercially reasonable terms.

2.19 Deliverables

Cubic will provide design documentation In accordance with Table 3.
Tabled. Deﬁerab!es

L CDgliverable s T ST Duet i
Server Design Doéurhent T S 90 day after NTP
Backup Design Dosument : 90 days after NTP
Application Delivery Design Document 80 days after NTP
Network Design Drawing . 90 days after NTP
Vso or disclosure of dats conlained on this sheel is subject Lo the restrictions on Ihe lille page of lh;s docurnent - Page 11
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SECTION 3.
Terms and Conditions

3.1 initial Term

The initial term (“Initial Term") of this hosted Service will be ten (10) years after the effective date of
service commencement (e.g. swilch over from current on premise to the cloud). The pricing for any
renewal term will be the same as that during the immediately prior lerm, unless Cubic has provided
wrilen nofice of a pricing change al least seventy-five (75) days before the end of that prior term, which
increase will be effective upon the renewal-effective dale and applied during the renewal term. A price
increase will not exceed ten percent (10%) of the of the previous year's contracted subscription price,

This Agreement may be construed as an End User Agreement for purposes of third party software utillzed
to host the Cloud. Accordingly, Subscriber acknowledges that each third party software providers may be
considered a third party beneficiary in the event that Subscriber breaches or otherwise defaults under the
terms of this Agreement.

3.2  Access to Information

In relation to this Agreement, the Customer shall be responsible to provide the Contractor with the

following:
1. Access to Software: The Customer shall grant the Contractor or Ils representatives, upon
approval, access to the Software that Contractor might require from time to time.
2. Customer. andfor Transit Facilities: The Customer will provide appropriate escort and

access to physical equipment as needed.

3.3 Contact Representatives

3.3.1 Customer Contacts

The Customer contact representative shalil be the Project Manager or designee. The Customer may, by
notice in writing to the Contractor, substitute other employees or agents as ils designated representatives
for purposes of this section.

3.3.2 Contractor Contacts

The Contractor shall provide the Customer Project Manager with the contact information of all contract
representatives, including the Contractor's Project Manager, and key maintenance and support
personnel, upon the commengcement of this Agreement.

Any changes to the Contact Representatives during the term of this Agreement shail be submitted to the
Customer prior to the change, whenever possible, or immediately thereafter.

Usa ol digciozure of dala conlalned on this sheel s sublec! to lhe reslictions an lhe Gille page of hls document, e 17
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3.4 Payments

In payment of the services to be provided by the Contractor hereunder, the Cuslomer shall pay
Contractor on an annual basis the yearly amounts listed in Section 1 of Schedule B. Payment of any
extension period or period not lasting one year In duration shall be made on a prorated basis, and billed
not prior to 30 days after the extension period expires. The Contractor shall inveice the Customer for
Maintenance and Support Services annually in advance, unless the Customer terminates Maintenance
and Support Services for a subseguent Maintenance Period as provided herein. All payments (o
Contractor under this Agreement shall be payable in U.S. dollars, and paid within 45 calendar days from
receipt of invoice.

All travel costs and travel related expenses incurred by the Contractor shall adhere to CH.112.061 of the
Florida Statutes as they pertain to out-of-pocket expenses including employee lodging, transportation, per
diem, and all miscellaneous costs and fees. The Customer shall not be liable for any such expenses that
have not been approved in advance, in wrifing, by the Customer.

3.5 Termination

The Customer, at its sole discretion, may terminate this Agreement within sixty (80) days notification to
the Contractor. The Contractor, upon notification of termination, shall refund lo the Customer the pro-
rated portion of the prepaid and unused amount for Maintenance and Support Services. The lermination
of this Agreement does not release the Contractor's obligation to deliver permanent resolution to any
open problems reported to the Contractor as specified in the Maintenance and Support Table (Table 1).
Refund of any amounts by the Contractor to the Customer shall be made only after all open commitments
andfor any outstanding obligations have been agreed {o and finalized with the Customer.

3.6 Confidentiality

1. All Customer and Coniractor Developed Works and other materials, data, transactions of
all forms, financial information, documentation, inventions, designs and methods obtained from each
other in connection with this Agreement for which the parties hold the proprietary rights, constitute
Confidential Information and may not, without the prior written consent of the disclosing party, be used by
the other party or its employees, agents, subconiractors or suppliers for any purpose other than for the
fulfillment of both parties obligations under this Agreement, unless required by law. [n addition fo the
foregoing, all Customer employee information and Customer financial information shall be considered
Confidential Information and shall be subject to all the requirements stated herein. Neither party nor its
employees, agents, subcontractors or suppliers may sell, transfer, publish, disclose, display, license or
otherwise make available to others any part of such Confidential [nformation without the prior written
consent of the disclosing party. Additionally, the parties expressly agree to be bound by and lo defend,
indemnlify and hold harmless the disclosing party, and its officers and employees from the breach of any
faderal, state or local law in regard to the privacy of individuals,

2, The Custemer and Confractor shall advise each of its employees, agents, subcontractors
and suppliers who may be exposed to such Confidential Information of their obligation to keep such
information confidential and shall promptly advise the disclosing parly in writing if it learns of any
unauthorized use or disclosure of the Confidential Information by any of its empioyees or agents, or

e
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subcontractor's or supplier's employees, present or former. In addition, the parties agree to cooperate
fully and provide any assistance necessary to ensure the confidentiality of the Confldential Information.

3. It is underslood and agread that in the event of a breach of this Article damages may not
be an adequate remedy and the disclosing party shall be entitled to injunctive relief to restrain any such
breach or threatened breach. Unless otherwise requested by the Customer, upon the completion of the
Services performed hereunder, the Contractor shall immediately turn over to the Customer all such
Confidential Information existing in tangible form, and no copies thereof shall be retained by the
Contractor or its employees, agents, subcontractors or suppliers without the prior written consent of the
Customer. A certificate evidencing compliance wilh this provision and signed by an officer of the
Contractor shall accompany such materials.

3.7 Subscriber Data Portability and Deletion

Upon request by Subscriber made within thirty (30) days after the effective date of termination or
expiration of the hosted Service, Cubic will make the Subscriber Data available for axport or download.
After that thirty (30) day perlod, Cubic will have no obligation to rmaintain or provide Subscriber Data, and
will thereafter delete or destroy all copies of Subscriber Data in Cubic systems or otherwise in Cubic’s
possession or control as provided in the Documentation, unless legally prohibited.

3.8 Transition

Following the Initial Term of the hosted Service, the following are available to ensure continuation of
service:
Renew the existing contract agreement and continue the Hosted Service with Cubic, or
« Transfer the Cubic NextFare and relaled software rights under a Software License (and other
third-party applications/licenses), as required to permit the confinued operation of the Hosted
Service direcily to Subscriber, or '
. On Premise - Provide instructions and requirements to mave NextFare and associated AFC
applications for Subscriber to set up and operate an On Premise Back Office, subject to a
NextFare Software License (and other third-party licenses).

3.8.1 Transfer Capability

Ownership of the Software, including NextFare remains unchanged from hosted Service and shall remain
with Cubic or relevant third-party. Subscriber will be granted a NextFare Software License {(subject to
license fees), with a right of use falong with third-party software and assoclated licenses) permitting
Subsctiber to obtain Cloud Service directly from the provider. All costs associated with the hosted Cloud
Setvice would be assumed by the Subscriber,

The NextFare License right can be established, allowing continued use in the cloud environment for 2
mutually-agreeabie period, All responsibility for operation and administration would then be assurmed by
the Subscriber; however the Subscriber will be able to separately contract for Cubic to perform the
Software maintenance applicable to the NextFare instance of the software.

Use or disciosure of dala conleined on §is shecl is subject o the restriclions on Ihe lide page of thls document. Fioge 14
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38.2 On-Premises Capability

Cubic will provide instructions and requirements for moving NextFare and associated AFC applications for
Subscriber to sel up and operate an On Premise Back Office server. Nextare applications wili be
transferred from the cloud environment onto nominated Subscriber server hardware. Cubic would provide
professional services, as needed, at the then current Cubic prevailing labor rates.

NextFare software use (along with third-padylsoftware and associated licenses) would be addressed in a
NextFare Software License (subject to royalty fees) with a right of use on Subscriber's On-Premise Back
Office server hardware. All associated costs would be assumed by the Subscriber.

The NexiFare License right can be established, allowing continued use on the On-Premise server
hardware for a mutually-agreeable period. The Subscriber may wish to separately contract for software
maintenance applicable to the NextFare instance of the software. Cubic will provide professional services
as needed at the prevailing Cubic labor rates. '

For any of the aiternatives described above, Cubic can support the Subscriber's plan under a professional
services agreement to assist in the migration of services, as well as provide an end user Software
License arrangement and ongoing hardware and software maintenance and support.

Use or disciosure of dala contained on Lhls sheel Is subjocl Io the resliiclions on the lite page of his docurmenl. Page 15
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SECTION 4.
Proprietary Rights

4.1 Cubic's Rights

Cubic is the owner and reserves all rights, title, and interest in and to the intellectual property underlying
the Services and Software provided hereln, including but not limited o, all related inteliectual property
rights fo and in the Services.

4.2 Subscriber's Obligaticns

The Subscriber shall not, nor shall it allow a third Party acting on its behalf, create derivative works based
on the Software, or otherwise copy, frame or, mirror any part or content of the Software, reverse engineer,
or build a competitive product or any cloud or service based on information learned from the Software-as-
Service provided by Cubic.

Use or disclasura of data contalned on (his sheel is subjecl lo The restrictions on the litle page of this document. Page 16
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SECTION 5.

Hourly Rates
Additionat Onsite Training

Any requests by the Customer for the training of personnel during the term of this Agreement will be
provided to the Customer on an hourly rate basis. This is to include any required preparation of the
training material, documentation, instructor course outlines, and the actual platform training delivery.
Training delivery shall be the responsibility of the Contractor. The following rates shall apply:

Year 1 - March 1, 2016 — February 29;;;017 $218.92
Year 2 - March 1, 2017 — February 28, 2018 $226.58
Year 3 - March 1, 2018 — February 28, 2019 §234.,51
Year 4 - March 1, 2018 — February 29, 2020 $242.72
Year 5 - March 1, 2020 — February 29, 2021 $251.21
Year 6 - March 1, 2021 — February 28, 2022 5260.00
Year 7 - March 1, 2022 — February 28, 2023 $269.10
Year 8 - March 1, 2023 — February 29, 2024 $278.52
Year 9 - March 1, 2024 — February 29, 2025 $288.27
Year 10 -~ March 1, 2025 — February 29, 2028 . $298.36

Software Modifications and Enhancements

Any requests by the Customer for Software modifications or enhancements during the term of this
Agreement shall be provided to the Customer on an hourly rate basis. The hourly rate shall not be
inclusive of any travel and per diem expenses. The following rates shal! apply:

Year 1 - March 1, 2016 - February 29, 2017 525800
Year 2 - March 1, 2017 — February 28, 2018 $268.00
Year 3 —March 1, 2018 — February 28, 2019 $277.00
Year 4 - March 1, 2019 — February 29, 2020 $287.00
Year 5 - March 1, 2020 — February 28, 2021 $297.00
Year 6 - March 1, 2021 — February 28, 2022 5307.00
Year7 - March 1, 2022 Z February 28, 2023 $317.00
Year 8 - March 1, 2823 — February 29, 2024 $327.00
Year 8 - March 4, 2024 — February 29, 2025 $337.46
Year 10 -yarch 1, 2025 - February 29, 2028 $348.26
Use of disclosure of dala conlained on s sheel is subjast to Ihe 1estdglions on lhe il page of this dncun;or;l. 7I";gn 17
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SECTION 6,

Confent Publishing

8.1 Puhtic Engagement

A, In accordance with the approved marketing plan, DTPW will implement and psrform one of more
public information and marketing campaigns (each a "Marketing Campaign") in connection with the rofl
out of each Phase. Cubic will coordinate with DTPW marketing staff to ensure proper alignment with
DTPW.

B. Notwithstanding any provision of the contract, to the contrary, Contractor shall have no right to
use any element or aspect of or right to placement of any advertising, marketing or other private (non-
Transit Agency) information on any of the fare system, Contractor Provided Fare Media (including Virtual
EasyCard Cards), the EasyCard Mobile Application and System, or SFRTA Mobile Funclionality, or 1o
market or advertise lo customers of the Transit Agencies without the Approval of Lhe respective Transit
Agency. In addition, Contractor shall have no right to use the name or any Trademark of a Transit
Agency without the Approval of the respective Transit Agency.

C. “Advertising Content” means advertising, marketing, or similar content and communications
{other than communications involving the utilization of the EasyCard Mobile Application itself) delivered o
users of the FasyCard Mobile Application or consumers for whom the functionality of the optional SFRTA
OBP Application is utilized. Advertising Content may include, by way of example and not limitation,
placement of text advertising or announcements within menus of the EasyCard Mobile Application,
placement of graphical andfor text advertising or announcements within graphical dispiays of the
EasyCard Mobile Application, “push” messages delivered through the EasyCard Mcbile Application,
advertisements printed on paper tickets generated through the Metra OBP Application, sponsored
information or other content embedded in the trip planner functionality of the EasyCard Mobile
Application.

D. The EasyCard Mobile Application and System shall include the capability to dellver Advertising
Content by virtue of publishing and intelligence features delivered as part of a Contractor supplied
advertising tool and Advertising Optimization Functionality. The subject matter of such Advertising
Content may consist of advertising, service announcements or other content produced by the Transit
Agencles or their designees (*Transit Agency Advertising Content") and may consist of advertising,
marketing, sponsored content or cther content or communications produced by the third parties {"Third
Party Advertising Content"). Such content is further described and categorized below:

T R

pecific Promotional messaging any of the fransit | Free

' agencies would like to publish using the full
capabilities of the EasyCard Mobile Application
and System to promote the use of transit
services, the fare system, and/or the EasyCard
Mobile application. DTPW

1. Transit Agency S

2, Page Sponsorship Building any page with an advertisement or logo | Cubic will submit
sponsored by the advertiser. This might occur | a proposal for
where an advertiser, (e.g., Starbucks, Cadillac) | each deal
approaches the transit agencies with a deal to pwt
thelr lego on a specific app page.

3. Low Tech — Wide Distribution | Utilizing the staging and publishing portion of the | Net Ad revenus
Ads Nextwave advertising tool to broadcast ads (e.g., | split 40% to the
banner ads tarpeting all mobile app users). This | Transit Agency
might occur where an adveriiser, (e.g., Best Buy) | and
approaches the transit agency with a Christmas | 60% to Cubic
sale sent to all mobile phones.

4, Third Party Enhanced Transit Agencies allowing an advertiser to utilize | Net Revenue

Use of disclosure of dala conlalned on Lhls sheel Is subjecl {o the reshiclions on the kille pags of ihis document. Paga 19
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Advertising some or all of the inteligence gathered by | split40% 1o
customer use of the Mobile Application, | Transit Agency
NexiWave, the app server and the fare system to | and

target advertising to specific customer profile | 60% lo Cubic
groups, {e.g.. Punkin Donuts free donut with
coffes to DTPWGreen line/Bricke! frequent
customers) or anonymous individuals.

5. Cubic Provided Enhanced | Transit Agencies alfowing Cubic to utilize some or | Revenue split
Advertising all of the intelligence gathered by customer use of | 40% to Transit
the Mabile Application, NextWave, the app server | Agency and

and the fare system to larget advertising to { 80% lo Cubic
specific customer profile groups, (e.g., Dunkin
Donuls free donut with coffee to DTPWGreen
iine/Brickel frequent cusiomers) or anonymous
individuats. This calegory is established for those
initiatives  originated by Cubic wherein the
promotional partnership and commercial offering
is presented to the agencies for approval.

The revenue in categories 2 lhrough 4 are the actual net revenues received by DTPWDTPW from such
third-party contractor (netling out sales fees, commissions or other amounts retained by such third-party
contractor}.

In connection with any Advertising Program which DTPW Project Manager Approves to be fully
implemented by Contractor as described in calegory 5 in the table above, the Contractor shall enter into
contracts with advertisers and shall process all advertising materials and place such materials on the
EasyCard Mobile Application and pay all direct and indirect cost of such Advertising Program, and in
consideration therefor shall receive a cornmission in the amount of 30% of the gross revenues from such
advertising (not netting out of any costs, overhead, markup, sales fees or commissions, any amounts
retained by others, or any other amounts).

D. In each case, ihe policies concerning the volume, types, permissible subject matter, location and
olher aspects of the manner in which such Advertising Content may be wtilized on the EasyCard Mobile
Application and/or through the functionality of the Metra OPB Application shall be as agreed by the
Transit Agencies in accordance with the Transit Agency [GA.

The delivery of Advertising Content on OBP printed tickels is not included as part of this Third
Supplement. [n the event that the delivery of Advertising Content on OBP printed tickets is deslred,
Contractor will provide a proposal to enable this capability.

E. Prior to launching EasyCard Mobile Appiication publishing and inteliigence feature capabilities
needed to deliver Adveriising Content based on the content categories generally described in the table
above, Contractor will submit a detailed Advertising And Promotions Program Ptan which will address and
describe in greater detail:

1. The publishing and intelligence features, functions and capabilities utilized by the
Contractor provided adverlising tool to ultimately deliver the Advertising Content by
category as described in the table above

2. The business and technical support services that will be provided by Contractor related to
each of the category of Advertising Content described in the table above which will
include configuration of the advertising lool to coordinate delivery and priaritization of
Advertising Conlent to a customer's mobile phone

3, Advertiser engagement models for transit direct and authorized 3" party advertiser
opportunity assessment, integration, and support (categories 1 through 4)

e 14 T WAL e Sl ST N L — S
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4. Advertiser engagement models for Contraclor sourced advertising opportunities
(category 5)

5. Advertiser opportunity summarization, presentation, and valuation guidelines
6. Privacy and data protection practices

7. Adverliser opportunity development, categorization, registration, and tracking
8. Advertising Content revenue tracking, coliection, and distribution processes

9. Advertising And Promotions Program Plan overall performance assessment and
benchmarking of advertising yields and revenue share formulae

Commercial representations as to the availability of the pubfishing channel will be subject to prior
‘approval and adoption by the DTPW Program Manager of the Advertising and Promotions Program Plan.

F. in keeping with the Approved Advertising And Prometions Program Plan, Contractor may, from
time to time, submit to the DTPW Project Manager proposals to implement programs to deliver Third
Party Advertising Content to consumers through the EasyCard Mobile Application and/or Mefra OPB
Application (“Advertising Sales Programs™) for review, constderation and Approval by the Transit
Agencles. The Transit Agencies have no obligation to approve any such proposals and the Transit
Agencies retain the right to solicit other proposals and tfo enter into agreements with other parlies to
implement any such Advertising Sales Programs per the categories above and in accordance with the
Advertising And Promotions Program Plan,  As opportunities are developed they will be categorized per
the above schedule and commission structure, Such Commissions shall be paid to the Contractor based
upon the actual net revenues received by Transit Agencies from such third-party contractor (netling out
sales fees, commissions or other amounts retained by such third-party contractor). To the extent that the
Transit Agencies Approve an Advertising Sales Program proposed by Centractor, Contractor shail ensure
that Advertising Content delivered to consumers through the Contractor's Advertising Sales Program is
not treated differently (including with respect to timing, priority, placement) than Adverlising Content
delivered to consumers through other Advertising Sales Programs Approved by the Transit Agencies,
except to the extent such different treatment is authorized in writing by the DTPW Project Manager.

G. The Transit. Agencies shall establish a committee consisting of representatives of each Transit
Agency (the “Public Engagement Advisory Committee”) to address marketing campaigns and
advertising, if any, and related matters, including allocation of costs, expenses and revenues as provided
in the Transit Agency (GA.

5.2 Data Procedures
A The following defined terms shall have the meanings set forth below for 1his Section 6:

“Agaregated Data" means data generated through the aggregation of Application Information,
|dentification Information, Utilization Information, demographic Information and/or other Data, irrespective
of whether or not any pertion of such aggregated data personally or individually identifies any individual or
identifiable group of individuals.

“Application Information” means Data collected, generated, maintained, stored, accessed,
processed or otherwise arising in connection with an individual's utilization of the EasyCard Maohbile
Application and/or the Metra OPB Application or the EasyCard Website, including screens, functionality or
other content accessed by the individual (including time spent on pages and sirilar data).

“Consurmer Data” means any and all personally or individually identifiable data or information {or
data or information which there is a reasonable basis to believe is personally or individually identifiable)
including, without limitation, Application Information, Identification Information, Utllization Information and
demographic information

Use of disclosure of dala conlained on this sheel Is subjecl o the resliiclions on Ihe tile page ol this documenl. Fago i
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"DTPW and SFRTA Data" means any and all Data (excluding Joint Data) that is collecied,
maintained, stored, accessed, transmitted, generated, processed, disclosed or otherwise used in the
course of operating and maintaining the fare system, inciuding any and alt Application Information,
Identification Infcrmation, Utilization Information and other Consumer Data included in the foregoing,

"DTPW Customers’ means those Individuals who utilize any aspect of the fare system to
purchase transit fares for usage of the bus and rail transil system operated by DTPW ("DTPW Transit
Fares") or who establish a EasyCard Account under the OSFS Agreement.

"ldentification Information” means Consumer Data consisting of an individual's [ast name (with
or without a first initial or first name), social security number (or portion thereof), driver's license number,
state or other governmental identification card number, account number, or credit or debit card number.

“Joint Data" means any and all Data that is collected, maintained, stored, accessed, transmitled,
generated, processed, disclosed or otherwise used in the course of operating and maintaining the mobile
licketing server and fare system, which is maintained, warehoused or otherwise stored the Data
Warehouse, including any and all Identification Information relating to any Transil Customer, any and all
Application Information and/or Utilization Information relating to purchases of transit fares from any
Transit Agency {including the nature and amount of the purchases made), utilization of the transit
systems of the Transit Agencies, and any and all other Consumer Dala included in the foregoing.

"SFRTA Customers” means those individuals who utllize any aspect of optional the SFRTA
Mobile Functionality or optional SFRTA OBP Application or EasyCard Web Site to purchase Metra OSFS
Transit Fares.

“SFRTA Data" means any and all Dala (exciuding Joint Data) that is collected, maintained,
stored, accessed, transmifted, generated, processed, disclosed or otherwise used in the course of
operating and maintaining the mobile app server, including any and all Application Information,
|dentification Information, Utilization Information and other Consumer Data included in the foregoing.

“Transit Customers” means DTPW Customers and SFRTA Customers, The Transit Agencies
acknowledge that a single individual may fall within the definitions of one or more of the terms DTPW
Cuslomer, SFRTA Customer and ihat each such definition shall apply to such individual . under the
relevant circumstances.

“Utllization Information” means Consumer Data collected, generated, maintained, stored,
accessed, processed ar otherwise arising in connection with an individual's utilization of an individual's
purchases of transit fares for any Transit Agency (including the nature and amount of the purchases
made), utilization of any Transit Agency's transit system andior any patterns associated with the
foregoing (including any geo-location data collected in connection with the foregoing).

B. Contractor acknowledges and agrees that, as between Contractor and the Transit Agencies, the
Transit Agencies own all Data (including Consutner Data and Aggregated Data) and such Data shall be
considered Confidential Information of the Transit Agencies, with the Transit Agencies' agreement
amongs! themselves determining ownership of such Data amongst themselves.  Contractor
acknowledges and agrees that Contractor shait handie and protect such Data (including Consumer Data
and Aggregated Data) as set forth in this coniract.

C. Wilhout limitation to the foregoing, Contractor shall provide access to the Transit Agencies
through the app server and the Data Warehouse and, with respect to information not readily available in
the app server and the Data Warehouse, as requested from time to time by the Transit Agencies, the
Data of the Transit Agencies in a format reasonably accessible by the Transit Agencies. In addition, to
the extent that Contractor performs any analysis of Data of the Transit Agencies for
advertising/promotional purposes, Contractor shall inform the DTPW Project Manager of the nature of
such analysis and shall make the results of such analysis {(which shall be considered within the definition
of Data) available to the Transit Agencles in a format reasonably accesslble by the Transit Agencies. To
the extent thal the DTPW Project Manager provides written direction to Contractor that identified classes
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or categories of Data (including identified classes or categories of Consumer Data) should not be
collected or relained by any component of the fare system ('Prohibited Data"), Contractor shail refrain
from collecting such Prohibited Data or, if refraining from collecting such Prohibited Data is not technically
feasible, Contractor shall on an ongoing basis immediately delete and not retain in any manner such
Prohibited Data. The DTPW Project Manager shall consult with the SFRTA Project Manager before
designating any classes or categories of DTPW Data as Prohibiled Data. The DTPW Project Manager
shall, at the wrilten direction of the SFRTA Project Manager, designate as Prohibited Data any classes or
categories of SFRTA Dala identified by the SFRTA Project Manager and, the DTPW Project Manager
shall not designate any SFRTA Data as Prohibited Data unless the SFRTA Project Manager so instructs
the DTPW Project Manager. The DTPW Project Manager shall not designate any Joint Dala as
Prohibited Data without the prior written consent of the SFRTA Project Manager.

End of Section

Signature Page Follows
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Signed by and on behalf of Miami-Dade County:

By:

(Signature)

Michael Andranovich, Sr. Contracts Mgr.
{Name and Title)

(Name and Title)

By:

(Signature)

(Name and Title)
Approved as to Form and Legal Sufficiency

By:

(Signature)

(Name and Title)

Corporate Seal Corporate Seal

Use of disclosure of dala conteined on s shest is subject 1o the restictions on the title page of this document, @ Page 23




Cubic Proposal No. P16-005

Miami Department of Transportation and Public
Works (DTPW)

Exhibit A-2

Automated Fare Collection Modernization | Scope of Services

SUBMITTED BY:

Cubic Transportation Systems, Inc.

5650 Kearny Mesa Road

San Diego, California 92111 30 June 2016

This docurnent conlains proprietary informalion ofiginaled or owned by Cubic Transportation Systems, Inc. Neilher this document nor Ihe informalion disclosed herein shall
be reproduced or translerred lo olher documents or used o disclosed 1o clhers for manufacluring or any other purposes excepl as specifically aulhorized in wriling by Cubic

Transporation Systems, Inc. ?j




Miaml-Dade Transit
Fare Syslem Modernizallon Program
PROPOSAL

Tabte of Contents

SECTION 1. EXECUTIVE SUMMARY ..coooreservirmcssisessrsessnssssssssssessmmsasisssassastsssssmmsssessssosansassacsssssenss 171
1.1 INTRODUCTION ..o oottt reere et ererere s eaesiet e s ssesse s ine st bs s snr e et TS 1-2
1.2 UPGRADE AND MIGRATION SERVICE........cc oo i nienans 1-4
1.2.1 State of Good Repair Deperdency ... e e e 1-4
1.2.2 GBI ClOUD COTE eoveeivvetires i ieeresiesseetasevaraaser s e sassatsentabsshes b asesm b eEbbA b s ba b SRR bR s ba e 1-4
1.2.3 Systems Enhancements.......... SR U U O SV SR PO TP PPPOR 1-5
1.2.3.1 Central System Software MoguIes ... 1-5
1.23.2 ClOUD INTTASITUGILTE o\ vvveevevteeesereressiarerststtsreses e bs et snessa s sabars sasap 1S £n s s e s e a0y 1-6
1.23.3 SECUMLY @NA PCl.rcciirivnrc st s e s st s 1-6
1.2.3.4 Agency Access to Central SYSIEM ..o 1-6
1.23.5 Transaction RECOIUS ...ouei.ivrieriian s st rarsnasas e st gars s s sseenn e 1-6
1.2.3.6 Device Configuration and Integration with the Cubic Cloud Platform ..., 1-6
1.23.7 Account-Based Processing with NextAccount R U UPRTUPOTRPTPPRITNY B
1.2.4 EMV Complidnce Option ... e s s 1-8
1.3 CUBIC SERVICES 1o sieevset e sieriies e raeasansetasteseesesaes sesymsmtsbaeb s s sb e et b peas bbb s b s s 1-8
1.4 PROVEN SOLUTION.......c..0u. O P OO O TV 1-910
SECTION2. CUBIC CLOUD PLATFORM: ASSET REFRESH, UPGRADE AND MIGRATION
BERVICE . oot see s sesas st sas s riar st e e rae b 1E RS SE s bR s SO B R AR LR P Y ARBRAE LR SRR SRS AV IR SRR R e 2-1
2.1 OV ERVIEW 1oovvviesise et sereersiesseraesatess et tseseasases e sesbrenesaebebesabsssnsiaesimvsnsararadsbesies e tans st abitst s 2-1
22 OVERALL PROGRAM OBUJECTIVES.... ..ot s 2-2
2.3 CUBIC CLOUD CORE SERVICES ......ocovvriicceniiissnisien i s st as st s 2-3
2.3.1.1 Mobile Orders ..o i, TV O PSRV PPO 2-3
2.31.2 NextFare Central System Upgrades ... i, e 2-4
2313 CRM e oev oo eets e e st et esees st et esaasbsbaa st beoes sasabae thene R s s rden b e b r RS e L R RS E AR TRTIE VRO SRR 2-4
2.3.2 Central System Software ModUIES ... s 2-4
2.3.2.4 TS L0 1 = VOOV PO PP TP TIPSR 2-5
232141 ot T eS 1 =) L= T U O P PSP PPV T 2-6
2.3.2.1.2 NS D ASHDOAIT 11 eeerveeveerrevereiessbarseiaesbaserearasesssystesresERR e brarsndoraas e raRsnasar s s ide bt b 2-7
2.3.2.2 CPA 3 8N POl iiiiiieerereieeesserisectrierteseasssaesassssiheat s aisaTsvaressiss £h fasdbabasbs s aER ETEEa T sa s nsates 2-8
2323 EIEIIFO vvvvsttevreesnesecraeeassersessssnsvaseveentsethe s antsabnssmdebarsesbe s ChEbEE R IR R e e A RE TR aR e s g m R RO bR 1Y 2-9
2324 NBXEINTO REPOMS. .1 veveuienrieiirarensare e bt bbb e 2-10
23241 NEXUINE RIGEISHID .. ceicree e b R e 2-10
2.3.24.2 NEXLUNTO REVEIMUE ..covterirereritriieesisteiaressnsesreassasssesstabndbrbasrabeasesasnssnssaes s sbetsansinsnsasnsasais 2-10
23243 NEXHNTD SAIES 11 crvrirrerrrasirrerersetanrrisisrtestesasssrsasstsesastebesstiesatsns beessmsseirens e ssntasne e b R 1S 2-10
23244 NEXINTO MaINIENANCE cooreirtirrevr o sieba s srmeras e st se e rr b rs sy saek shb b e v e s s R e e st e TR e s a0 2-10
2.3.245 Nextinfo Analysis........cowieein et tersrereeeteteesaareEebers by eh R ime iR sare Ry ape st e a R eR e bR b 2-10
2.3.2486 Nextinfo Gluaries and REPOMS ... i e e 2-11
23247 Nextinfo Standard REPOTNG.......cc i 2-11
23248 Nextnfo Ad HOC REPOTING.....cimriemirercsimrressie sttt s erss st ssnsins 2-12
2325 =Y Lo = T O PSP PP TIPS PSPPI ST TSRPERIRIE 2-12
2.3.2.51 Cubic Payment Application Module. ... 2-14
2326 Cloud INFraStIUCIURE ....ovie e e cnrr e c e s rar st s s e rn i SESTUPOTPURT 2-16
23281 =T TR eI L= =18 v = YT OO UU U OO POV P VP PP IO PTT T PR PTRRIRE 2-16
2.3.26.2 SIVET VIFEURIZALION 1o ioveiseeeeesarbiist e et ss e vt carssabes ebre e e g vaas s pee s me e peR SRR R e v n st e s 2-16
23.2.6.3 Testing of the Cloud SOlULION ... s 2-17
23264 SCUNHY BN PClcuiirioiimcriameiities i it sebe b st s s 2-17
2.3.285 PCIDSS AN PADSS it reeeeirie e v e bbb s bR et 2-18
2.3.26.6 o 1T Lo TP PO S PP PPV L P S PR T T e PRSI 2-20
232867 Data Backup and AFCHIVE ... oo st st s s e 2-20
23268 DTPW ACCesS 10 Central SYSIBM et s s s 2-20
23269 System AdMINISIAtION ... et et 2-21
2.3.2.6.10 DEVICE IMONTEOMITIE ... vovriesereere ettt e e s bbb e s 2-22
2.3.2.6.11 TranSaCHON RECOIAS ..vvevrii it re st st st b saa bbb s e s e 2-223
2327 System ERRANCEMBNLS ...u. vt st s b 2-233
Cublc Proposal Mo, P18-005 Page i

Usa or distiosure of deta conlained on thls sheel s sublect o the restrictions on Kie tile page of thls documen. z?/




Mlami-Dade Transli

Fare Sysiem Modernizalion Progra
TECHh:'ICAL :‘Rgr’osml_‘ nFrosram C U B i C
2.4 SOGR DEPENDENCY - TVYM KIT, GATE KIT, AND FAREBOX KIT .o 2-23
2441 DTPW Devicg UPGrades ..ot s s s 2-23
2.41.1 Ticket Vending Machines ..........c...... e hreretereeeraaRer t et eat s e e ettt 1 e e e e et ddA b e 2-23
2.4.1.1.1 Hardware Upgrades ... s e e 223
2.414.1.2 SOfWEANE UPGIaOES ....cco v ievi st et ettt e e e e 2-244
2.41.2 B 1. cvveiereseeeereraaber sty enneotiete by rasdnee s inae s es b easbeaes Ee AU AR R AR LR RAR e AR AR AR AR RS 2-24
2.41.24 Hardware UDGrades ....c..co e ceiisis it e ser st s et g1 2-24
24.1.22 SOfWATE UPGIAUES....ereeiiicaiiins et i s s e bbb s 2-25
2413 ==y 0 03 0 1= TR TR O OO O U PR TP PRI 2-266
2414 Multipurpose PNt Of Sl .......viemmmissimei s s s e 2-266
242 SFRTA Device UPGragdes .....u. e s st 2-266
2.5 EMV UPGRADE OPTION ..o.coiii ettt sr st erss s nies s s stesias e s sansnsane st s pessanny 2-266
2.6 BACK OFFICE UPGRADES FOR NEW FEATURES AND EXTENDING THE DTPW
IMOBILE APP ..ot eeeetees s etees bt eesorsssisesssastaressasassasssessamsnsosssanssarsaessssss inssasrantesineras svatensns o220
2.61 NextFare Central System Upgrades ... s s s 2-26
2611 MODIIE ENNBNCEIMIENES .. evviveriviverrieirersersrires it ersresssester e rissses beemasaagerissrasrsenr i bine bt st aians 2-27
262 Additional System Upgrade Central System Software Modules ... 2-333
26.2.1 NEXEACCOUNE . vvveeeeeeevseesieerres et emeassvestasnasseses semssss besabenbenshi bresbbs n sRE LT e es s b e e b e de b r e s 2-333
2622 NextWave Mobile Business SYSIEM. ...t e 2-344
26221 Benefits of Mobile for DTPW and SFRTA........ i 2-388
2.6.2.2.2 Benefits for Your Transit CUSIOMEIS . ... et iisiis i s sssiosers e 2-388
26223 Mobile Solution Deseription ... e s e 2-388
26224 Retail Tablet ApphCalion. .. ..o mmim s e et eerer b 2-3040
SECTION 3.  CUBIC SERVICES....iicoerrrssmresreimereristosmssisisisiss it anasisssssss sen e s 3008 (e as s casases e sasabdsamtsoasansss 31
31 OPERATIONAL INFORMATION TECHNOLOGY SERVICES ... 34
3.1.1 ClOUG SOIVICES wvvevecveiiviaitriiers vesetas s inneasseareseasmtebessaee s b e va s e e i e PR s e e g R R R aE R e b e LR bR RE S bbby b 3-4
3.1.2 System and Network Operations.. ... o 3-5
3.1.2.1 Central System Maintenance ... s 3-5
3.1.2.2 Cubic Cloud Platform Network Operations Center,......coomiiricr e, 3-6
3.1.2.3 Application MaiNtENANCE ... e 3-6
313 Third-Party Software SUPPOTL.....c...criiriimr s s s 3-6
3.1.4 Cubic Application Support and Maintenance ... 3-7
3.1.5 Information SECUMY SEIVICES ... s s s s 3-7
3.1.51 1ot Yo YOO OO PR P TR P SR PP SYSISTPUISEIS FR U RTCAS 3-8
3.1.5.11 DEVICE ENCIYPLON «ovevivivevrcciicn e sre s bbb b s e 3-8
3.1.5.1.2 DaVICE KEY SIOTBYE . 1ieirerete vt ta s e b e bbb s 3-99
3.1.5.2 FraUt PrEVENTION .. oveiveeesiees s mnsvaessreseiasssass s e s ras s b e b e b e aabr o R s34 e s ae e r e e sa b b et b 3-9
3153 Cublc Cloud Platform Security RevIEWS ..o e IR
3154 POl COMPUANGE. c.c e ieerirtm s e bbb s bbb s e s 3-t010
3.1.6.5 Personally ldentifiable Informatlon ... s 3-10
3.2 KEY PERFORMANCE INDICATORS AND SERVICE LEVEL AGREEMENTS FOR
CUBIC SERVICES . it oeeeiee e vrieesetsieereetaressssees insronrsbererbess tes as shassssnnsisniasisbns srisdpassspacsins 3-10
SECTION 4. PRICE PROPOSAL ........oimvnimeninisnniens JeesesueevetrerranrcanTrt e re e eI PSR SR RO YR TR 4-1
SECTION 5. KEY PRICING ASSUMPTIONS.........cocmnnimimmmnist s mamsms e s saninsens 541

Cubic Proposal No, P16-005 Pags lil
Use or disclosure of dala contalned on Ihis sheel is subjest to Lhe reskictions on Lhe lile page of Ihls docurment. gj




Miami-Dade Transit

Fara System Modernlzalion Program ) C U B i C .

TECHNICAL PROPDSAL

Table of Contents

Figures
Figure 1-1. Cubic Back Oifice Systems in the Cloud ........... bt feeeae et ee et e O e r e e e e e e e e ie e e e e e e aars 1-3
Figure 1-2, Example Single Board COMPULET ..o s et b s e 1-4
Figure 1-3. Mobile Application ... e etent ittt s s e etabta e s et ae et 1-5
Figure 1-4. Proposed EASY card mobile integration with Parking.........oovi Eheht b ran e Erar b s i g rae e rees 1-7
Figure 1-5. Cubic Services and Capabllities ... e 1-8
Figure 2-1. Implementation SChadUlg ... - 2-3
Figure 2-2, NIS Dashboard EXamPples.....eriiiriiinis i s s s e 2-8
Figure 2-3. NextLedger Overview .......... b e D e ree 2-12
Figure 2-4, General System Administration DI&GIam. .. i 2721
Flgure 2-5. Network Performance MOoniforing ... i e o 2-22
Figure 2-8. NextFare Back Office COMPONENtS ... iniiinnimn s 2-27
Figure 2-7. Current Configuration of the DTPW System ... 2-28
Figure 2-8. Current Configuration of the DTPW System......cciimie i 2-29
Flgure 2-9. Relationship between NexiFare and NextLink ... oo 2-30
Figure 2-10. Cubic Cloud INfrastruCture ... i i e 2-31
Figure 2-11. Features of NextACCOUNT ... .ot s e e e 2-33
Figure 2-12. Cubic's Ventra Mobile Application in Partnership with Third-Party Mobile Ticketing
Application by GIoBESNEIPA .. ..o s 2-34
Figure 2-13. NextWave Mobile EnvIronment ... s 2-35
Figure 2-14. Intelligent Contenl Publishing Environment ... 2-36
Figure 2-15. Customers Can Easlly Upload Credit Cards to the MasterPass App on Their Mobile Phone or
=1 =] CO O o TP U P OO P OO P T TOPRURTRPN 2-37
Figure 2-16. Mobile Phone @s @ TOKEN. ... iie it sms st s s s 2-39
Figure 3-1. Cubic Services Delivered to CUSIOMErS ... e 33
Tables
Table 2-1. Current NextFare Syslems........... F R OO OO OOV TR 2-5
Table 2-2. PCI Data Security Standard-High Levei OVEIVIEBW. . 11evereeiiiraere e e i s see e et ran e 2-18
Table 3-1. CUDIC'S SUILE Of SBIVIGES 1iiviriir et irs ittt e e e e bt h s 3-1
Trademarks

Cubic®is a registered trademark of Cubic Corporation.

NextAccount® is a registered trademark of Cubic Transporiation Systems, Inc.
NextAgent™ is a trademark of Cubic Transportation Systems, Inc.

NextBus™ is a trademark of Cubic Transportation Systems, Inc.

NextCity™ is a trademark of Cubic Transportation Systems, Inc.
NextContact® is a registered trademark of Cubic Transporiation Systems, Inc.
NextFare® Is a registered trademark of Cubic Transportation Systems, Inc.
NextGuide™ is a trademark of Cubic Transportation Systems, inc.

Nextinfo™ Is a tradernark of Cubic Transportation Systems, Inc.
NexiLedger™ is a trademark of Cubic Transportation Systems, Inc.
NexiLink ™ is trademark of Cubic Transportalion Systems, Inc.

NextTraffic™ is a irademark of Cubic Transportation Systems, Inc.
NextWave® Is registered trademark of Cubic Transportation Systems, Inc.
Tri-Reader® is a registered trademark of Cubic Transportation Systems, Inc.
All other product and service names mentioned herein are the service marks, trademarks or registered
trademarks of their respective companies or owners.

Cubic Propesal Ne. P18-005 Pugu v
Use or disclosure of data contalned on This sheel is subject lo the reslriclions on lhe lifie page of this document gél




Miami-Dade Transit
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CUBIC.

SECTION 1,
Executive Summary

Miami-Dade Department of Transportation and Public Works (DTPW) and its operaling partner the South
Florida Reglonat Transporiation Authority (SFRTA) serves more than 250,000 passengers per day across
commuter rall, inner city rail, and bus services in South Florida. The EASY® Card links these services with
more than 780,000 cards facilitating seamless payment and through ticketing.

While the existing system successfully processes EASY Cards, technology rapidly advanced since its
inception and more recently-deployed systems offer user conveniences such as smart phone self-service,
passenger {nformation and payment tools, acceptance of open contactless payment products (both cards
and mobile), real-time distributed smart card updates, wider availability of re-load facilities to bus riders,
and innovative passenger |oyalty programs.

Cubic Transportation Systems, Inc, {Cubic®) invested in the evolution of its hardware and softwars,
actively engaging and integrating the offerings of leading specialty suppliers in the mobile, wireless, and
payments communities. This strategic vision and framework, branded NextCity™, contemplates an
integrated mobility network where customers have both the information and the tools to most efficiently
plan and navigate their journeys by combining private and shared vehicles, rail, bus, tol!, bike share, and
parking services. At the heart of this is a single fransporiation account that links these services and
enables the integration of data needed to make this possible.
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In keeping with this vision, the existing EASY Card infrastructure and card program provides a solid
foundation for modernization that can bring about these state of the art technology upgrades and user
enhancements while taking maximum advantage of the existing investment and user familiarity with the
system.
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With this proposal, Cubic offers to bring to Miami the best of breed solutions deployed in Chicago,
Londan, and Vancouver, while minimizing transition risk and maximizing operational efficiency. We are
working with a number of partners including MasterCard®, Passpor!, Capital One® Bank, Samsung™, Fit
Bit, American Eagle®. Moavel™, and On Track Innovations, all of which promise to bring creative
offerings (hat will leverage the upgrades once in place. The updated platform design will facilitate the
ready inclusion and connection of additional participants such as Broward, Palm Tran, public and private
parking operations, and other regional stakeholders,

This offer includes a range of services including asset refresh, back-office hosting and applications
management, dellvery of Integrated mobile solutions that combine EASY Card management, mobile
ticketing, NFC tap and pay, and multi-modal trip planning in a single DTPW-branded app.

Cubic demonstrated its ability to support integration with third-party services such as American Eagle,
GlobeSherpa, Clever Devices, and others, For this project we propose to include Passports mobile
application services in tandem with MasterCard’s MasterPass mobile wallet platform.

The open architecture will support additional 3° arty integration as the program evolves.
P

1.1  Introduction

At the core of this offer is the phased migration of the current NextFare® back office to a new cloud-based
environment hosted by Microsoft® AZURE™ (Azure) that combines the latest release of the NexiFare
platform with the third generation of the Gubic Payments Application {CPA3), our NextAccount® account-
based processing engine. and our NextWave® mobile gateway platform. Combining the features of these
new back office components with tpgrades to the DTPW and SFRTA (at their oplion) field infrastructure
will open the system to the direct acceptance of conlactless and mobile payment products, the launch of
an EASY Card mobile application inclusive of Near Field Communication (NFC) tap and pay and bar code
ticketing solution for convenience of travelers who carry no EASY Card. '

Cubic Proposal No. P16-005 Page 1-2
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Cubic Cloud Infrastruciure
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Figure 1-1. Cublc Back Office Systems In the Cloud

With an enhanced payment system, and on-demand services, DTPW and SFRTA wilf benefit from cost
efficlencles and cost avoidance while enabling Payment Card Industry (PCI) compliance with the Cubic
Hosted facllities. If DTPW and elects to execuie the associated option, the agency can achieve Europay,
MasterCard® and Visa® (EMV®) compliance. From previous similar project experience, agencies including
Chicago, London and Brisbane, have experienced net reductions in operating costs through Cubic’s
upgraded technology and outsourced services.

Over an 18 month period, DTPW and SFRTA will benefit from Cubic's strict adherence to an
implementation schedule. This proposal is structured in phases that will drive schedute based on DTPW's

glections to proceed:

L

Cloud Services Core: This phase will migrate the service and support for the EASY Card back
office system from the legacy instance of NextFare® (hosted by DTPW) to Cubic's latest release,
NextFare 7, hosted by Cubic in the Microsoft Azure Cloud. This phase also includes updating the
payment gateway to Cubic's CPA3 platform, launching the inilial release of the EASY Card
mobile application, and providing the angoing hosting, maintenance, and application support. The

solution will be PCI compliant.

Systems Upgrade and Mobile Enhancements: This work expands upon the Cloud Gervices
Core to incorporate the latest versions of Cubic's state-of-the-art NextAccount and NextWave
platforms which support advanced mobile, open payment, and accourt based processing
capabilities. The System upgrade Includes the provision of new software to the upgraded devices
to enable these new capabilities and the release of value added services within the mobile app.

Cubic Proposal No, P16-008
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« Extended Back Office Support: upon completion of the enhancements, theCloud services will
be extended for the ongoing support and maintenance of the upgraded back office and mobile
solution over the 10-year operating term.

- EMV Compliance Option: This option provides the on device software for TVMs, EMV capable
payment accepting POS tablets, and includes back office certifications required enabling EMV
campliance.

+ Kay Dependencias: While no hardware madifications are specifically required to implement the
Cloud Core work scope, the first release of the mobile app includes a bar code ticket capabie of
scanning and validation. Cubic has separately offered, under an ongoing State of Good Repair
(SOGR) hardware program, bar code retrofit kit for one entry and one exit per gate array. This
hardware upgrade will have to be implemented in order for the mobile bar code ticket to permit
entry through faregates. Under the same SOGR initiative Cubic has also offered faregate
upgrades, TVM upgrades, and a tablet based relail POS application that would create the
hardware and software environment necessary to support the Systems Upgrade option. This
SOGR work will be pre-requisite to the implementation of both the enhancements and the EMV
Compliance Option. '

To better understand our approach, our proposal is organized in a manner lhat follows the
implementation plan.

1.2 Upgrade and Migration Service

The overall objective is to work with the agencies to ensure the upgraded system fs scalable,
maintainable, secure, reliable, and cost efficient. Together, the agencies and Cubic, will meet these
objectives through our proven approach.

1.2.1 State of Good Repair
Dependency

.Cubic has offered a field retrofit kit for the fleet of
DTPW/SFRTA Ticket Vending Machines (TVMs) to
encompass a new Single Board Computer (SBC), PIN
Pad, DIP reader, and reader upgrade package (TR3 for
TR2), New SBCs and TR3s will provided for faregates
and the bus fleet will be upgraded with both TR3s and
hardware enabling the DCU3s with real time wireless
connectivity. All devices will be provided with software
enabling them to communicate and support the full Figure 1-2. Example Single Board Computer
feature range of NexiFare 7 in the Cubic Cloud Platform.

182 Cubic Cloud Core

Cubic will migrate from the current DTPW hosted instance of NextFare and CPA1 to the new cloud based
instance of NextFare 7, CPA3, and NextLink. The platform will be integraled with Passport's OpsMan
mobite application server and the app integraled with NexiLink to facifitate secure reading and writing of
the EASY Card by NFC enabled mobile phones. The app will support both the sale of EASY Card product
loads and the sale and In app publishing of a visual ticket complemented by a bar code capable of
electronic validation.
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Real-time mobile loading of EASY Cards will significantly enhance user convenience, particularly for bus
riders, as there will no longer be the lag time associated with the delivery of awlo-load directives. Users
will be able to check their balances in real time, view transaction history, purchase fare products, and get
real time notifications. The app is designad in a consistenl manner with the recently completed Chicago
Ventra app which is providing integrated services to users of CTA, PACE, and Metra across the Chicago
region.

1.2.3 Systems Enhancements

System Enhancements will leverage the foundalion laid in place by the Cloud Services Core, and the
SOGR scope. The upgraded infrastructure will support software upgrades and real time wireless
communications necessary for account based and open payments and a variety of innovative mobile
utilities. Enabling these upgrades will entail expansion of the Cubic Cloud platform with a range of new
back office components and integration third party services in support of NFC, trip planning, and
intelligent content publishing.

New system features will inciude the ability to accept open payment credentials at faregates and on
buses and extensions of the mobile app to support mobile tap and pay.

Starting in Section 2.3, we provide a roadmap that speaks to each step for
the migration to the upgraded system and the enabled features. In every
effort Cubic works with agencies to identify 'Hot Button' Issues, all of which

we can address. The key issues we openly recegnize for Cloud Computing 530.50
are built into our system as general functionality: ‘3": .,
= Credit Card Processing B e

B atrran

« Directed Threshald Autoload of Passes and Vaiue
s Hotlist and Un-Hotlist
» Tablet based Retail Point of Sale App o ]
«  Customer Support

«  Application Programming [nterfaces (APl -
s  Payment Card Industry (PC1) Compliance
s Support of Enhanced Fare Policy

= Enhanced Reporting and Analytics

= Limited Use Media Support

Figure 1-3. Mobile Applicatian

1.2.31 Central System Software Modules

Cubic proposes to infroduce ils NextCity modules, currently belng used by some of the largest transit
organizations in the world. For example, Transport for London amasses four billlon annual transactions
and Chicago Transit Authority with nearly half a billion annual transactions. These lested modules
include:

+ NextFare

o Nextinfo™

« NextLedger™

= NextAccount

s NextWave®

» Cubic Payment Application
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1.2.3.2 Cloud Infrastructure

Among the many benefits of the Cubic Cloud Platform is DTPW no longer bearing the burden in central
computer software and eguipment acquisition and maintenance. Detalled information is provided in
Section 2.3.4 of our proposal.

1.2.3.3 Security and PCI

Cubic’s Cloud Infrastructure is designed, built, and operated in accordance with a comprehensive security
management framework which is aligned with the 1SO 27001 Information Security Management System
(ISMS) requirements. Section 2.3.5 explains our approach to Security and PCI. This approach follows
PCl requirements and has been vetted by Cubic's internal security and compliance team.

1.2.3.4 Agency Access to Central System

As described in Section 2.3.7, DTPW/SFRTA will have real-lime access to the Cloud Service. [nformation
presented will be secure, thus not compromising the integrity of any private data.

1.2.3.5 Transaction Records

Transaction records, described in Section 2.3.8, provide information on all completed and invalid
transactions. The records stored include date, time, location (per the GPS feed where applicable}, vehicle
and/or eniry device number, operator ID if applicable, and other specified data with each transaction that
takes place. :

1,2.3.6 Device Configuration and Integration with the Cubic Cloud
Platform

The system upgrade includes the implementation of a communications system Dbetween individual
devices and the Cubic Cloud Platform. Parl in parcel to this is the establishment of real time wireless
communications between the on bus fare validators and the cloud platform. Cubic will develop a safe and
secure system which will be routed through an encrypted link to the cloud.

1.2.3.7 Account-Based Processing with NextAccount

With the system upgrade, the back office will be upgraded to enable account-based processing
functionality delivered by our NextAccount product. This proposal offers DTPW the ability support Pay As
You Go (PAYG) open payment transactions. NextAccount in tandem with CPA3 provides the facilities to
tokenize bankcard numbers, manage control lists (both positive and negative) and generate priced
transactions which are pushed out far authorization, clearing, and settlement. As such, both contactiess
bankcards and mobile payment devices may be used by travelers for one of PAYG fares.

As a future option, DTPW may extend NextAccount to support the full range of fare rules for both closed
and open loop contactless payment credentials,

Our clients’ experience demonstrate that while Open Payment PAYG offers strong convenience for
impulse riders, visitors, tourists, and special event passengars, the core ridership community still seems
to prefer the use of a transit card. From a financial perspective, this is also compelling for the transit
authority as current pricing rules make discounted fare processing on open PAYG transactions
prohibitively expensive.
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Our clients are also finding that there are trade-offs both in risk management and user experience as you
move the closed loop card fram a card based to an account based instrument. Off-line risk managemant
ls eased with a card based solution and the user is presented more informalion by the terminal at the
point of use than with an account based card. On the other hand, modification of fare rules and the ability
to extend sfored value acceptance to other applications is eased by an account-based architecture.

In the end, DTPW will need to weigh these trade-offs in concert with the cosls of fare policy
implermentation when deciding how fare to go with the account based engine.

The system upgrade will also see us completing the functionality of mebile application to include closed
locp tap and pay along with journey planning, and infelligent content publishing. The content publishing
elements will provide a powerful engagement toal for building the consumer relationship and influencing
ridership behavior.

While the journey planner proposed is a solution developed by Passport, our team understands the desire
by DTPW to explore the utilization of Mecovel's RideScout salution. Moovel has recently introduced a
software developer's kit (RideTap) that enables third party apps to expose its ride aggregation services
within lheir apps. Cubic and Passport will be happy to propose an oplion o the irip planner that
incorporates this feature.

The mobile app scope of work does include taking existing arrivals feeds as are being used by the DTPW
Bus Tracker app and presenting them within an identified tab.

As an.oplion, Cubic can also include real time bus arrivals generated from your existing real time
passenger information (RTPI) supplier or our NextBus predictive arrivals engine, We would be happy to
discuss lhese options with you at your convenience.

Flgure 1-4. Proposed EASY card mobile infegration with Parking.

In addition, Cubic Is working with its partners to fold in enhanced parking functionality as part of our
broader NextCity strategy. Passport Is a Isading provider of Pay-by-Cell parking solutions and can either
deliver its own parking solution or we can expose an interface to Pay-by-Phone to create an integrated
transit and parking experience. As with RTP1, we are happy to explore these options at your convenience.
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1.2.4 EMY Compliance Option

Upon DTPW election of this option, Cubic will provide software enhancements to the upgraded TVMSs,
EMV capable payment accepting POS tablels and the exlsting back office to enable EMV compliance for
credit and debit card purchases. No additional hardware will be required In this phase, assuming the
Authority has proceeded with the Cloud Services Care.

1.3 Cubic Services

Cubic's specialized revenue management solution enhances and manages an entire operation — or
individual elements of the aperation —- depending on agency reguirements.

London Sydney Chicage Vancouver Ffaﬁiﬂ-.co Brisbane
Delivery Design -] ] L & @ @
Capabilities | pyijld @ ] & e @ @
Deployment ® -] @ € ) ®
Data Migration ® @ & @ @
Transilion ] -] ® & -] [ ]
System DESFire ® @ & @ &
Capabllities | Card Based @ ® L] ] L] &
Account Based @ ®
Open Payments ] ] L
Cuslomer Websile L -] ®
Mobite Ticketing & @
Customer Card Distiibution @ a ¢ (] ]
Sypport Customer Services e & ® ] -
Services 3rd Party Retail Management| @ [ ® ) [
Corporate Benefits Program e ® L &
Call Center : @ @ L ] [ -]
Walk-in Center @ @®
Asset Device Warkshop Repair ® ® & ® L ] @
Malnenance | Jnventory Management & @ & ® ® &
Serviees - | Field Maintenance ® ® ® ® Q
Ohsolescence Managemenl ] ] 9 -8 -]
Service Desk ® @ @ ® @
Operationat | System and Network Admin. o @ Py & & &
Technology | Security Management & ® s & ® &
Services System Configuration Manag.| @ ® e P ® @
Infrastructure Manage ment o & & ® & ")
Soflware Maintenance ® o @ @ @ [ ]
Financial Cash Collection Services s @ a 9 &
Services Financial Recenciliation ® P @ 2 °
Clearing and Seltlement @ a [ ® ®
Fechnlcal Program Management @ ® ] @ & @
Services Engineering Supporl o & e -] * ®
Tesl Supperl ;] e ] @ ] ®

Figure 1-5. Cubic Services and Capabilities
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For DTPW, Cubic proposes a combination of Business Support, Operational Technology, Revenue
Management Services, and optional services like Third-Party Retail Management, Institutional Program
Management, Marketing, and Analytics Services related to the upgraded fare collection environment. This
section refers only to aptional services associated with Third-Party Retail Management and Management,
Marketing, and Analylics Services. Hardware to execute Third-Parly Retail sales is descried in Section
2.6.2.2.4 and Nextlnfo tools for performing analytics are defined in Section 2.3.2.3 and are included in this
Scope of Services. Additional details of Cublc services are located in Section 3.1 of the proposal.
Primary services provisions Include:

¢ Cloud Infrastructure Management Services

¢  System and Network Operations

« Mobile application management and support

«  Third-Party Software Support

»  Cubic Applicalion Support and Maintenance

~e Information Security Services

1.4  Proven Solution

Several leading technology research companies such as Garlner and International Data Corporation
anticipate a large adoption of Cloud-Based solutions. In addition, on a worldwide level, both public and
private organizations are moving to cloud-based infrastructure. The rational for the movement includes
security and cost effectiveness; each of which are addressed in our proposal.

Cublc looks forward to extending our partnership with DTPW and SFRTA by providing this system
modernization program with Cloud-Based Services. We offer credentials that cannot be matched by any
other organization:
= A ‘certainty of success’ which is supported by a 40 year record of delivering innovative
transporiation technology projects and long-term customer relationships. Evidenced by Transport
for London, which we deployed in 1978 and is now described by Sir Peter Hendy, Commissioner
for Transpart for Lendon, as TiL's "best supplier partnership.” _
+» Deep experience of having worked with multi-modal, multi-agency integrated systems-Cubic
systems process over 17 Billion dollars of revenue every year and integrate over 450 operators
across 20 regional back-office systems.
« Ongoing back office hosting and operational experlence for the regional fare systems In San
Francisco, Chicago, Sydney, and Vancouver,
= An opporiunity to jointly collaborate and innovate with DTPW, to continually evolve the system
thus reaping the benefits inherent in our product road map across multiple transit geographies.

Cubic believes our proposal is unique in offering all of these benefits to DTPW. We look forward lo
meeting with the Authority and discussing the possibilities.
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SECTION 2. |
Cubic Cloud Platform: Asset Refresh, Upgrade and Migration
Service

2.1  Overview

Cubic Transportation Systems, Inc. (Cubic®) proposes to migrate Miami-Dade Transit's {DTPW) exisling
fare collection environment away from its current central system and connect newly upgraded field
devices to lhe new environment, DTPW can move te an upgraded cenlral system and sofiware hosted in
Cubic's Cloud Platform while still seamlessly connecting to the newly upgraded DTPW infrastructure.

Cubic's Cioud Infrastructure, buitt on the strength of NextFare® 7.0, contains a significant number of core
application and user interface enhancements for DTPW, including:

¢« PCl Compliance for the cleud back office system.

¢« Replacement of Cubic Payment Application (CPA1} with the updated CPA3,

¢ Additional Web Ticketing security support.

« [ntegration and upgrades of Commercial-off-the-Shelf {COTS) tools like SAP®/Oracle®Coda®:

- Upgraded to WebLogic® 10.3 or TomEE
- Upgraded Oracle to 12g.

+ Enhanced reporting tools.

« Compliance wilh Europay MasterCard Visa (EMV) requirements (Optional).

o Availabilily of standard integration Application Programming Interfaces (AP!s).

»  Preserve support for existing cards, while laying foundation for Account-Based open payments.

= Automated file upload processing.

« Introduction of delta lists {updates with changes to the exisling list instead of new list download)
to reduce download size of hotlists and auloloads, and expanded list sizes from the back office
(device upgrades are provided in a separate proposal).

+ Business Entity (Retailer) management.

+  Invoicing for prepaid benefits.

« Aulomated credit/Automated Clearing House (ACH) billing.

» Enhanced prepaid benefit management and billing.

« Central Device Communication Server (CDCS) lo manage ihe process of intelligently publishing
software and configuration dala to devices.

» Dashboard monitors near real-time heatth of back office system.

+ The introduction of ServiceNow for monitoring device heartbeats and asset management.

» Upgrades to ongoing NexiFare 7.0 software updates and upgrades through the Cloud Service.

The project is structured to focus specifically and exclusively on the features and functionality to quickly
deploy the cloud services that allow DTPW to maintain current operations and to address the most
presc'ient concemns of the agency related to an aging back-office environment with components that have
reached end-of-life. Upon contact execution Cubic will immediately setup NCS7 and CPA3 in the cloud in
preparation for transition from the on premise hardware. Devices will then be pointed at NCS in the cloud
in accordance with the ongoing SCGR program.

PR -1
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2.2

Overall Program QObjectives

Project scope includes:

&

Upgrading assets and resolving product obsotescence issues

Establishing a more open processing environment to support new value added features and
parlnerships

Launching a mobile application targeted at improving lhe user experience and offering new
convenience options

Enabting the acceptance of open payment credentials in both card and mobile formats

Creating a platform for further expansion as per the needs and wants of DTPW and the regional
operators

Moving the back office to a cloud based environment to create efficiency in cost, support, and
program evolution

Access o upgraded and updated central system tools for the AFC environment

Updated device connectivity for current field devices cennecting to the new cloud tools

Delivery of new features and funclionality

Cubic will accomptish the work in keeping with DTPW execution of contracts by phases and options:

"

Cubic Cloud Core Services: Migrate from the legacy DTPW NextFare instance to NF7 and
CPA3 In the cloud and launch relsase 1 of the EASY Card mobile app and services and support
of the Cubic Cloud Core Services for a period of 10 years

System Upgrade: Implement device level and back office software upgrades for new fealures,
and extend the maobile app.

EMYV Option: 'Implement EMV compliance upgrades to the fleet of ticket vending machines and
EMV capable payment accepting POS tablets.

Figure 2-1 below illustrates a high-level proposed timeline for the three major phases of the proposed

project.
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Project
Day1

Year 1 Year 2 Year 3 ]

Mobile Ticketing, Syslem Migration,
1 DataWarehouse, NextFare 7
CPA 3, NextLink, NexiWave o

Cloud Core
Services

Device Hardware =
Spares Refresh i

Acoount—Basea. Mobile: Tap & Pay, Journey Planning,

£9

g &1 Conlent Publishing, Virtual Token
c !
2! {
[ . H '.
o o EMV Migralion e |
= i
= !
w !

Figure 2-1. implementation Schedule

2.3  Cubic Cloud Core Services

This element will see the back office support for the EASY Card system migrate from the legacy instance
of NextFare (hosted by DTPW) to Cubic's latest release, NextFare 7, hosted by Cubic in the Microsoft
Azure Cloud. This migration Includes updating the payments gateway to Cubic's CPAS platform and the
launch of the initial release of the mobile app all to be provided inclusive of ongoing hosting, maintenance
and application support, The solution will be PCI compliant and, upon implementation of the associated

* option (see below), EMV ready.

2.3.1.1 Mobile Orders

The upgraded systemn will provide full integration with the mobile application. All mobile orders for DTPW
mobile tickets will flow through the Back Office Order Management System, and payments will be
processed by CPA 3.0, The system will track Use, Sale, and Recall ransactions of all single use tickets.

Data Migration includes integrating mobile Orders, Payments, and Sales/Use/ Recal! transactions from
the Passport mobile back office system into the new back office system. This includes migrating:
s Al Orders, Payments, and Sales/Use/Recall transactions will be integrated into CCBO Data
warehouse.
= All Mobile App users that are not will be integrated into NCS (and possibly parts into the CRM
Service)} {o include:
Account credentials — username/password
- Contact info
-~ Address
Funding sources
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2.3.1.2 NextFare Central System Upgrades

The NextFare Central System will be upgraded to provide basic mobile ticketing funciionality,
v The initial mobile app release will be created fo manage EASY Cards and sell DTPW and,
oplionally, SFRTA tickets (in phone}.
= The initial app release wili support the following Mobile card functions through the Mobile app:
- EASY Card balance query via NextLink
EASY Card top up via NextLink
— Transaction history
- Card status.
= In the initial phase, mobile-specific notifications will be introduced — this is a new method of
communicaling directly with Mobile customer via Push Notifications and email. Notifications will
be sent via the Cubic Notification Gateway, or "CNG". These notifications include:
Mobile Ticket Expiring
-~ Mobile Ticket Expired
—  Low EASY Card balance
— Pass Expiry nolice.

2.3.1.3 CRM

The NextContac! service will provide APl level access to support CRM use cases. These use-cases
include user Authentication, ability lo retrieve (via AP| access) Order ‘and Payment details, and basic
Contact management including Account Creafion/maintenance, maintaining billing sources, updating
contact information, and viewing customer fransaction history. The abilily to record email notifications sent
to contacts is also included — this email / contact history can be refrieved via APl access.

All access to this data is via API, aliowing DTPW/SFRTA to infegrate with the CRM tool of their choice —
currently they use their patron website in 'admin’ mecde. This can be exfended o leverage the data
captured and accessible through the NextConlact API.

No formal CRM system is being included in this proposal — there will be work on the part of the customer

if they desire to integrate their website/CRM capabilities with these APIs,

2.3.2 Central System Software Modules

The Cloud-based system is comprised of a variety of central system software modules, including of the
following core NextCity components:

s NextFare

+ Nextinfo

+ Nextbedger

= Cubic Payment Application 3 (CPA)}

» Cloud Infrastruciure

»  Device Configuration and [ntegration with Cloud Services

Cubic provides a set of common SOAP APls and standard inlegration tools through our central system to
provide seamless integrations between the Cubic cenfral system and DTPW's related systems and fools.
This architecture ensures DTPW's systems and Cubic envirenment can be interfaced using standard and
supportable methodologles that require no customization and provide ongoing suppart through future
upgrades.
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2.3.2.1 NextFare

NextFare, Cubic's enterprise revenue management system, is used by more than a dozen major transit
properties around {he wortd for contactiess smart card payment, Built around a common suite of software
products and a central system, NextFare lies togsther multi-modal transport including commuter rall, light
rall, subway, bus, ferry, bicycles and parking into integrated systems that employ a single means of fare
payment, and we see it in action every day in many of the world's busiest systems including Baitimore,
Brisbane, Atlanta, Miami, Vancouver, New York/New Jersey, Chicago, Los Angeles and others. Please
see a complete list in Table 2-1.

Table 2-1. Current NextFare Syslems

Transit ptn (PATCO) NextFare/NextAccount™

Port Authority Trans-Hudson (DTPW) NextFare
Washington Metropolitan Area Transit Authority (WMATA) NextFare

+ 16 Regional Operators
Miami-Dade Transit (DTPW), Seuth Florida Regional Transit Authority NextFare
{SFRTA)

Metropalitan Allanta Rapid Transit Authority (MARTA) NextFare
+ 5 Regional Operators
Laredo NextFare
Chicago Transit Authority (CTA) NextFare 7/NextAccount
New Jersey Transit (NJ) NextFare 7
Metre Transit {Minneapolis) NextFare
San Francisco Municipal Transportation Agency (SFMTA) NextFare
Los Angeles County Metropolitan Transportation Aulhonty NextFare
(LACMTA) + 14 Reglonal Operators ‘ '
Van Nuys FlyAway NextFare
San Dlego Assoclallon of Governments (SANDAG) NexiFare

“ Edmonton o S NexiFare
Vancouver NextFare 7
Sweden (6 Countles) o o B NextFare

Modena {ltaly) Legacy/NextFare

“Australia: B iR
Southeast Queensland (Brlsbane) NextFare

NextFare is primarily deployed In systems that have closed loop card based payment systems, and works
seamlessly with other NextCity modules. The upgrade from the 4x series of NextFare to the 7x version of
NextFare will provide the agency with significant improvements in functionality, including a smoother
transition to newer versions of NextFare over time, improved autoload management capabilities,
additional integrations fo third-party tools and devices, and prebuilt finks to other Cubic fare modules.
NextFare 7 provides a betler foundation for the DTPW's independent environment, with easier tools for
self-service of fare policy and card management.
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DTPWs current issues with NextFare 4.26 have been resolved in the later versions. Issues such as:
periodic NexiFare GUI errors, NextFare GUI slowness due fo load balancer issues, problems sorting and
searching configurations have all been improved upon. Furthermore with the system upgrade, system
monitaring and overall health will become fransparent with cloud-based monitoring tools and the NIS
Dashboard implementation.

In addition to providing processing of closed foop contactiess smartcard transactions, NextFare performs
many system management functions that are required to facilitate the cloud-based system, including:

« Access Control: Access {o the system and fare collection devices can be controlled from the
Central System.

¢ Operational Management: The AFC system has a number of downloadable parameters to
define the operational characteristics of the system. The Operational Management Medule
controls and manages lhis variable data and downipadable soflware,

Key Management: A system has been developed to securely propagate encryplion keys to AFC
devices.

v  Fraud Detection: This module has a configurable set of analysis rules that can be applied to all
media managed by our system. These rules are rather diverse and are aimed at defecting
situations where the card fleet does not behave as expected. For example, transactions from the
same bank card showing near concurrent usage at separate locations may Indicate a cloned
card. Cards with fraudulent activity can be negative listed, reported on, or both.

» Revenue Management: Detailed revenue and ridership data is summarized in a variety of ways

to ease trend analysis and support financial reconciliation processing.
Transit Benefits: Employers can be set up, so their employees regularly receive autoloads for
passes or value an their employee’s smart media. Transit benefits can be set up per employer.
Each employee can recelve a subset of those benefits. Reports have been defined with benefit
history and information that could feed an Invoice. The fransit benefits module within NextFare
provides a comprehensive set of APIs for integrations with third parfies such as Eden Red or
WageWorks should DTPW decide to later to integrate outsourced transit benefits management.

v Customer Activity Monitoring: All versions of NextFare provide a GUI for agency personnel to
view customer card activity, make changes to the card information, and hotlist cards. In the
upgraded NextFare 7, agencies also can also perform card fransfers and replacements,

« Integrations to Customer Facing Website: NextFare 7 now comes prebuilt with links to the
Cuslomer facing websites for card ordering, card replacement, pass history, transaction history,
password resets, and other standard agency and customer funclions.

s Limited Use Media Support: NextFare 7 now comes with native support for LUM, allowing
DTPW to deploy changes to the existing device fleet to accept .UM for scenarios such as special
events or instifutional pragram support.

2.3.2.11 NCS 7 Software

In addition to running on current supported versions of OS, Oracle® and Weblogic®, NCS 7 is the latest
version of NCS and is the version being deployed for any card-based customers needing new or updated
NCS sofiware. It provides a foundation for introducing a varfety of new system capabilities such as
suppoerl for account-based processing, acceptance of Open Payment bankcards, and mobile ticketing
sofutions, should DTPW/SFRTA choose to go in any of these directions,
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NCS 7 has been updated with new features and many performance and usability improvements. Key
features useful to DTPW/SFRTA include:
= Updated middleware and browser support:
— Oracle 12¢
~  Weblogic 12.1.3
~  Microscft Internet Explorer v8-11, Firefox 3.6+, Google Chrome 18+ and Safari 5.1+
« Optimizations for deployment in PCl-compliant environments, including support for the
PA-DSS certified CPA
» Improved monitoring and management.
Enhanced AP| security and full requestfresponse logging
Next Integration Service (NIS) dashboard for back office monitoring (see screenshot below)
~  Near realdime device download moniloring and hislory
File upload history
- Improved transaction reprocessing
Finer control on message security settings
¢« Nextinfo:
—  Central data repository, supporting card hased (NCS), account-based and mobile systems for
unified reporting
— Can optionally be deployed on a separate server if contenlion between operational and
reporting database access is a concern.
- SAP Edge Bl tools replace Hummingbird:
¢ Crystal Reporls
Web Intelligence

o |mproved Pre-Pald Benefits support:

~  Support for pre-bill and post-hill of employers

~ Invoicing for Pull (funds automatically drawn from credit card or ACH at time of invoicing)
knvoicing for Push (funds are deposited by the employer after receiving the invoice)

—  Support for non-periadic orders to load value and passes to an account.

- Support for various fees: Admin fee, credit card convenlence fee and ACH failure fee

- Interface for Employer website for enabling employers to manage their own benefits
distribution

2.3.2.1.2 NiS Dashboard

The NIS dashboard can be used by DTPW/SFRTA to monitor NCS functionality. This is not intended to
replace SolarWinds or other system monitoring tocls, but is an additional view into the state of NCS
functionality that can be useful to an operational team. The NIS dashboard becomes particularly useful
when additional functionality is added to the syslem such as account-based processing or support for
open payment. The following show some examples of the NIS Dashboard running in an envirenment
where Account-Based Processing and Open Payments have both been enabled.
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Figure 2-2. NIS Dashboard Examples

2.3.2.2 CPA 3 and PCI

DTPW/SFRTA TVMs currently send credit card payment requests {o the IBM payment gateway via CPA
1. The current PA-DSS certified Cubic Payment application replacing CPA 1 is CPA version 3. A new
CPA interface to the Elavon bank will be provided so credit card payments can continue to be processed
via the Elavon.

CPA 3 is certified under PCl's PA-DSS 3.0 standard, and is listed on the PCl website as sultable for new
deployments. This certification requires that CPA be deployed and maintained per the CPA
Implementation Guide. In the DTPW/SFRTA system, credit card information for Threshold Autoloads is
stored by the Acadaca solution, so DTPW/SFRTA will not be using CPA's tokenization service for card-
on-fle storage. However CPA will be passing credit card information through from DTPW/SFRTA TVMs
to Elavon. Cubic has deployed CPA in numerous environments that have successfully achieved Level |
PCIl assessment.

While NCS has maintained backwards compafibility with Cubic legacy devices, the CPA 3 must conform
to PC| Data Security Standards, resulting in some loss of backwards compatibility with CPA 1. For this
reason there will need to be some limited TVM software changes.
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In addition to being certified under the current PA-DSS verslon 3.0 standard, the advantage of upgrading
to CPA 3 is that it provides the feundatian for 2 number of options DTPWISFRTA may want to consider in
the future:

1. EMV {ransaction processes

2. Architecture allows changing acquiring banks without having to recerlify CFPA

3. Acceptance of Open Payment bankcards for PAYG travel.

2.3.2.3 NeuxtInfo

Nextinfo provides the cenfralized data management and business analysis functionality that will provide
DTPW with significant upgrades from the current static Hummingbird based reporting environment.
Existing Hummingbird reports are re-deployed using the new toolsets. Built on best-in-class commercial
analytics tools, the reporting system consisis of:

= Enterprise Data Warehouse: Nextlnfo uses Oracle database technolegy to implement a
scalable data warehouse, capable of handling a minimum of seven years of delail and summary
data and data from third-party business critical systems. Archived data kept offsite can be
reslored within 24 hrs.

o Real-time Data Integration: Data from external systems can be integrated using Oracle Gelden
Gate, CSV flat files, or other tools such as Oracle SQL*Loader.

« SAP Edge Business Objects™ Solution: Cubic has a number of proven reports developed in
Crystal Reports and Business Objects’ Web Intelligence that serve as a foundation for both static
and ad hoc reporting.

Browsable Data Dictionary: The Nextinfo Browsable Data Dictionary is a browser-based
document that provides information on each table and view in the Enterprise Data Warehouee.

s« Transformation Process: Nextinfo applies transformations to cperational data in order to
normalize it for integrated repoerting.

Cubic's Business [ntelligence (BI) solution is built upon an industry-standard set of tools: SAP Business
Objects Edge Solution. The SAP Edge suite of tools includes Crystal Reports Server and the Business
Cbjects Web Intelligence {BI) tools. The Business Objects tools allow users to readily search and explore
business data to gain insight into the operations by providing fact-based, quality information.

The Crystal Reports tool is used to create professional static reports. The reports generated by Crystal
Reports are sulfable for standard reporting, daily reconciliations, revenue reporting, etc. Crystal Reports
server can automatically generate reports {e.g., daily) and distribute them to a select list of business
users. The strength of these siatic reports is their consistency, a quality that is demanded by the typical
business user, Users who require the ability to drill down into the data will instead prefer the Web
Intelligence tool. Web Intelligence reports use Universes to access the data and provide a business
oriented view of the data. This resulls in users having access directly to the source database allowing for
robust ad hoc guery and intuitive analysis options.

SAP Edge also includes a dashboard teol which can be used to create interactive dashboards that aliow
users to quickly visualize complex data. Cubic's Nextlnfo Business Intelligence solution provides DTPW
access to a set of pre-built tools using indusfry-standard, COTS solutions and a series of standard
interfaces to streamline integrations with other DTPW internal tools.
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The Nextinfo Business Intelligence solution provides the DTPW with an extensive set of tools grouped
into reporling categories that include: ridership, revenue, sales, maintenance, and analysis. Cubic's
proposal is to provide standardized reports and to ensure that any special custom reports used in the
existing system today are modified for the new environment.

2.3.2.4 Nextinfo Reports

The NextFare 7 reporis are implemented using the SAP Edge tool suite which includes Business Objects
Web Intelligence and Crystal Reports. These reporls are equivalent to the prior set of standard
Hummingbird reparts, with some differences such as multiple related Hummingbird reports being merged
into a Web Intelligence report, '

Converting existing reports to SAP Edge are not included in the proposal, but can be discussed.

2.3.2.4.1 Nextinfo Ridership

Customer (Ridership) reports will provide DTPW with insights inlo customer usage and ridership patterns
for the rail system, including ridership totals and averages by facility, device, fare product, time of day and
rider classification,

2.3.2.4.2 Nextlnfo Revenue

Revenue reports provide DTPW with the ability lo monitor, review and analyze revenue data produced by
the rall system. Detailed summaries and cash breakdowns by facility and payment type are provided.
Monitorlng, reviewing and analyzing revenue data is an integral part of any business.

2.3.2.4.3 Nextlnfo Sales

.Sales reports provide DTPW with data related to sales that have occurred throughout their system,
specifically iotals and counts by fare product, by device and by facility. Sales represent revenue for a
transit agency.

2.3.244 Nextlnfo Maintenance

Maintenance reports provide DTPW with data related to operational performance and maintenance data
for system components to include, but not limited lo, buses, rait devices, retail subsystem devices, and
the central system.

2.3.245 Nextinfo Analysis

Analysis reports provide DTPW with key information related to fraud, hotlisting, and token usage and
customer service representative activities. Data provided on the analysis reports allows for monitoring of
polential fraudulent activities enabling DTPW to make fraud prevention decisions.
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2.3.246 Nexilnfo Queries and Reports

The proposed Nextlnfo solution makes use of an Oracle database that can be gueried from database
iools such as TOAD® or via Ihe SAP Edge teol suite. The database has lables for information including:

» Device events, including alarms and status changes

Device configuration for tables, software and hardware

s Fare Tables

»  Sales transaction data

»+  Use lransaction data

s Fare media history and state

« Access control

« User login history

« Rail stations

2.3.24.7 Nextinfo Standard Reporting

Preprogrammed reports/queries have been generated with Crysial Reports and Business Objects Web
Intelligence®. These tools provide the means to clone the standard reports to make new revised versions,
to revise the existing reports, and create new reports or charts as the need arises. The tool can also
export data to other tools, such as Excel® for more complex graphing and charfing, should that be
necessary.

Reports will be available on non-archived data for historical data analysis, according to DTPW archiving
rules. Reports on historical sales data are available spanning fare structure changes.

Standard reports include Crystal Reparts and Web Intelligence reports {denoted with a 'C' or ‘W'
respectively, in the report names):

»  CA100 Transit Card Transaction History

e« CA102 Device Transaction Histary

» CA109 Current Transit Card State Summary

«  CA110 Fraud Analysis Report

»  CA124 Customer CSC Orders

« CA140 Cash Transaction Details

+« CA145 Non-Cash Transaction Details

« CA160 Use Transaction detalis

o CR080 MVM Cash Balance Report

¢ CR100 MVM Cash on Hand

s  WA130 Fare Media Stock Location

s« WA215 Threshold Autoload Setups

»  WA220 Threshold Autoload Deliveries

s  WAZ230 Threshald Autoload Payments

+«  WMD10 Device Event History

e WP100 Ridership Totals by Time of Day

« WP150 Use Transaction Financial Summary

«  WS120 Sales Payment Summary

« WS180 Debit/Credit Details
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In addition to these detailed reports, the central system will also provide high level summary information
capable of presenting a dashboard showing status and health of the environment showing syslem
avallability with drilldown capabilities.

2.3.2.4.8 Nextinfo Ad Hoc Reporting

The reporiing tool includes wizards available for use in developing ad hoc guerigs/reports against the
dalabase. The ad hoc queries/reporis can be viewed prior to being printed. Cnce defined by the user, the
ad hac query/report definition can be saved and stored for re-use. Ad hoc queries/reports can be run on
demand or can be scheduled o run at predefined times and exported to various outputs.

The reporting lool can include data for the central system databases and other DTPW databases that are
visible,

2.3.2.5 NextlLedger

NextLedger provides Financial Clearing and Settlement features, including:

«  Multiple payment types + Financial Liability

«  Reconciliation e Shortfall Calculation
s Seitlement s FException Handling
= General Ledger Accounting « Financial Reporting

Cubic’s financial settiement team uses the NextLedger system in Chicago as part of the CTA system
obiigations. NextLedger's comprehensive financial, clearing, and settlement functions provide next day
settlement for CTA, and will similarly be the foundation for the proposed revenue management and
settlement services for DTPW.

Figure 2-3 shows the NexiLedger module and how it interacts with the other modules within the central
system. NextlLedger can reconcile cash sales at various retall and tickel vending locations, and sales
made via credit at ticket vending machines, websites, Interactive Voice Response (IVR) and mobile
websites,

NextLedger?
PaymentUse Paymant Bank and General Financlal 7o Matched Sales e Clearinghousa
Device Reconciliation  ACH Settlement Ladger Reporis % Data usﬂ
= ==
D H"ﬁ \E%ﬁ Dala Financlal
[ o WHHE Warchousa Institulions

&8

NextlLedger provides services for:

« Central Clearinghouse (CCH) for reconciling revenue due to transit operators and other system
particlpants — this includes the distribution of funds from the Stored Vaiue Pool to particlpating
agencies, operators and retailers

- Revenue recongiliation and settlement for sales made via threshold autoloads

« Revenue reconciliation and settlement for sales made via Transit benefits (Instilutional Web)

Figure 2-3. NexiLedger Overview

Revehue reconciliation and setilement for sales made via retail Network
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«  Adjustments made by Customer Service Representatives
«  Card replacements

The main components shown in MextLedger are:

« Financial Reconcillation Manager (FRM): This module is a TOMCAT based Java application
responsible for summarizing payment details and posting the results to Coda (see below}). It
interfaces with Coda via an open architecture framework using XMLI APls, FRM supports credil,
ACH and cash payments and interfaces 1o external financial institutions to process credit cards
and receive merchani files. It interfaces to acquiring banks to import bank statements to support
general ledger reconciliation.

«  End-Of-Day (EOD) and Real-Time Data Processing Procedures in Data Warehouse

« CCH Rules Engine: CCH is a database driven rules engine that performs clearing functions on
transactional data. CCH is configured with pre-defined Business Rules. Each business rule can
support a number of rules and parameters, such as Accounts Transaclion Categories,
Categorization Rules and Appertionment Rules. Transaction data is fed into the CCH for clearing.
Transaction data includes Sales (sale transactions, Pay-As-You-Go [PAYG) sale and orders,
Uses (PAYG use, other uses), Invoices (retailers and Transit Benefit employers), Adjustments
(CSR adjustments), Refunds, Replacements, and Legacy Migration. As the transactions are
processed, CCH performs the following:

Associate a category with each transaction
— Summarize transaction data by category and payment iype
—  Apportion summarized amounts between accounts based on apportionment rules

— Send ladger entries to the Coda general iedger
~ Interfaces with Coda via XMLi API

The CCH module includes a web based GUI to provide complete configuration and management control.
« SAP Edge Financial Reports: Financial reports are provided through the SAP Edge toolset to
allow full and complete auditability of the system. Financial reports are selectable using a number
of date filters. Depending on the nature of the data, Cubic uses a number of different terms for the
dates that are used for each report. The lerminology we use is:
Transit Date: When the fransaction occurred, typically at a device or at an application like
website. Based on the transit agency's definition of start of the transit day (e.g., 3:00:00 am -
2:60:59 am).
Posling Date. When the transaciion was successfully processed In the source application,
‘ e.g., NCS, ABP, Pivotal, elc.
—  Settlement Date: When the transaction was ready to be cleared through CCH. In the event
that CCH process is delayed, the Settlement date will still reflect when the date when the
clearing should have occurred.

In addition to the slandard reports as part of Nextinfo, numerous additional financial reports are provided
that give the operations and finance team a full picture of the financial status of the system. These are
listed below:

= COM10 Passenger Order Details

«  \WO0430 Refunds

» WO150 CSR Cusiomer Adjustmenis

a+  WO110 Passenger Order Summary by Product

:  (CC400 Credit Transaction vs. Reconciliation
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« CR300 Credit Payment Recenciliation

s CC400 Credit Transaction vs. Reconciliation

s CR300 Credit Payment Reconciliation

s CC405 Direct Debit Transaction vs. Reconciliation (for ACH)
+ CR310 Direct Debit Summary

» CR180 Point-of-Sale Cash Balance

» (CR460 Poini-of-Sale Bulk Cash Reconclliation

s CRi11 Stored Value Liabllity Details (for CSC)

« CR117 CSC Pass Liabitity

o WC100 Clearinghouss Rule Sefs

« WC231 Clearinghouse Category transaction History by Transaction Type
s WC210 Clearinghouse Apportionment Postings

a  WC410 FRM Summary Postings

o CC300 Retail Network Sales/Commission by Week

= WCO10 PPB Customers Invoice Report

2.3.2.5.1 Cubic Payment Application Module

The CPA encapsulates all of the credit processing routines and the financial network interfaces. This
insulation facilitates PCI-DSS certification. The other Central System components use an APl and
tokenization to refer to credit transactions, so that card numbers are hidden from the rest of the system.

CPA includes the hardware and software needed to implement a credit processing and reconciliation
service based on the CPA. CPA is a Payment Application-Data Security Standard (PA-DSS) certified
application to handle debit (if required) and credit payments. CPA is currently listed on the Visa® Web
site as a Payment Application Best Practices (PABP) complian't application, which can be found at the
following address:

hitos /lwww poisecurityslandards.orafapproved companies providersivpa agreement.php

Cubic’s solution is PABP and PCI compliant,

" CPA has also been accepted as being compliant with the Payment Card Industry Security Standards
Council {PCISSC), PA-DSS, and s listed on the PCISSC websits of approved applications al the
following address:
hilps /iwww poisecurityslandards.oro/secwily_slandards/vpalvpa approval list.html.

CPA has been specifically developed to support plug-in adapters for financial clearing institutions
requestresponse interface. This allows new adapters to be developed and installed without the need to
recerify the CPA for PA-DSS compliance. CPA Is capable of communricating with multiple clearinghouses
at the same time with multiple plug-in adapters. CPA is currently being used by a number of transit
authorities including Port Authority Transit Gorporation {PATCO), San Francisco (SFMTA), Chicage
(CTA), Atlanta (MARTA) and Miami-Dade Transit (DTPW), as well as being scheduled for deployment by
Transport for London (TfL) as part of the London Open Payment system. As part of this system
deployment, Cublc will develop a plug in adaptor for DTPW's payment processor, Bank of America,
shouid DTPW wish to retain that service.
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All credit card information is stored in a GPA private schema, which is encrypted using a SafeNet or
Thales security appliance supporting hardware based encryption, in accordance with the PCI-DSS. Users
with administrative access to CPA can see full credit card numbers, but all others can only see masked
credit card numbers, where all but the last four digits are asterisked out. This approach supports
separalion of dulies between the database administrator and the security administrator, ensuring that no
single person has unrestricted access to both the encrypted data and the keys needed to decrypt it.

The system will also be provided with all of the necessary software and hardware for encrypting and
transmitting data to the selected clearing institution. This solution is compliant with all of the appropriate
banking standards including American Bankers Association (ABA), International Standards Organization/
(nternational Electrotechnical Commission (ISO/IEC) and the Federal “E" and "Z" Regulations. As noted
above, the CPA solution has been PA-DSS certified, and will therefore help DTPW achieve PCI-DSS
compliance for the system and operation as a whole.

Cubic is in discussions with several credit card processing networks. All are aware of the need to provide
high-speed authorization services to support the use of contactless bank cards al the point of use. At the
time of lhis writing, credii card processing networks have not commitled to providing a guaranteed
solution to meet the fast processing limes of transit. When methods for high speed authorization have
been finalized, Cubic will propose to integrate with these high-speed authorization services. In the
meantime Cubic’s multi-tiered approach provides a solution that balances the requirements for fast
transaction processing and securing payment for all transactions.

2.3.2.6 Cloud Infrastructure

The cenlral system in the Cloud Infrastructure is designed to be available for 24-hour/7-day operation and
to achieve a rigorous 99.9% uptime. Over the years Cubic has learned from real-time operation in
authotlties around the world. Cur cloud design and services support have been optimized to meet strict
avalilability requirements In a number of cities inciuding London, Brisbane, Los Angeles, Chicago, and
Allanta. The system is designed to provide forms of redundancy, ensuring availability for the customer
and for the agency. Various automated tcols are used to monitor the devices and the central system,
allowing maintenance personnel and systesn operators o proactively react to any device or sysiem
problems.

Cubic proposes to host lhe Cloud Platform using proven pariners like' Amazon Web Services and
Microsoft Azure Cloud Services. This cloud hosting solution enabies the customization of the environment
1o meet stringent requirements. The Cloud Hosting Infrastructure allows for the following:

« Augment and Move Services to the Cloud: Cloud service providers helps build, connect, and
move services in datacenters {o he cloud with comprehensive hybrid cloud solutions.

« Broad Coverage and Data Sovereignty: Cloud service providers are available in 89 countries
in 40 currencies and offers disaster recovery, improved local performance, and coverage areas
localed around the globe.

» Extensive Range of Cloud Solutions: The cloud services provide offerings {ailored for the
Cities' technology needs, environment, security constraints, and finances cver 15 years of
experience in cloud services. '

« Security, Compliance, and Privacy: The proposed cloud-based solution complies with key
industry standards and with data protection and privacy laws generally applicable to Microsoft's
provision of & cloud services plaiform.
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The system will also provide a flexibie capability to share and store data between all stakeholders,
Including the defivery of real-time intersection status updates.

The cloud is & natural fit o host the integration service due to the high levels of avaiiability provided,
additional security and compliance practices followed and certifications attained by the hosting facilities
and Infrastructure service provider, and commitment to hosting critical services for large government
agencies. Additional benefils are as follows:

» Encryption and Key Management: Manage unique dedicated keys for this environment.

« Network Segregation: All traffic to VMs is blocked unless expressly authorized.

s Threat Management: Inherent protectton against malware and DDoS threats.

+ Penetration Testing: Microsoft and Cubic perform regular penetration tests,

« Logging and Reporting: Performance information logged and avallable for analytics.

a Isolation: Isolated from public ¢cloud. Only tenants are qualified government organizations.

Beyond leveraging the cloud service platform for infrastructure services as a host, Cubic provides real
time monitoring and alerting on status and performance of the cloud servers, applications, network, and
connectivity to DTPW local infrastructure wilh tight integration of monitoring systems with Cubic Service
Desk tools and processes.

As part of Cubic's Cloud Infrastructure, DTPW no lenger bears the burden of equipment acquisilion,
provisioning, and maintenance. instead, Cubic provides all hardware and software maintenance delivered
through the Azure or AWS cloud.

2.3.2.6.1 Fault Tolerance

The central system is a mission critical system designed to meet 99.9% availability requirements for card
based solutions.

Within the cloud environment, Cubic deploys local devices with an eye toward eliminating any single-
point-of-failure. Where appropriate; devices, applications and databases are configured in
clusters-including each application and dalabase. In addition, Cubic relies upon redundant cloud storage
configured to have mirrored copies of all application server images and the data for each application
server.

2.3.2.6.2 Server Virtualization

Cubic uses industry-standard server virtualization platforms to provide availability, efficiency, and flexibility
for application workloads. Our hosted architecture leverages the strengtis of virlualization to harden the
infrastructure and provide a higher level of resiliency. '

Virtual server templates are utilized to aflow rapid provisioning of additional application servers,
increasing the efficiency of additional workload deployments, Clusters of multiple virtual server hosts,
deployed in N+1 configurations for capacity management, host application servers. This configuration
allows for workloads to be automatically restarted on functional hosts In the event of a host faiiure.
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Cluster rules are enabled to distribute worklioads effectively across all hosts in the cluster, distributing
virtual servers thal host the same application across different physical hosts, allowing for physical host
failures while providing availability of apptications on other functional hosts.

In addition, highly-trained administrators monitor the placement of workioads to verify efficient operation,
and periodically manually migrate workloads to minimize system risks or in preparalion for system
maintenance. These migrations could inciude the movement of workloads from one host to another within
a site, from a host in one instance to a host in another instance, or form one storage system to another
storage system. This orchestraled movement of workloads will allow system maintenance without
affecting application operation, degrading application protection levels, or infroducing additional risk of
system failure.

Cubic’s system architecture provides for multiple instances of each service and application and allows
furlher scale horizontally while presenting each service as single function through virtual IPs. Though
there is one setting/URL 1o get to a service or API there could be multiple systems or applications that
can respond to that request.

2.3.2.6.3 Testing of the Cioud Solution

Cubic periodically tests the Cloud Services to prove Its ability lo meet the uptime objectives. Ongoing
testing verifies that components and connections in the system and ensure that the Cloud Platform
performs with a failure in a single component. Since some of the components are discrete devices {such
as load balancers, network switches, and individual servers) and other components are resident on virtual
servers, each type of failure will be tested on an individual basis. The types of failures thal will he
demonstrated include;

« Application Failure: The failure of an application node within the environment.

« Database Failure: The failure of a dalabase node.

Tests are performed independently within each site and across sites to validate performance of the
systermn. During lesting, Cubic simuiates all of the types of failures listed and verifies the system's
performance to the specifications,

23264 Security and PCI

Cubic’s Gloud Infrastructure is designed, built, and operated in accordance with a comprehensive security
management framework which Is aligned with the 1ISO 27001 Information Security Management System
(ISMS) requirements. Cubic’s ISMS includes the policies, standards, guidelines, and procedures that are
utilized to implernent administrative, physical, and technical controls. The controls have been designed to
support regulatory requirements such as the PCI-DSS, legal requirements regarding privacy, and general
seourity best practices. The ISMS is periodically updated to incorporale changes to the threat
environment and new or updated contractual obligatlons.

While PCl and privacy are the primary regulatory and contractual factors that influence the security
controls that nave been implemented within the fare collection environment, implementation of those
controls is not limited to only systems that process personal information. Cubic operates and maintains all
systemns and the infrastructure in accordance with the same set of sirict [SMS controls, regardless of
whether or not an individual system stores, processes, or transmits cardholder data or personally
identiflable information (PII).
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PCI-DSS and PA-DSS

2.3.265

PCI-DSS provides a baseline of technical and operational requirements designed to prolect cardholder
data, PCI-DSS applies to all entities involved in payment card processing—including merchants,
processors, acquirers, issuers, and service providers, as well as all other entities that store, process or
transmii cardholder data, PCI-DSS comprises a minimum set of requirements for protecting cardholder
data, and may be enhanced by additional controls and practices to further mitigate risks.

The PA-DSS applles to applications which perform credit card authorization and settiement functicns. The
use of PA-DSS applications support PCI-DSS compliance and each version of CPA have been validated

as PA-DSS compliant.

Table 2-2 is a high-level overview of the 12 PCI-DSS requirements and how Cubic addresses those

requirements.

-Description .. Requirem e
Buildand [P Install and maintain a firewall
‘maintain-a B configuration to protect cardholder
‘secure . R otz

network _
i B 2. Do not use vendor-supplied

| defaults for system passwords and
other security parameters

‘ P.ro'tect 8 3. Protect stored cardholder data
cardholder
' data

B Encrypt transmission of
§ cardholder data across open,
public networks

5. Use and regularly update
antivirus software or programs

‘Maintain a
vulnerability
‘management
program -

Table 2-2, PCI Data Securily Slandard-High Level

Ove!ew
Cubic Actions. . 0
Muitil layers of firewalls are utilized to
control and restrict traffic from untrusted
nelworks and to provide defense in depth
within the environment.

Center for Internat Security (CIS) security
benchmarks and vendor best practices, are
utilized o harden operating systems,
databases, network devices, and
applications.

Sensitive data slements are encrypted within
databases using AES-256 bit sncryption.
Keys are securely managed using hardware
security modules. Cubic will only store the
minimum amount of data required for
operation of the system.

Al Internet facing systems utilize SSLv3 and
TLSv1 to provide encryplion in transit for
public web services. Connections to third
parties and financial institutions are
performed using SSU/TLS, VPN, or point to
peint private connections.

Antivirus software is centrally managed with
clients ulilized on both Windows and Linux
systems. Additionally, whitelisting software is
utilized on vending machines to prevent
maiicious software from executing.
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_Description - Requ o ]

‘Maintaina - § 6. L and maintain sec Vulnerability mitigation and vendor patches
;.y'u'lnérépili_ty systems and applications are implemented on a monthly basis.

' méhag_ém’ent Software is developed in accordance with
;.pro_gram : _ secure coding and development processes.

' . “ Web application firewalls and DDoS
protections servicas are utilized to provide an
additional layer of security for internel facing

_ web-services.
Implement ' B 7. Restrict access to cardholder Role based access profiles are used to
strong access data by business need to know provide access to all systems and
control applications. Access is provisioned to
‘measures ' ) individuals based on least orivilege with the

minimum rights required to perform their job
responsibilities. .
| 8. Assigh a unique [D to each All users are issued unique, individual

perscn with computer access credentials for access to all systems and
. . applications. :
Implement B 9. Restrict physical access to Back office systems components are hosted
ENGIL Rl cardholder data in highly secure facilities.
.control
“measures
"Regul_a’rly B 10 Track and monitor all access The Cubic security and networks operations
QILOHOUELY IR to network resources and ~ teams monitar and analyze aclivities from all
RSO cardholder dala systems using QRadar security information

and event management (SIEM) system,
Tripwire file integrity manitoring solution, and

Solarwinds.
11. Regularly test security IDS/IPS is utilized al both the external
systems and processes. network perimeter and also between internal

‘network segments. Internal and external
vulnerabllity scanning is performed on a
monthly basis and high-level vulnerabilities
mitigated within 30 days. Internal and
external penetration testing is conducted
annually and performed by third-party

‘ security companies.

Maintain an 12. Maintain a policy that A comprehensive set of security policies,
information. addresses information security for  standards, guidelines and procedures are in
.security policy - JlEsEIETe IR place to support the Cubic ISMS, which

' : ' includes all PCI requirements. Cubic
personnel are provided with annual security
awareness fraining.

Cubic Proposal No, P15.005 ) Page 2198
Lisa or disclosure of data contalned on this sheel Is subjecl Lo Ihe restriclions on the file page of this documenl. // ;/ '




Miami-Dade Transitl

Fare Syslem Mocdernlzatlon Program C U B H C

TEGHNICAL PRCPOSAL

2.3.2.6.6 Privacy

Cubic is committed lo maintaining the privacy of all Pll belonging lo your customers. Technical security
controls and vulnerability management processes are in place to ensure a high-level of security to protect
against malicious attacks and from unintentional errors. While technical security controls and processes
pravide the foundation for effective privacy protection, Cubic also provides personnel with training on
handling requirements for Pl and restricts access to Pl system and applications to only those personnel
that require access for customer service, troubleshooting, and administrative purposes. All personnel who
handle Pll-or manage fare coliection systems undergo background screening checks and are required to
read and sign privacy policies prior to oblaining system access.

Cublc only utilizes PII for the purposes for which it is collected in order to manage transit accounts for
registered individuals. Privacy policies provided by DTPW would be thoroughly reviewed, strictiy
enforced, and incorporated into the Cubic ISMS.

2,3.2.6.7 Data Backup and Archive

Cubic recognizes the importance of the data within the Cloud Platform being offered provides a great deal
of security for the database. After data is written to disk, a snapshot of the volume is taken for data
backup. When periodic snapshots of a volume are captured, the snapshots are incremental so only the
blocks on the device that have changed after the last snapshot are saved in the new snapshot. Even
though snapshots are saved incrementally, only the most recent snapshot is required to restore the
volume,

Cubic has developed and tested backup and restore policles to ensure that all the data within the Cloud
Infrastructure is correctly backed up to disk and electronically to an offsite data backup facllity. These
tests are periodically performed to ensure the system continues to meet requirements, including
performing a recovery from the offsite backup facility.

2.3.26.8 DTPW Access to Central System

Access to the Cloud Service by DTPW staff is manifested in the following ways:

s Vla our Nextinfo™ database and toolset that will give DTPW access to a tokenized view of
ail transaction and full device status data thus creating no PCl exposure. Staff will have
access to a set of reporting tools and databases reflecting current and historical transaction data.

s Nextinfo will provide revenue, ridership and device data needed to interface with DTPW or
other agency back office systems. These data extracts can be created either by DTPW staff
via the toolset provided or Cubic operations staff.

= Exposing pre-configured and Ad Hoc views of the Network status from our network
monitoring toolset. Cubic underslands that DTPW will continue performing local network
infrastructure maintenance and the monitoring plan requires ready access to the state of the
network down to every installed vending device,

Agreed views of device detail and summary status information as compiled from ServiceNow system
databases much of which is presented in a dashboard fashion.
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2.3.269 System Administration

Cuble ulilizes a blend of monitoring services within the Cubic Cloud Platform. Both AWS and Microsoft
Azure offer native cloud resource monitoring for CPU, memory, network and disk utilization.

In addition to nalive tools, monitaring tools like SolarWinds® (or other equivalent network monitoring tools)
deliver agentless application and server monitoring software providing monitoring, alerting, reporting, and
server management. Application and server monitoring software leverages oul-of-the-box application
monitors for more than 150 applications, enabling you to keep a close eye on virtually all elements of your
critical business applications.
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Figure 2-4, General System Administrafion Diagram

The Cubic Cloud Platform Inciudes significant network management capabilities, including bul not limited
to network performance monitoring, traffic analysis, network bandwidth analysis, network quality
moniloring, device tracking, IP control, network configuration, and security management. See Figure 2-4
above and 2-5 below.
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Figure 2-5, Network Performance Monitoring

2.3.2.6.10 Device Monitoring

The Automated Fare Collection Monitoring System (AFCMS) monitors the network of AFC devices for
incidents. AFC devices transmil events to the central server in real-time. These events are stored in the
AFCMS database and are used to gencrate alarms. AFCMS in the Cubic Cloud Platform replaces the
tegacy HP OpenView approach to device monitoring.

The upgraded AFCMS functionality includes alarms created based on which set of AFC devices sent the
event, a set of event types, how long an event has been triggered, and how many occurrences of an
event there have been within a period of time. The screens will have a graphical mapping of all devices to
aliow for quick views of the health and status of the environment.

The AFCMS client program is used to display alarm information from the system. It also handles
configuration of the system. The client program is secured by username and password. Users are
assigned 1o security groups. The configuration of a securlty group specifies which parts of the system a
user has access lo.

The station manager is a view onto the AFCMS and provides local control for the devices at a station. It is
a web-based application operating on a standard browser, [t provides autherized personnel at the siation
to remotely control the operational characteristics of the station devices.

MDT will have access to status monitoring through AFCMS, Devices like the TVMs and Faregates report
their status to the AFCMS environment periodically tough their connection to the back office.

Varlous devices generate their own unique status messages, such as coin hopper low, or ticket jam. The
AFCMS is an integration of a number of independently developed systems, and a set of COTs monitoring
tools that coflects inputs from multiple sources to provide a unified feed to the NextInfo environment. '
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2.3.2.6.11 Transaction Records

The device stores the faltowing types of transaction records and uploads them periodically to the back
office;

«  All completed transactions

=  Allinvalld transactions

Transaclion records are stored in such a way that they wiil include date, time, location {per the GPS feed
where applicable), vehicle andfor entry device number, operator 1D if applicable, and other specified data
with each fransaction thal lakes place. All transaclion and event records are serialized and uniquely
identified and carry all the necessary information to fully report on and {rack all the activities of the device.

Boih revenue summary counts and fransaction summary counts are alse maintained by the device and
uploaded to the back office.

2.3.2.7 System Enhancements

With this package, Cubic proposes to make changes within the existing infrastruciure to cannect services
to the cioud for all device management, transaction processing, credit transactlons, autoloads, and other
central system functions.

All devices will be connecled via the DTPW Ethernet WAN and routed through the firewall via secured
VPN to the Cubic Cloud Infrasfructure. Servers, services, and back office applications will be monitored
through Cubic's App monitor and SolarWinds for heartbeat, health, and status.

All devices will be thoroughly tested for maintenance of all exlsting features and functions preserved into
the cloud environment. Additionally, all devices will be tested lo ensure they continue {0 mest all
perfermance requirements,

2.4 SOGR Dependency - TVM Kit, Gate Kit, and Farebox Kit

The ongoing SOGR work Is designed to provide assetl refresh of existing AFC equipmenl, support for the
current back offlce environment, and forward suppaort for systems and feature set expansion as described
in the system upgrade, the EMV Option, and in support of bar code validation at faregates In the Cloud
Core. While completion of this work is not striclly required to move forward with the Cloud Core, new
features and functions described in the options and for bar code processing will require their completion.

2.4.1 DTPW Device Upgrades

Cubic has proposed a suite of state of good repair upgrades to extend the life of the DTPW infrastructure
investment and to support new features and functions moving forward.

2.4.1.1 Ticket Vending Machines
24111 Hardware Upgrades

The TVM will be upgraded to replace end of life components:
» Single Board Computer {SBC) - The existing SBC will be replaced by a Commerclal-off-the-Shelf
(COTS) SBC. The new SBC will interface with existing serial devices.
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The SBC will run an updated Windows operating system, version lo be determined based on
Project timing to provide the most updaled version Cubic is offering.

The existing PIN Pads and BIP Reader will be replaced by EMV compliant PIN Pad and DIP
Reader from Ingenico.

The existing TVMs have a mix of Tri-Reader® 2 {TR2) and TR3 for processing Contactiess Smart
Cards (CSCs). The TR2 readers will be upgraded to TR3.

As needed, the TVMs may be updated to newer bill handiing units, which could include the
functionality of bill recycling with an additional change notice for the TVM software change.

The refresh of inlernal TVM cables, such as replacement of the cracking low smoke cables wiil be
ordered separately on an as needed per TVM basis.

24.1.1.2 Scoftware Upgrades

The TVM software will be upgraded lo interface with various new hardware components and operating

system:

L

-]

Execute on new hardware and OS.

Interface with new Ingenica DIP Reader and FIN Pad.

Implement EIS changes o send additional EMV related data in debit / credit messages.

The software will be upgraded o interface with various new hardware components and operating
system, namely leveraging the functionality of the more capable TR3, and operaling in support of
the functionality offered in later phases.

2.4.1.2 Gates
24121 Hardware Upgrades

The Gates will be upgraded to replace end of iife parts:

€

Single Beoard Computer: The existing SBC will be replaced by a COTS SBC The new SBC will
interface with exisling serial devices.

The existing compact flash will be replaced by a Solid State Drive (SSD) to be used with the new
SBC.

The SBC will run an updated Windows operating system, version to be determined based on
Project timing to provide the most updated version Cubic is offering.

The existing Gates have a mix of TR2 and TR3 for processing CSCs. The TR2 readers will be
upgraded to TR3.

Seiect gates (one enlry and one exit per array) will be updated to include bar code scanning and
validation functionality for mobile tickets.
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The E2 Gate Bar Code Reader Kit enhances existing E2 Gates with barcode capability. The kit provides
everything necessary to quickly upcate the gate for dual operation of contaclless media alongside
barcode media. With Cubic's bar code reader upgrade kit, riders can take advantage of the ease and
convenience of barcode on their smart phone or a printed bar code fo pass seamlessly through the
existing gate array. With the E2 Gate Bar Code Reader Kit, no changes to the gate are necessary as all
mounting is already available within the E2 Gate. Additional cables, Ethernet switch, and end bezel are all
provided in the kit, and install was designed to be quick and easy.

How it Works

The ofi-the-shalf Datalogic bar code reader provides outstanding near-field reading, a wide angle field-of-
view, and excellent performance on decoding poor or damaged bar codes. The upgrade kit itself is very
easy to install. No cross aisle cabling is required. A single technician can easily install the upgrade kitin a
matter of minutes. It is as simple as replacing a bezsl with the new patron interface. Then assemble the
mounting brackets, add an Ethernet switch, route the cables, and the gate is ready.

With the bar code reader installed the patron need only approach the terminal, present their bar code to
the bar code reader, and the gate will open. The bar code can be printed on a receipt or presented on a
smart phone making the authentication method very versatile. With the presentation method and the split
second it take to authenticate the bar code the patron need nof break stride as they pass easily through
the gate and continue on their way.

2.4.1.2.2 Software Upgrades

The software will be upgraded to interface with various new hardware components and operating system,
namely leveraging the functionalily of the more capable TR3, the bar code scanner where applicable, and
operating in support of the Phased funclionality approach,
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2.4.1.3 Fareboxes

The GFI Odyssey farebox currenily has mounted within it a Tri-Reader 2. This will be upgraded to the
TR3 configuration using @ new bracket. In addition, the DCU3 software will be upgraded to support real
time wireless connectivity via installing a SIM card in the DCU3. The SiM card provided by Cubic and
data plan provided by DTPW would enable cellular data lransmission on the bus. If any DTPW buses
curcently have an onboard Wi-Fi system, the DCU3 could utllize this existing network for additional cost
savings to DTPW. Once this real time data is enabled on the DCU3's DTPW will be able to take
advantage of account based transaction anywhere on the bus route.

2.4.1.4 Multipurpose Peint Of Sale

The existing Multipurpose Point of Sale (MPOS) and Compact Paint of Sale (CPOS) devices will not be
upgraded. Instead of these upgrades, Cubic will provide a tablet based POS application.

2.4.2 SFRTA Device Upgrades

The cloud platform will support the current SFRTA suite of features and functions. A priced proposal will
be submitied to SFRTA for asset refresh and systems upgrades consistent with those being made
available to DTPW.

2.5 EMV Upgrade Option

Banks are becoming ever more focused on EMV migration. Cubic is proposing an option in which could
be completed during the enhancement phase aimed at certifying the TR3s used in DTPWs devices as
well as certifying the back office bank connections to approve credit debit transactions via contactless
EMV. The Ingenico dip readers installed in the TVMs and the payment terminals used with the tablet
based EMV capable payment accepting retail POS units with the SOGR work are capable of contact
(chip) EMV transactions, but certification costs have been broken out and placed into this option,
Contactless bank card transaction are still possible with the SOGR upgrades, however these transaction
are contactless mag strip transactions and not contactless EMV.

2.6 Back Office Upgrades for New Features and Extending the DTPW
Mobile App

2.6.1 NextFare Central System Upgrades

The NextFare Central System (NCS) changes upgrade the back office software to the latest supporled
versions, This upgrade supports extending the initial release of the mobile application with a series of
value added features. The upgrade also takes advantage of the cloud infrastructure installed in the initial
cloud core package. The enhanced back office system detailed in this option will consist of the following
additional back office elements and features running in the existing cloud environment:

« Account-Based Processor (ABP)

»  Extended NextWave (NIS) APls for mobile communication

+ CRM

a  Clearinghouse/CCH

« Data Warehouse

o Orders/Payments

» PayGo Transactions
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Figure 2-6 below illustrates the components of the Back Office environment.
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Figure 2-8, Nextfare Back Office Componerts

2.6.1.1 Mobile Enhancements

The initial release of the mobile application will be enhanced over series of releases to Include the ability
for customers with eligible NFC enabled phones to request/receive a virtual card within their phone and
additiona! features such as integrated teip planning and intefiigent content publishing.

Cubic's approach leverages our Cloud Infrastructure as the most expeditious solution for DTPW, Using a
cloud environment, Cubic will deliver the cloud-based system's central back office tools quickly and at a
cost-effective price for DTPW,

Figure 2-7 below depicts the current configuration of the DTPW system.

Cubic proposes to deploy a cloud-based environment for DTPW’s EASY Card infrastructure to both retain
and enhance the existing functionality while facliitating a rejuvenated central system for card processing.
Cubic's tools provide improvements over the existing environment, including:

o Meeting DTPW’s quality of service expectations:

-~ Providing DTPW's customers with all fare payment options they have today and introducing a

new range of value added features and convenience options
In the transition to the new environment, each service is tested in the lab and in the fietd prior
to execution of each service's switch-over, Rapid faliback to existing systems will be part of
the transition plan for each service thus minimizing any potential customer impacts.
» Protecting DTPW's revenues and access to information:

—~  New tcols for reporting and analysis through the ctoud environment.
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Upon completion of the system upgrade phase, the additional DTPW and, where applicable, SFRTA fare
applications will be supported on the Cubic cloud as depicted below in Figure 2-8.

The advantage of the cloud environment as a solution is that it both facilitates quick-to-market features
using a proven infrastructure, white alse providing minimal capital investment for DTPW. This solution
allows DTPW to upgrade without committing to a long-lerm investment in infrastructure.
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Figure 2-8. Current Configuration of the DTPW Sys(em

Cubic's cloud platform will addrass the key systen functionality:

Directed and Threshold Autoload of Passes and Value: All autoloads of passes and value will
continue to be managed through the existing DTPW website. [n addition to this, palrons will be
able o use their mobile app to load value and passes,

NextAccount: These modules provide support for open payment and account-based
management, see Figure 2-9. NextAccount's underlying Oracle operational database is
integrated with the Nextinfo data warehouse for long-term data storage and analytics.

NextWave: NextWave Is a mobile gateway platform that provides secure access and a variety of
API's in support of mobile applications.

NextLink: The NexiLink application is an open systems architecfure soiution thatl allows
commercially off-ihe-sheif [oad and reload devices to be integrated with the fare colleclion system
for the remote updaling of contactless transit credentials. By establishing a secure
communication path between the contactless media and the remotely hosted fare application,
NextLink enables agencies to integrate a broad range of third-party applications such as mobile
phones, retail terminals, parking devices and bike share systems by reducing integration
complexity and eliminating the need for proprietary technology to manage device security.
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Figure 2-9. Relationship hetween NextFare and NextLink

Customer Support: DTPW staff or outsource partner can access customer informatlon and card
data through intuitive screens available through the upgraded NextFare system

Application Programming Interface (APl) for Customer Relationship Management (CRM)
Tools: DTPW can access standard information on a customer's history and card data for
integration with a local third-party CRM tool,

The Cubic Cloud infrastructure will provide the following enhanced features:

o

PCI Compliance: Cubic will provide PCI compliance for all elements of the cloud and readiness
for the PCI Compliance of devices connected to the Cloud Service using bankcard services for
DTPW, ensuring that the migration will not negatively impact the agency’s PC1 Compliance.
Support of Enhanced Fare Policy: The new central system wil allow the support of more
complex ‘are policies including full account-based and distance-based fare structures should that
option be exercised

Enhanced Reporting and Analytics: The Cubic Cloud Plafform comes with new native reports
and analytics using best-in-class tools provided by SAP offering DTPW sophisticated and Intuitive
tools for analyzing and understanding data.

Limited Use Medla Support: Cubic's NextFare 7 delivered through the Cloud infrastructure has
native support for LUM, facilitating a lower-cost implementation of LUM for the agency.

Cubic Proposa! No, P16-005 Page 2-30
Use or disclosure of data conlalned on this sheet Is subject to the resldctions on the fila page of this decument. /2/3

U



Miaml|-Dade Translt _—
Fare System Modernlzatlon Program G U % E (..,.,.

TECHNICAL PROPOSAL

The cloud Central System will provide DTPW a seamless transition upgrade DTPW 10 open payments
and products that has been designed, fielded, and proven in a number of Automatic Fare Coliection
(AFC) environments supporting bus, rall, ferry and intermodal systems. It will provide a Graphical User
Interface {GUI) for customer service, payment processing, specification of system paramelers, fare
policles, access control, configuration management, and securely process credit, debit, and auiomated

clearinghouse payment reguests.

The proposed sofution includes the hardware and software needed to maintain the commitment to service
levels for credit processing and reconciliation and a Payment Application Best Practices (PAPB)-certified
application that handles debit and credit payments. Please see Figure 2-10 below for an overview of the
Cubic Cloud Infrastructure and the central system modules proposed as part of this project.
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Figure 2-10, Cublc Cloud Infrastructure

The central system will also integrate with best of breed compenents for subsystems that support and
compliment the AFC applications. This includes the Oracle® Database, Webl.ogic® Application Server,

Crystal Reports®, and native image snhapshots for backup.

The central system is scalable in its design as a web application running on one or more application
servers against one or more dafabase servers. As noted, we have architected the system to allow for
future growth by using technologies and practices that allow for flexible scaling on demand.
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The central system database is designed to be the repository for operational data, configuration data, and
summary data, and includes reports covering subjects such as sales, revenue, maintenance, ridership,
pre-paid benefits and autoloads. APls have been developed to allow third-party applications to be
integrated with the hosted central system, including the customer website and the transit benefils website.
Integration with the legacy system is accomplished through interfaces relying upon a slandard Simple
Object Access Protocol (SOAP} APl architecture.

Passenger transaction data is available as it arrives to support customer service inquiries and activities.
In addition, in an effort to address new security and emergency requirements dictated by today's political
climate, near real-time ridership reports are provided to aflow. operational and securily personnel to
estimate the number of customers at specific locations or on specific buses at any given time.

The central system is based on a Service Orlented Architecture (SOA}. It employs an Enterprise Service
Bus for exposing individual component interfaces. [n the hosted environment, operational transaction
processing is separated from reporting data, so that large, ad hoc querles do not impact operational
performance. '

The SOA design ensures that interfaces are handled through a standard mechanism wilhout requiring
changes to the core system and without impacting system performance if future changes and integrations
with interfaced systems are required.

The central system Is designed with a modular approach, aliowing for the natural separation of functions
within the system. The modularity of the system ensures incidental functions like data analysis do not
impact the mission-crilical transaction processing Lhrough the central system. Cubic designed the system
architecture o prolect the most mission critical application components — Oracle, Product Catalog, and
NextFare Integration Server — with the highest level of performance. This segregation also prioritizes
performance on the modules with the highest transaction requirements.

The specific performance requirements will be agreed outside of this proposal and, depending on final
scape, will include very specific performance criteria that will be self-reported by Cubic on a frequency to
be agreed with DTPW. The types of performance criteria may include:
« Central System Availabilily
»  Daily, weekly and monthly Reports dslivery performance
s Data accuracy
»  Call Center performance to include such Key Performance Indicators (KPIs) as lost calls, hold
times and call completion times
= Bankcard transaction times
= CSC reader transaction time performance
« Service response time in many different categories, for example response and repair times, Fare
Change updates, system configuration changes
« Response to system upgrades necessitated by regulatory changes

The Cubic system architecture ensures DTPW is not making an investment In hardware. Instead, our
active/active, load balanced solution maximizes the infrastructure investment and can grow dynamically
as the transaction volumes grow.
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Cubic's proposed solution relies upon industry recognized standards and protacols, and leverages best-
in-class third-parly tools, where appropriate.

The central system will be connected into the existing DTPW through PCl-compliant encrypted links.
Firewalls will be configured to allow data exchanges with DTPW syslems and the cloud.

The Cubic Cloud Infrastructure is designed for mission-critical performance both from architecture and
system administration resources. Upon the completion of the project, DTPW would be capable of
functioning as an independent operator without dependence on another regional entity to malntain
operalions.

26.2 Additional System Upgrade Central System Software Modules

The Cloud-based system Is comprised of a variety of central system software modules, including of the
following core NexiCity components to be added or expanded upon with the system upgrade:

«  NextAccount

«  NextWave extensions for added mobile fealures

« NextLink extensions for added NFC and V-Card features

Cubic provides a set of common SOAP APIs and standard integration tools through our central syslem to
provide seamless integrations between the Cublc central system and DTPW's related systems and tools.
This architecture ensures DTPW's systems and Cubic environment can be interfaced using standard and
supportabte methadologies that require no customization and provide ongoing support through future
upgrades.

2.6.2.1 NextAccount

Cubic is pleased to include its state-of-dhe-art NextAccount fare processing engine as an integral element
of our cloud solution. NextAccount enables the use of secure credentials as fare media tokens including
open contactless payment products, secure 1D's, and NFC tokens. NextAccount can be used to price
open payment Pay as You Go (PAYG) transactions or may be further extended to allow for the full range
of fare policy supported by the operator,

We have included full fare PAYG transactions as included in our base proposal herein. An option will be
provided so that DTPW may evaluate the cost/benefit of moving all fare products and policy to the
account based architecture, It should be noted that this is not a requirement as our architecture wili allow
account based PAYG transactions to operate seamlessly with the existing EASY Card processing modet.

NextAccount®
L I l L J I 1 ! !
Risk & lg_ _ FarelUse Exturnal Aggragallon % Account . Product Galalog
Managemeni @ E"E ll'_f_j\? Calculatlon Payments o Managemenl ]S[
. PaymentiUse Oata Financial
Device Warehouse Insfitulions

!

Media Handling
| il

Figure 2-11. Features of NextAccount
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2.6.2.2 NextWave Mobite Business System .

Public transporiation customers across a wide array of demographics increasingly rely upon their phones
and tablets as constanl companions for real time updates, social media, and alerts. As such, your
customers have come to expect information about their trips, payments, and choices - on demand and |
tailored to their preferences.

Cubic's solutions will help you meet your customers® expectations by providing services to enhance your
customers’ mobile experience through a range of transportation utilities including mobile payments,
mabile ticketing, mabile information, and mobile marketing.

These capabilities are enabled by Cubic's NextWave platform. NextWave facllitates the secure interaction
of mobile application and mobile application server with the back office account management, fare
processing, and payment processing services. The platform also provides a secure inferface enabling
third-party contactiess devices (including NFC enabled smart phones) to read and write to contactless
transit cards such as EASY Card. This facility, NexiLink, leverages a cloud server hosting the fare logic,
security, and card handling libraries typically stored in the Tri-Reader. Established API's allow an P
enabled contactless tarminal to access the server, deliver card status, and make card update requests.
NextLink securely collects card data, applies fare logic, and issues update commands ihat are then
delivered through the third-party reader/writer interface. Such terminals may include NFC smart phones,
contactless retall terminals, parking devices, bike share lockers, and other similar points of acceptance.

The same connection is designed to be leveraged as a provisioning channel for account credentials to
NFC enabled devices both o accessible secure elements and applets using Host Card Emulation (HCE}.

The solution also supports the integration with both Cubic and third-party mobile ticketing applications. !
Cubic has been delivering and operating mobile proof of payment and bar code ticketing systems since ;
2006 with multiple programs operating throughout Germany. Cubic has also partnered with third-party
speclalist firms such as GlobeSherpa and Passport.
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Figure 2-12. Cubic's Ventra Mobile Application in Partnership with Third-Party Mobile Ticketing Application by GloheSherpa
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In deiivering a mobile solution in support of our Chicago Venira program, we utilized GlobeSherpa lo
provide the mobile application. Their platform includes a Rider Application and Rider Website to purchase
and use mobile tickets and create and manage accounts; a Fare Enforcement Application to authenticate
and verify tickels; and a back-office platform, the Transaction and Operations Management System -
(TOMS), that allows transit operators to manage the system through a simple yet robust cloud-based
dashboard.

Cubic is proposing herein to provide bar code tickets for DTPW and, via separate option, SFRTA as an
integral element of the app similarly to what was done for Ventra, Bar codes can be used for single
journey tickets, day passes, for users who don't have NFC enabled phones, or for low volume commuter
rail and bus applications.

Through Cubic and GlobeSherpa collaboration in Chicago, translt users can now use Venlra stored-value
and transit benefit value provided by employers to pay for Metra commuter rall mobile tickets. The
integration also allows users lo use the Ventra mobile app to manage and top-up a physical Ventra card.
We also have integraled three distinct GTFS data sources for the three agencies into a seamless
passenger information system to access next arrival times.

App
Server ——— NextWave® APls
= Aulhenticata User
g e——1 » Product Catalog
» Accounl Management
‘;ﬂl\luall)llnlj —> (create, read, wrile, updale) | €
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Figure 2-13. NexiWave Matile Enviranment
Cubie Prepesal No. P16:005 Page 2:35

Use or disclosure of dala contalned on this shaet s subject lo the reslrictions on he lile page of this decumenl. /92?




_Mlami-Dade Transst
Fare Syslem Modernizalion Program
TECHNICAL PROPOSAL

The platform alse opens innovative options for the
use of emerging Android/Tablet based retail terminals
to access these capabilities in support of manned
retail locations and 1he ability to provide EASY Caid
support fo parking meters, bike share lockers, and
conventional contactless payment terminals.

The platform is also designed lo integrate with
Cubic's Intelligent content publishing service. This
service allows for the creation of anonymized data
sets that can be used by promotional content
providers to target to individuals promotional content
that is relevant to their preferences, location, destination, time, and past response patterns. Content can
take the form of special offers, coupons, messaging, and/or polnts that consumers earn through optimal
engagement wilh the transit network, Presentation of such content Is carefully staged and presented
during points of the travel experience that are not dislracting to the journay.

154 AND 3°¢ PARTY DATA WAREHOUSES

Cubic Oracle Google Analylics 3rd Parly Transil Mastercard
Data Warehouse App Dala Data APIs Transaclion Data Data
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@
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Figure 2-14., Intelfigent Content Publishing Environment

The platform is also designed such that, over ime, content may be published to AFC digital displays such
as those facing users on gates, bus validators, and ticket vending machines. Our proposal is structured
with Cubic taking responsibility for managing the supplier relationships, systems integration, publishing,
and revenue optimization tasks on the basis of a revenue share arrangement whereby 40% of the net
revenue generated is delivered back to DTPW.

Cuble Proposal Ne. P16-005 Prye 2-26
Use or disciosure of dala contained on this shaet |5 subject (o the reslriclions on the tifle page of 1hls documenl. / M

IR BT e,




Miaml-Dade Transil

Fare Syslem Modernizzlion Program ) C U B I C: B

TECHNICAL PROPOSAL

One source of such content could be MasterCard who operates the TruAxis offers and rewards platform.
MasterCard is a key strategic partner of Cubic In the electronic payments space and the app will be
featuring the MasterPass mobile wallet platform.

The rise of digital payments is an important trend for MasterCard; MasterCard views digital payments as
the future, and as a resull; has invesled heavily in making these payments easy and secure for
consumers, issuers, and merchants, The first of these investments includes MasterPass, MasterCard's
digital wallet, which brings several advantages lo transit over other wallet providers. MasterPass is
deslgned to be the simplest digital payment solution from beginning to end—across the widesl range of
scenarios. When making a purchase with MasterPass, riders may use any credit, debit, or prepaid card
from any brand (the wallet can store up to 20 cards), or pre-lax transit benefit or other stored transit card,
or any combination of payment cards (by splitting transactions). The splil transaction feature provides the
flexibility that riders need; for example, a rider can purchase a ticket valued at $80 using value from a pre-
tax transit card {$60) and a credit card ($20) with one wallet transaction.

Figure 2-15 below depicts how the customer can load multiple cards, and instantaneously choose the
best card(s) for each fransaction. MasterPass is free for riders and Miami Dade.

i Z F e

Figure 2-15, Customers Can Easify Upload Gredit Cards to the MasterPass App en Their Mobkite Fhone or Tablet

MaslerPass is also designed to enable secure digital payments across the widest range of operating
systems. This includes payments performed online with a phone, tablet, connected device, or computer,
payments made through an app on any connected device; and starting in Q3 2016, MasterPass will be
available for contactless/NFC (Near Field Communication) payments on Android mobile devices (similar
to Android Pay). Apps with MasterPass embedded in them let consumers complete a purchase with a few
clicks or tauches without leaving the app environment, No malter how rider pays for fransit — online, In-
app or at the turnstile — MasterPass enables them to pay with a tap, a click or a touch across the widest
range of channels. '

Customers are embracing the everyday simplicity and security of a MasterPass digital wallel. Payments
using MasterPass are now being made in the U.S. and more than 20 countries. More than 250,000
merchants worldwide now have the "Buy with MasterPass" button located on their websites and apps.
MasterPass offers tremendous value to consumers, fransit agencies, and issuing and acquiring banks.
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2.6.2.2.1 Benefits of Mobile for DTPW and SFRTA

« Extends fare network and customer service infrastructure to the mobile phone
s Allows users of the latest smart phones to directly top up thelr EASY Card through the app
»  Leverages common CPA3 payment gateway and acguiring relationship
« Improves customer engagement
»  Solves the complexity of using a phone as a ticket/card carrier
- Facilitates interoperability with agencles possessing no contactless reader
« Reduces media life cycle costs
-« Reduces cash handling and vending machire usage
»  Reduces dependency on retail partners for card top ups
»  Recuces fare terminal action list dependencies
»  Provides real-time product delivery to the consumer
s |mproves speed to market and costs to deploy
« Spreads infrastructure and customer support costs across multiple transit properties.
« Enables new patron reward and revenue generation strategies

26222 Benefits for Your Transit Customers

Consumers will have greater control over their cards with real time status updates and the ability to top up
in real-time. The app also provides the abilily to manage multiple funding sources for fare product
purchases, activate and deactivate Auto-load, and set preferences.

The smart phone now offers the functionality of several discreet elements of the fare system:
«  Ticket vending machinefkiosk
+  Transit ticket/card
= Self-service kiosk for card related issues
» Journey planner
»  Travel information portal.
« Real time communications channel to/from the transit authority

Our solution enables your organization to manage these services in a simple and cost-sffective way,
allowing you to provide mobiie tools to your customers quickly and efficiently.

26223 Mohbile Solution Description

The moblle solution is designed to allow for a rapid introduction of a scaled back first release with
progressive releases ‘each introducing additional features and functions. The initial release will support
conventional mobile tickets along with a sulte of EASY Card utilities delivered via web and NextLink
services from the cloud instance of NexiFare 7. As the cloud platform is brought live the mobile
application server will integrate via NextWave APl's to NextFars 7, NextAccount, CPA3, and the
transaclional database. With the system upgrade phase, NexiWave will be integrated to the Trusted
Service Manager plaiform to facilitate delivery of virtual transit cards to accessible secure elements in
consumer smart phones. Additionally, the system upgrade phase will introduce lhe integraled journey
planner and intelligent content publishing elements of the program.
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Figure 2-16, Mobile Fhone as a Token,

Cubic's architecture allows us to partner with a variety of specialist mobile application providers. For
' DTPW we have secured proposals from bath GlobeSherpa and from Passpotf. We are basing this
proposal on the use of Passport as we understand DTPW may wish to include extended parking utilities
as part of the app. Passport is an industry leader in the parking space and is best suited fo include that
capability suite. The firm is also active delivering transit ticketing apps across Florida including
Jacksonville and Fort Lauderdale. While Passport can deliver parking functionality the app design and
solutiens architecture supports the linking to third-party apps including the Pay-by-Phone parking app in
use by the City of Miami.

2.6.2.2.4 Retail Tablet Application

The NexiWave and NextlLink platform creates the foundation for additional applications for intelligent
mohile devices to interact with both physical EasyCards and the back office cloud envirenment. This
creates new flexibility in the ability for off the shelf devices to support specialty applications such as that
required for retail top ups of EasyCards with fare product.

Included within this proposal Cubic and Passport will collaborate to deliver an Android tablet application
ihat can carry out the primary functions of product selection, payment confirmation, and secure top up of
EasyCards. The app will be designed with as much portability as possible with the goal to enable Android
driven tablets and Point of Sale (POS) derivative praducts to facilitate fare product support.

Basic functions will includs:

Operator log on

Shift reporting by operator

Operator feature navigation and product selection

Operator confirmation of payment tender

Device secure Interaction with the NextLink Server

Secure reading and writing of Easy Cards via the tablet NFC readerfwriter functions
Device location monitoring and disablement of NextLink functions based on location
Security management services

S U S S e
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9. Integration with CPA
10. Suppor! for a receipt printer via blue looth

2.6.2.2.5 Mobile Feature Description

The mobile application will:
«  Support both 10S 7 and Android:

- At DTPW's option a mobile web version can be made available for those who are not on
either Android or I0S (less than 5% of smart phones). The mobile work scope does include a
mobile web site where users can get information, manage their accounts, buy mobile tickets,
and link to other Agency services. The site, will not replicate the features of the EasyCard
web site.

s Create/readiupdate account
»  Update account information
» Forgot/Change password
v Createfread/update/delste funding sources (credit cards)
« Payment oplions for mobile ticket include:

-~ Credit/debit on account

- New credit/debit
s  Purchase maobile ticket for transit agency
+  Download purchased ticket from server
¢ Aclivate Ticket
e Display Aclive Ticket
»  Show My Tickels
= View order histary
e  View Transit Service Information
« Links to Transit Service information for transit agency
«  Support Registered EASY Cards:

Read virtual EASY Card balance via NextLink

—  Add value/passes te virtual EASY Card via Nextlink

— Display virtual EASY Card history

—~  Present Balance/pass alerts (push notification)

= Support Virtual EASY Cards:

- Download virtual EASY Card to NFC phone.

— Read virtual EASY Card balance

~  Add value/passes to virtua) EASY Card

~  Display virtual EASY Card history
Delete virtual EASY Card

-~ Transfer virtual EASY Card to new phone

"~ Deliver Balance/pass alerts (push notification
«  Account.Based EASY Card Support:
Register account based card to accoun!
+ Provide mobile analytics via web portal tracking mobile application user and behavior
»  Support for account management, payment, CRM, reporting, and settlement of mobile lickets

Provide the following web based functions:
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Createfread/update account
Update account information
Forgot/Change password
Create/read/update/delete funding sources (credit cards)
Payment options for mobile ticket include:
Credil/debit on account
—  New credit/debit
Purchase mobile ticket for transit agency and send to mobile phone
Recall Ticket fram Phone A to Phone B
Show My Tickets on all phones
View order history
Help (FAQ)
Links fo Transit Service information for fransit agency
APls for allowing a mobile app to refoad a registered EASY Card. APIs shalf include web services
and mobile AP!s for the following use cases:
- Authenticate EASY Card
— Read EASY Card balance
—  Add value/passes to EASY Card
—  Display virtual EASY Card history
~ Balance aleris (push notification}
- Pass expiring alerts {push notification)
AFls for managing virtual EASY Cards. APJs shall include web services and mobile APlIs for the
following use cases:
—  Eligibility check for virtual EASY Card
-~ Download virtual EASY Card to NFC phone
Read virtual EASY Card balance
Add valuelpasses to virtual EASY Card
Display virtual EASY Card history
Delete vidual EASY Card
Transfer virtual EASY Card to new phone
— Balance alerts {push notification)
— Pass expiring alerts (push notification)
An integrated trip planner shall allow a customer to plan trips from Poirt A to B across multipte
modes of service, receive real-time service alerts, and store favorites. A SDK shall be provided by
RideScout that provides the trip planning engine, and the provider shall be responsible for
implementing the user interface for the customer. See Section X for more details on the frip
planning function.
A loyally offers program shall be introduced to allow a user to enroll in the program, set
preferences, receive notifications of offers. The mobile app shall Interface to a set of cloud hased
APls that provide the ability to:
Enrali/Un-enroll
-~  Set program preferences
Receive offers
Redeem offers

Cubic Propasal No. P16-005 Page 2-41

Use or disclasure of dala contained on (his sheel is subjact lo the restrictions on the litle page of this decument. / 3y




Miam|-Dade Transit
Fare Sysiem Modernlzation Program
PROPOSAL

CUEEC

SECTION 3.
Cubic Services

Cubic Transportation Systems, Inc.'s (Cubic®)
comprehensive range of services can scale
according to DTPW and SFRTA's needs. As
described in the previous sections, Cubic can
supply a complete system, tailor individual
services, or run your entire fare enterprise — even
when it is an’ integrated system incorporating
subsystems, devices and components from
multiple suppllers.

Cubic's services are broad and comprehensive, but
always customizable. Our specialized revenue
management solutions can empower, enhance,
and manage an entire operation — or individual
elements of it — depending on DTPW and SFRTA’s
reguirements.

For. DTPW and SFRTA, Cubic proposes a
combination of Business Support, Operalional
Technology including Network Management, and
optional Asset Management Services.

Table 3-1 provides a high-level view of the baseline
and optional proposed services. The services are
described in detail beginning in Section 6.1. The
Operational Technology Services proposed in this
section support the Cubic Cloud Platform and the
Mobile environment In this proposal. Cubic also
presents optional services for DTPW and SFRTA's
consideration, Including Field Maintenance and
Device Maintenance.
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Tahle 3-1. Cubic's Suite of Services
Type of Service '
Business Support Services

Cb_ﬂia_cl Cénlér'

LE§ Media_Ma'na_gemem-_and.Disln'buro

. TS evenue Managemenl!
. i

ccounting .

i Managem nt

Benem ngram
_Operau al Technology Services

rivate; Cloud
nfrastruciure

ardware and
etwprk fMainlenance - - -

. Mobile Business
J Syslems -

| Cubic Appllcatl 5|
and Mamlenance :

. Parls Supply

1 Devlce Suppnrl :

_Professmnal Services

e o
ol | Data Analysis

Cublc Prapesal Ho. P16-005

Use or distlosure of dala conlained on (his sheet is subjsct (o the resldctions on the lille pege of this document

Pags 3-1

/35




Miami-Dada Transii

Fare Systemn Medernlzation Program C u B a C
TECHNICAL PROPOSAL '

Our Proof of Service

With more than 50 million passengers a day riding our systems around the globe, Cubic's services are
being used in public transportation to improve operations, provide betler service to transit customers, and
help transit providers put technical and operational innovations into practice.

Cubic’s skills, technology, knowledge and lessons learned from numerous services programs will be
direcily applicable to meeling DTPW and SFRTA goals.

« Oyster® Card: With more than 29 million cards in circulalion, Cubic's
highly acclaimed 15 year old Oyster contactless smart card is now lhe
most widely circulated smarl card in Europe. Having designed,
manufactured, and commissioned the system from the grourd up,
Cubic continues to manage, monitor, and maintain London's fare
collection equipment. Cubic provides a wide range of technical support
services for Transport for Londen (TfL), helping public transport across
the capital experience phenomenal growth since the introduction of

“I think over the
Oysler. . years, one of the
s Clipper® Card: Cubic delivers a {ull range of operational services for  great successes of

the Clipper regional smart card system for our customer Metropolitan ~ OY®ter has been
the interaction

Transportation Commission (MTC). Eight operators providing transit  petween my
services for one million riders across nine counties offer seamless  people and Cubic.”
interoperability throughout the region. Cubic provides end-to-end - 8ir Peter Hondy COE,

Former Comnussfoner.

supporl services including field services, Help Desk support services Transgenfor London, and

with issue lracking systems, central system and website hosting and  etwork e
maintenance, a customer service center managing all account reguests for participating
agencies, card distribution and reload network management, and financial transaction
processing, funds management, and distribution across agencies.

« Chicago’s Ventra™: Chicago's Ventra program represents the first large-scale open payment
system in production in the United States. Cubic's innovative business model delivers Customer
Support Services, Card Management and Fulfilment, Operational Information Technology and
Cubic Cloud Platform Services, Revenue Reconcilialion Services, Asset Management Services,
and Professional Services. The Chicago Transit Authority (CTA) chose to subscribe to a new
business mode!l which has demonslrated proven cost savings in revenue handling since
inception. Cubic intends to leverage and improve upon this model for the DTPW and SFRTA
project.

+ gocard: One of two advanced Cubic fare coliection systems in Australia, go card — a Cubic-
designed fare collection and revenue management system - connects 20 major public and
private regional operators in Brisbane, Australia. Our customer, TransLink® Transit Authority,
relies on Cubic for a full spectrum of support services, including central ticketing systems and
network operations, marketing support, regional clearing, and setilement. Other essential
services provided by Cubic include card management, card distribution, asset management
services, and cardholder support services. Cubic also created the website that allows customers
1o self-service and manage their smart cards.

Cubic Proposal No. P16-005 Page 2-2
Use or disclosure of data conlelned on this sheel is subje to Lhe restriclions on the Iille page of this documenl. /5é

T—,




Miami-Pade Transil
Fare Sys(em Modernizalion Program
TECHHNICAL PROPOSAL

= Sydney Opal: Sydney's Opal Card connects customers in Sydney, Newcastle, Blue Mountains,
Central Coast, Hunter, and lllawarra on trains, buses, light rail, and ferries with aver 4 milion
cards in service. Our customer Transport for New South Wales (TfNSW) engaged Cubic fo
handle a full range of business support, contact center, media management, operational
technalogy, and asset management services.

Cubic's Service specialists monitor
realime  performance  through
Cubic's dashboards and online
tools. We constantly refine and tailor
our business model to individual
agency's needs as part of Cubic's
One Team approach. One Team
promotes open and cohesive
collaboration with our customers
" providing two-way insight into each
other's operations, both inside and
outside of our Customer Services
divisions, supporting our customers
and developing  an innate
understanding of how to provide the
best pcssible passenger
experiences.

By choosing Cubic services, DTPW
and SFRTA will replace the features
and functionality currently managed
internally. Cubic will guarantee
system performance by signing up
to a set of stringent Key
Performance  Indicators  (KPIs),
Service Level Agreements (SLAs),
and associated financial penalties
for non-performance. Our proposed
KPIs include what we believe are
industry-standard metrics developed
over years of working with a variety
of global public {ransportation
entities, including those represented
in Figure 3-1. DTPW and SFRTA
wlil have daily access to the KPIs to
measure Cubic’s | ongeing
performance to the SLAs through
reports and online dashboards,
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3.1 Operational Information Technology Services

The primary responsibility of Operational Information Technology Services is to maintain a high
availabllity of all applications running in the Cubic’s Cubic Cloud Platform. The Cubic applications are
combined into a total one-stop cloud solution. The applications include the fare collection application, an
Oracle® database management application, a business Intelligence query and report generation
application, and an asset management application.

As the designer, developer, and/or integrator of these applications, Cubic understands the intricacies and
complexitles of the fare collection system and is well suited to provide system support. Ouisourcing the
ongoing operation of the DTPW and SFRTA system aflows Cubic to provide subject matter expertise who
witl respond guickly to resolve any issues as they arise,

By selecting the Cubic Cloud Platform solution, DTPW and SFRTA also provides a sustainable grawth
path for the tools by ensuring the responsibility for technology asset refresh, software enhancement and
maintenance, and all operational aspects of the technology environment rest on Cubic instead of on
internal DTPW and SFRTA Information Technology (IT) staff, including data security, cyber security,
rapidly changing data and mobile standards, and PC! compliance,

3.1.1 Cloud Services

Cloud Services are provided as part of our hosting the fare collection environment. Our
cloud infrastructure — available only to our subscribed public transportation customers —
is a secure, high-availability, disaster recovery, scalable model proven to handle the
high transaction volumes found in our customers' environments.

Tested to rigorous standards, staffed by industry experts, and powered by best-in-class enterprise
partners including VMWare, Oracle, Amazon Web Services (AWS), Microsoft Azure, SAP, and Cisco, the
Cubic Cloud Piatform will host DTPW and SFRTA's fare system without tremendous initial capital outlay
and without concern for system hardware and software aging. Our experienced operations staff can
significantly reduce DTPW and SFRTA's time to upgrade to the system based on their previous
successful projects for entities like CTA. Our team's hands-on daily involvement in these production
systems already located in the Cloud environment will provide a solid foundation for success for DTPW
and SFRTA, reducing both the capital and operational cost of the system and the risk during ifs
deployment.

From the acquisition, installation, and tuning of all on-demand infrastructure growth, to continuous
performance monitoring, software maintenance, security and intrusion monitoring, and on-gdemand
scaling, Cubic's Service will enable DTPW and SFRTA to upgrade the fare collection environment in a
cost effective manner,

Data Center services include tasks related to:.
s Facility Management: Monitoring of the system environment and coordinating routine hardware
maintenance, backups, recovery, etc,
+  Security Administration: Physical securily of the premises allowing only authorized personnel
access to the environment.
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« Technology Services Scaling: Monitoring the system performance at all times and allocating
additional on-demand resources should transaction volumes progress past certain threshalds,

« Third-Party Services: Cubic works with our partner to ensure appropriate service level
agreements for all connectivity and bandwidth. By leveraging services across multiple customers,
Cubic can provide a higher level of stability and performance at a cost effective price.

» Application Hosting: Cubic will host all Cubic and Third-Party Applications within the Cubic
Cloud Platform and will provide tools for DTPW and SFRTA staff access to all of the back-office
systems, either through web-enabled applications or reports.

<  Website Hosting: As part of our Cubic Cloud Platform Service, Cubic will work with our partner
Americaneagle.com to provide website hosling services for your customers to have both desklop
and mobile optimized access to the online account tools.

3.1.2 System and Network Operations

Sysiem operatlon services provide the operalions personnel needed to perform the
day to day tasks related to running the central system and other parts of the overall
fare collection network.

The main central system operations tasks include:
Fault Management: Diagnosis, correction, follow up, and record management of all faults.
« System Monitoring: Scheduled reviews, utillzation of diagnostic tools, database Integrity and
synchronization, log management of syslem activities.
« Backup, Recovery, and Archiving: Data and program back-up, offsite storage management,
record management, and media inventory management.

+ Disaster Recovery: Create and malntain contingency plan and perform plan testing.
» Documentation Management: Establish and maintain the doecumentation Jibrary and praovide
offsite storage management.

For the station network, Cubic provides optional Network Management System (NMS) tools and services
to manage a!l communications devices and components in the environment, including integrating the
local network devices into our overall Network Monitoring Syslem, to Configuration Support, Network
Operations, Bandwidth monitoring, and security, and network traffic and flow analysis. Those components
are included for the back office cloud infrastructure and In conjunction with AFCMS for devices in the
field. Network, back office and device monitoring is provided via the Cloud and AFCMS. MDT wilf still
maintain responsibility to monitor their network that interconnects the stations and other MDT facilities.

Cublc proposes to perform all Cublc Cloud Platform services related to the central system and the hosled
environment as baseline, and all onsite station and DTPW and SFRTA fare collection network operations
and services as an option.

3.1.2.1 Cenfral Systeh’l Maintenance

System maintenance services perform central system planning and access configuration tasks. The main
system malntenance tasks include:

» Planning: Performance monitoring and capacity management of the central system.

s Configuration: Authorized user access and user group management.
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3.1.2.2 Cubic Cloud Platform Network Operations Center

All network menitoring associated with the Cubic Cloud Platform Service will be included as part of our
baseline offering. This includes:

»  Network Management of Central System Devices: The Cubic Cloud Platform includes a
Network Operation Center (NOC) for all Cubic Cloud Platform Services, including switches,
routers, fiber channel, servers, and other components delivered as part of our hosted
environment.

« NOC Services for Connections to the Cloud: The Cubic Cloud Platform Service includes as a
baseline subscriptions 1o secured internel connections between DTPW and SFRTA and our data
cenlers and leased lines between our dala centers and merchant services, Cubic will take
responsibility for ensuring this environment meets all performance and uptime requirements.

The Network consists of lhe data lines and associated hardware that make up the secured private
network. Network maintenance involves system monitoring, preventive maintenance, and any corrective
actions in the event of communications degradation or failure.

Cubic provides these services to other cuslomers and has developed a suite of tools, reports and
processes that monitor network availability for 24/7 operations with an eslimated central system uptime of
99.5%. As the fare collection system becomes more reliant on high speed communications, it is important
to achieve the highest availability possible. Optional localized network operations services for the DTPW
and SFRTA fare collection environment are detailed in the sections below. -

3.4.2.3  Application Maintenance

Cubic proposes to perform application maintenance services and related tasks such as updales and
issue resolution. The mair: application maintenance tasks include:
» Software Change Management: Updates, maintenance and support, software cenfiguration,
and testing of all software changes to the central system.
« System Configuration and Changes: Maintain various parameters, including ongaing changes
in response to regulatory requirements. :
o Hardware Management: Manage hardware changes, provide tesling/certification, and provide
configuration documentation management. '
+ Problem Resolution: Research and resolve application issuves.

3.1.3 Third-Party Software Support

As part of our standard Cubic Cloud Platform, Cubic provides a variety of Commercial-off-
the-Shelf (COTS) products incorporated into our software modules. Best-in-class lools
including Oracle Databases and toals, SAP Business Objects, Metrix, and Coda, come
included with our solutions. As part of our core Operational Technology Services, Cubic
will provide Third-Party Software Supporl, including all software maintenance, patches,
upgrades, and integrations.

By choosing Cubic’s Third-Party Software Support Service, DTPW and SFRTA will reduce the overall
system administration and maintenance cost for the payment system by leveraging agreements in place
within our Cloud that optimize costs across multiple tenants. Cubic wil take responsibility for all
regression and system testing for all upgrades and maintenance activities.
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3.1.4 Cubic Application Support and Maintenance

The Cubic Application Support and Maintenance Service wili provide ongoing service for
our modules, including NextFare, NextAccount, NexilLedger, NexiWave, Cubic Payment
Application, NextContact™, and Nextlnfo. With this service, DTPW and SFRTA will
receive updates, releases, and upgrades to your core system, including all systems
engineering, administration, and regression testing of the core environment.

3.1.5 Information Security Services

From PCI Compliance to firewall management, unified threat management, event and log
management, intrusion prevention and detection, and secure web gateway management,
Cubic's Information Security Services will ensure the DTPW and SFRTA Cubic Cloud
Platform meets all security requirements. Our team of gualified security professionals
consistently monitors for security and performance issues, and tune and harden the
systems in response to potential issues.

As an annual service, Cubic will own responsibility for ensuring that DTPW and SFRTA's hosted
environment and infrastruciure meets all PCl Compliance Requirements, and will recertify the
environment annually. Cubic's Cloud Platform achieves Tier 1 PCI certification and is monitored in
conjunction with exiernal PC) specialisls 1o ensure compliance.

Additionally, Cubic can provide Information Securily Services on a consultative basis either for the legacy
environment until its retirement, or for ail physical components of the environment, even if DTPW and
SFRTA does not choose Cublc to provide Field Mainienance Services.

Cubic's Cubic Cloud Platform operales in accordance with a comprehensive security management
framework which is aligned with the 1SO 27001 (nformation Security Management System (ISMS)
standard. Cubic's ISMS includes the policies, standards, guidelines, and procedures that are utilized to
implement administrative, physical, and technical controls. The controls support regulatory requirements
such as the Payment Card Industry Data Security Standard (PCI-DSS), legal requii‘em'enis regarding
privacy, and general securily best practices. The ISMS is periodically updated to incorporate changes fo
the threat environment and new or updated contractual obligations.

Cubic operates and maintains all systems and the infrastructure in accordance with the same set of strict
ISMS controls, regardiess of whether or not an individuai system stores, processes, or transmits
cardholder data or Personally identifiable Information (PII).

While PCI-DSS provides a baseline of technical and process requirements designed to protect cardholder
data, the Cubic 1SMS defines how information security is managed for all systems with the same intent
and rigor as cardholder data related systems. Defense in depth, least-privilege access, risk-based
vulnerability management, and continual monitoring are the primary concepts that Cubic enforces to
maintain a high-level of security in our hosted Cubic Cloud Platform environment.

Security and compliance is a critical part of thisrupgrade. The field devices will process sensitive
information by encrypting locally and transmitting over SSL to the back office. So in a sense there are
two methods of encrypting from devices in the field. 1) The establishment of a VPN from the Microsoft
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Azure cloud environment to MDT's location and 2) SSL connections from the TVMs to the back office.
Oplionally we can provide fuil encryption within the TVM itself at the pin pad but this is nol a requirement
for PCI and daes substantially increase the price — this is not necessary for meeling PC! compliance.

The TR3 on usage devices such as gates and fareboxes will encrypt sensitive card data with RSA 2048
encryption which is sent over the VPN to the back office where it can be decoded.

TR3's mounted to TVM's are not planned to support contactless payment due to the integration
complexities of tying into the POS terminal. It was determined that given direct contactless payment
acceptance capability at fare terminals the frequency of such events at TVM's would not justify the cost.
Those people with mobile payment wallets would be encouraged to get the EasyCard app should they
wish to purchase passes, elc.

Credit and debit acceptance at TVM's will be controlled by the POS terminal and such card data will be
encrypted prior to transmission over the network.

Network segmentation with strict access control lists and role-based user access ensure that network and
application access Is minimized to prevent security breaches. All systems are hardened In accordance
with secure configuration standards and patching is performed on a monthly basis to reduce
vulnerabilities.

Cubic maintains a centralized security operations team which provides security monitoring, vulnerability
management, and incident response capabilities. Threats and vulnerabilities identified in one project are
communicated to other programs to facilitate preventative mitigation of risks. Internal audits are
performed at least quarterly to ensure continual compliance with requirements and to ensure risks to the
security posture are at acceptable levels.

3.1.5.1 Encryption

One important security feature of the Cubic Cloud Platform is the Cubic Payment Application (CPA).
Cubic developed CPA for secure processing and storage of credit card data. CPA has been validated as
compliant with the PA-DSS and has application programming interfaces (APIs) for integration with web
services and customer relationship management systems.

CPA includes a dedicated hardware security module for encryption operations and key management. The
use of CPA allows for centralized, secure encrypted storage of cardholder data. Tokens are provided by
CPA to other applications, such as CRM to limit the storage and use of full credit card numbers. Within
CRM only the last four digits of a customer's credit card number would be stored along with the CPA non-
hash token. Bank adapters are developed and certified for use with CPA to provide encrypted cardholder
data transmission to acquirers for authorization of credit card transactions.

31511 Device Encryption

315114 Pay(Go al Use Devicas
Cubic's Information Securlty practices extend to the field devices that process sensifive payment
information. For End-to-End Encryption for PayGo, at use devices such as faregates, RSVs, and buses,
the Primary Account Number {(PAN} is always encrypted utilizing the public key. This public key is stored
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in the device and is pért of a public/privale key set that prevents the decryption of the encrypted PAN
even if the public key is known. The private key is stored securely using the RSAZ048 OEAP encryption
method within the Cubic Cloud Platform inside the secure environment. The information related to the
Bank Card is passed to the central cloud infrastructure utilizing the APls defined to allow for usage and
sales functionality. ‘

Each device message for PayGo includes a Message Authentication Code (MAC) that allows vaiidation of
the device as authorized send messages lo the Central System. This MAC code is generated utilizing the
message content and a key that has been stored on the device in secure storage. The MAC code is
generated using HMAC-SHA256. This ensures the message from the device has not been tampered with
and that it is from a device with a valid ABP MAC key.

316112 Sale Devices
The communication channel between sale devices and the cloud uses TSL encryption over SOAP lo
protect the credit/debit data.

3.1.5.1.2 Device Key Storage

Key storage on the device utilizes a key card set generated using a Key Generator Transmitter (KGT) and
allows for the secure control and management of the keys that are utilized in the Cubic Cloud Platform.
The keys involved are the public keys from the credit card companies, the ABP message MAC key, the
keys for interacting with the closed loop cards, and the message MAC key. These keys are stored on the
device in secure storage such that any tampering with the storage destroys the keys. Keysets distribution
methods comply with PCI key management and chain of custody requirements.

3.1.5.2 Fraud Prevention

Cubic enforces strict policies and procedures regarding access, handling, and usage of personal
information and cardholder dala, including an identity theft prevention program utllizing the Red Flags
Rule as a baseline. In addition, Cubic call centers have strict physical and logical access policies to
prevent unauthorized access to the facililies and data. Call center personnel are not permitted to bring
moblile phones or recording devices into the call centers as an extra security precaution.

Processes within the cloud environment, web applications, and IVR systems are in place io authenticate
customers prior to providing any information related to the account in order to verify the identity of the
customer. Customers are typically provided with PIN codes for IVR access and challenge/response
questions when speaking to a customer service representative. For credit transactions, Cublc will typically
use account verification measures such as using the zip code or card validation code in order to authorize
and process a transaction.

3.1.5.3 Cubic Cloud Platform Security Reviews

Cubic performs an annual risk assessment to identify new threats and potentially weaknesses in our
operating environment. Part of the risk assessment includes a review of security vuinerabilities idenlified
in other Cublc programs and reviews of industry released security and breach reports, such as the
Verizon Data Breach Report and the Mandiant APT-1 report, to identify new threats and trends.
Additionally, annual penetration testing of production environments is performed by leading third-party
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security companies In order to identify new vulnerabilities, obtain guidance on emerging threat and altack
vectors, and to provide expert guidance on vulnerabitity mitigation strategies.

3.1.5.4 PCIl Comnpliance

Cubic has PCI certified Internal Security Assessors (ISAs) on slaff, as well as strong relationships with
external PCI Qualified Security Assessors (QSAs), security, and financial consultants. |SAs receive the
same training and advanced releases of new versions to the PCl DSS that QSAs do. The Cubic law
depariment also monitors local and federal legislation changes to privacy and data protection taws, With
these relationships and processes in place, Cubic typically has a thorough understanding of proposed
legal and regulatory changes befors they are published.

For example, a number of emerging requirements have been published in the recently released PCI DSS
version 3.0. One of these requirements is to perform periodic physical reviews of point of sale systems to
idenlify the existence of unauthorized attachments, such as skimming devices, While PCI DSS v3.0
compliance is not required until 2015, Cubic has already developed work instructions for field services
personnel to perform routine physical inspection of ticket vending machines in managed service
operations. Other changes include the evaluation of anti-virus software on systems that are not commenly
affected by malicious code. Cubic has already been utilizing antivirus software on these systems and has
imptemented stricter controls in the form of whitelisting software on remote systems to prevent the
installation or running of any unauthorized software. '

3.1.5.5 Personally Identifiable Information

Cubic is committed to maintaining the privacy of all personally identifiable information (PIl) belonging to
DTPW and SFRTA customers. Technical security controls and vulnerablility management processes are
in place to ensure a high-level of security to protect against malicious attacks and from unintentional
elrors,

While technical securily controls and processes provide the foundation for effective privacy protection,
Cubic also provides personnel with training en handling requirements for PIl and restricts access to Pl
system and applications to only those personnel that require access for customer service, trouble-
shooting, and administrative purposes. All personnel who handle PIt or have privileged credentials to
manage systems undergo background screening checks and are required to read and sign privacy
policies prior to obtaining system access,

Cubic only utilizes Pl! for the purposes for which it is collected in order to manage transit accounts for
registered individuals.

3.2  Key Performance indicators and Service Level Agreements for Cubic
Services

The tevels of service required to meet DTPW and SFRTA's business objectives for all selected services
will be captured in a set of KPls. Performance against these KPls will be measured and reported on
weekly. Actual performance against requirements and performance trends over time will be measured.
Cubic proposes several crileria for defining the KPls and SLAs:

« Service levels must be able to be measurable, and be refated to the organization's overall goals.
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« The number of mutually agreed upon Service Level Agreements (SLAs) should be carefully
selected and relatively few, but they should cover the key areas of contract performance.
» Performance is whal is objectively demonstrated througn the SLAs.

KPls are important operational indicators of performance for both the Cloud Infrastructure and of Cubic’s
Professional Services team. The number and type of indicators may vary over the life of the contract
depending on DTPW and SFRTA operational objectives. Cubic proposes a series of KPIs and SLAs
proven in other Cloud Services installations, including:

« System Uptime

« Transaction Times

« Device Availabllity

For the optional Field Maintenance Service, Cubic proposes KPis similar o those we meet and exceed
today at other similar agencies. Cubic will work with DTPW and SFRTA to fine tune the KPIs anc¢ SLAs lo
the agency's needs.
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SECTION 4.
Frice Proposal

This section provides Miami-Dade Transit (DTPW) with pricing for the proposed Fare Modernization
Program described in Sections 1 through 3 of this document.

1. Cloud Services Core and Systems Upgrades
NextFare 7 and CPA3 in support of existing features and equipment
A, IMPLEMENTELION ...ttt ettt e et $15,160,260
i.  Migration to NF7/CPA3 in the cloud
ii. Launch of mobile ticketing application and NextLink
i, Enablement of integrated bar code publishing and validation
. Upgrade of devices and cloud processing to support:
4. Contactless open and mobile payment
I Pay as You Go processing
b, Enhanced reporling and clearing funciions
c. Mobile application extended to include
i, Virtual EASY Card (closed loop mobile tap and pay)
i. Integrated trip planning
ili. Intelligent content publishing
1) Cubic to manage and provide 40% Rev Share to DTPW
d. Retail tablet application for remote EasyCard sales/top ups
Published API's for third party device integration
2. Cloud Services (10 year term)
Cloud/Mohile Hosling and Applications Maintenance
Services for Mobile & Open Payment Enhancements
Contract Year 1 ¥ 952,385
Conlract Year 2 $1,5625,538
Contract Year 3 $1,671,305
Contract Year 4 51,618,444
Contract Year 5 $1,666,0097
Contract Year 6 $1,717,007
Contract Year 7 $1,768,517
Contract Year 8 $1,821,573
Contract Year 8 $1,876,220
Contract Year 10 $1,932,5086 $16,450,492
3. EMVOption ..coeveveeneen.. crreevereerr e berereeenena e e e aa e $ 1,369,860
Software Modifications/innovative Enhancements .......... CH e e eas WGB 96,471
TOTAL PRICE ....covvvivvrene e et e et Crtreereraes e errsereraes $33,077,083
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SECTION 5,
Key Pricing Assumptions

The pricing presented in Section 4 is dependent upon the following key pricing assumplions:

1. Noftice to Proceed (NTP) for Cloud Core Services and Systems Enhancements no later than
October 31, 2016.

. If Europay, MasterCard, and Visa (EMV) compliance package selected, work is coincident with
Cloud Core Services,

4, Hardware Asset refresh assumed as an addition 1o exisling contract with like Terms and
Conditions and must be performed 1o suppori Systems Enhancements.

4, Cloud core and enhancements assumed as new contract with same/similar terms and condilions
to the existing contract,
a. EMV compllance would be an optional extension to this contract.

5. Mobile ticket validation on gate lines dependent upon Hardware Asset refresh.
Cloud based IP/Licensing applies for all cloud services
a. No transfer of IP during cloud based O&M;
b, End of O&M transition will provide license right to DTPW for conlinued use of the sofiware;
c. Licensed use presumes DTPW acquires at its expense all hardware and third party

software/licenses necessary to support operation;

d. Post-term software maintenance will require separate agreement;
e. Current SMA scope/cost will be absorbed in new C&M arrangement.

7. Operation and Maintenance Term is 10 years.
All prices are excluding taxes which would be applied as required.

8. Prices also exclude standard merchant processing fees which would be direct to Miami-Date
Transit (DTPW) as are currently the case with Ticket Vending Machine (TVM) and web payments.

10, Cubic reserves the right to charge a one time “issue fee” to consumers for virtual EASY Cards to
cover the costs payable to the carriers andfor Original Equipment Manufacturer (OEM) handset
manufacturers.
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